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    ImagePipe documentation

ImagePipe resizes, crops, and converts images, either on request over HTTP or
in Elixir code. Start with the page for what you want to do:
	I want to…	Start with
	Request images from an external ImagePipe server	Requesting images
	Run image_pipe_server	Getting started with the server, then deploying and configuring it
	Serve images from my Phoenix or Plug app	Getting started with Phoenix
	Process images in Elixir code (uploads, jobs)	Processing images in Elixir, then the Elixir API
	Generate signed URLs for a separate server	Building URLs for the server, then shared URL settings and fetching images from the server
	Extend ImagePipe with custom sources, detectors, or telemetry handlers	Custom sources, custom detectors, and telemetry handlers

Getting started
First steps for each way of running ImagePipe.
	Installation: the Hex dependency and supported image formats.
	Getting started with the server: run image_pipe_server in Docker and request your first images.
	Getting started with Phoenix: serve resized images from a new Phoenix app.
	Processing images in Elixir: resize, crop, and convert a photo from iex.
	Elixir API: the Elixir entry points and their guides.
	Building URLs for the server: generate signed URLs for a separate image_pipe_server.

Requesting images
How image URLs work, and what each processing option does to the picture.
	Requesting images: URL structure, option values, presets, and signed URLs.
	Processing options: the complete option index and common recipes.
	Resize and layout: dimensions, fit, DPR, zoom, canvas, padding, and background.
	Orientation and cropping: rotation, flip, trim, regions, anchors, and detection.
	Effects: blur, sharpen, pixelate, color adjustments, and overlays.
	Watermarks: image watermarks with opacity, scale, placement, and tiling.
	Output and encoding: formats, quality, size budgets, encoders, placeholders, and info.
	Request controls: downloads, page selection, cache busting, expiry, and debugging.

Running ImagePipe
Guides for deploying, connecting sources, caching, securing, and monitoring.
	Deploying image_pipe_server: Docker, Kubernetes, health checks, and capacity.
	Limiting work per request: limits on originals, timeouts, slow clients, and memory.
	Image sources: what a source is, routing, and the available sources.
	Serving images from local files: read originals from a directory.
	Serving images from an HTTP origin: download originals from a web server.
	Serving images from S3: read originals from private S3-compatible buckets.
	Caching processed images: store processed images and originals on disk.
	Serving images through a CDN: cache headers, source lifetimes, and CDN settings.
	Signing URLs and rotating keys: require signed URLs and replace keys safely.
	Defining presets: named sets of URL options.
	Enabling face and object detection: install the detector and load its models.
	Limiting concurrent processing: how many images are processed at once, queues, and deadlines.
	Monitoring with telemetry: logging, metrics handlers, and request IDs.
	Exporting traces to Jaeger: send traces to a local Jaeger.
	Serving and processing in one app: serve images and process them in code with one configuration.
	Fetching images from the server: use processed images inside your application.

Concepts
Why ImagePipe behaves the way it does.
	Processing order and groups: the fixed stage order, and groups that run options in a different order.
	Caching and freshness: how long originals and processed images stay valid.
	Failures during streaming: what happens when encoding fails after headers are sent.
	Signing and source concealment: what a signature covers, expiry, and hidden source paths.
	Presets: request defaults, precedence, and pipeline presets.
	Content-aware cropping: how attention and detection choose what a crop keeps.
	Source network policy: what HTTP sources may connect to.
	Request tracing: how traces are built, inbound trace context, and sampling.

Extending
Plug in your own stores, detectors, and preset storage.
	Writing a custom source: serve originals from a database, API, or blob store.
	Writing a custom detector: use your own model or service for detect crops.
	Storing presets in a database: change presets without a restart.

Reference
Settings, headers, events, and rules to look up.
	Elixir configuration: where each Elixir setting goes, and which wins when they overlap.
	Configuring image_pipe_server: the server's TOML and environment variables.
	Shared URL settings: settings the URL builder and the server must agree on.
	Cache storage: what the caches store, cache key inputs, and size limits.
	HTTP cache headers: Cache-Control, ETag, Vary, and 304 responses.
	Error responses: which status each failure returns.
	Telemetry event reference: event names, measurements, metadata, and outcomes.
	Debug response headers: inspect processing and cache decisions.

Project
About the project itself.
	ImagePipe: the project README.
	Changelog: changes in each release.
	License: the Apache License 2.0.



  

    Installation

ImagePipe requires Elixir 1.18 or newer. Add it to your application's
dependencies in mix.exs:
def deps do
  [
    {:image_pipe, "~> 0.2.0"}
  ]
end
Run mix deps.get in your application.
ImagePipe needs req 0.8.0-rc.0
ImagePipe depends on req ~> 0.8.0-rc.0. If your app locks an older
version, as a new Phoenix app does, mix deps.get stops with a version
conflict over req. Unlock it and fetch again:
mix deps.unlock req
mix deps.get

ImagePipe uses Image and Vix for libvips processing. Available input and output
codecs depend on the native build. See output formats.
Serving images with ImagePipe.Plug uses your application's HTTP server, such
as an existing Phoenix endpoint. Processing images in Elixir code needs no web
server. The documentation overview lists the guide to start with
for each use.
Native format support
Supported inputs are JPEG (including UltraHDR), PNG, WebP, TIFF, HEIF/AVIF,
JPEG XL, JPEG 2000, and GIF. Each needs its loader in the deployed libvips build.
A missing loader fails the request with 415.
ImagePipe checks image signatures and accepts only matching loaders. Other
formats, including BMP, camera RAW, and AVIF image sequences, are rejected
with 415, even if the installed libvips has a loader for them. SVG needs the
image_pipe_svg package, which renders it without libvips (see
Serving SVG images).
Installing only the URL builder
An application that only generates URLs for a separate image service can depend
on the pure Elixir URL builder alone:
{:image_pipe_url, "~> 0.2.0"}
It provides ImagePipe.URL with the same URL grammar, preset references,
signing, and source encryption. See Building URLs for the server.


  

    Getting started with the server

In this guide we'll run image_pipe_server in Docker, point it at a folder
of photos on your machine, and open resized, cropped, and converted copies of
a photo in the browser.
You need Docker, port 8080 free, and a JPEG photo.
Getting the server image
docker pull ghcr.io/hlindset/image_pipe_server:0.2

Adding a folder of images
The server reads originals from a folder and makes processed copies of them
on request. Let's create a working directory with an
images folder:
mkdir -p image-server/images
cd image-server

Copy any JPEG photo into images as photo.jpg:
cp /path/to/your/photo.jpg images/photo.jpg

The examples below use a 4000×2667 photo. With your photo, the widths match
and the heights follow its proportions.
Writing the configuration
Next, we tell the server where the originals are. Create config.toml in the
image-server directory:
# config.toml
[sources.photos]
adapter = "file"
match = "path"
root = "/data/images"
root_id = "photos"
This defines one source named photos. A source is a place the server reads
originals from:
	adapter = "file" reads files from a directory.
	match = "path" sends every image path in a URL to this source.
	root is that directory, as the server sees it inside the container. We
mount our images folder there in the next step.
	root_id is a stable name for this directory.

Starting the server
Let's start the server in the background, with our configuration file and
our images folder mounted at the paths in config.toml:
docker run -d --name image-server -p 8080:8080 \
  -v "$PWD/config.toml:/etc/image_pipe/config.toml:ro" \
  -v "$PWD/images:/data/images:ro" \
  ghcr.io/hlindset/image_pipe_server:0.2

The server reads /etc/image_pipe/config.toml at startup. Open
http://localhost:8080/health/ready in your browser. Within a second or two it
shows:
ok
If the page doesn't load, the server didn't start. A mistake in
config.toml stops it. Check its log:
docker logs image-server

The log ends with a line that names the setting. Leaving out match, for
example, ends the log with:
invalid configuration: sources.photos.match: required
Fix config.toml, remove the stopped container with
docker rm image-server, and run the docker run command again.
Resizing an image
An image URL lists processing options, then src/, then the image's path in
the source. Let's ask for photo.jpg at 400 pixels wide. Open this URL:
http://localhost:8080/w=400/src/photo.jpg
GET /w=400/src/photo.jpg (in Chrome)
200 OK, content-type: image/avif, 400×267
The browser's tab title shows the size, 400×267. Notice that:
	src/photo.jpg is /data/images/photo.jpg in the photos source, which is
images/photo.jpg on your machine. A photo in a subfolder,
images/trips/beach.jpg, is src/trips/beach.jpg.
	w=400 sets only the width. The height follows the photo's proportions.
	The original is a JPEG, but Chrome got AVIF, as its developer tools show.
Without a format option, the server picks AVIF or WebP when the browser
asks for one of them. A client that asks for neither, such as curl, gets
a JPEG.

Now change w=400 to w=800:
http://localhost:8080/w=800/src/photo.jpg
GET /w=800/src/photo.jpg
200 OK, content-type: image/avif, 800×533
Files you add to images can be requested right away, without restarting
the server.
If a request fails, the status and body say why:
	404 with source not found: the file name is mistyped.
	400 with invalid transformation options: the URL leaves out src/, as
in /w=400/photo.jpg. The body ends with
missing src/, src64/, or enc/ before the image path.
	500 with source unavailable: the server can't read the file, for
example because only your user can read it. Make it readable with
chmod a+r images/photo.jpg.

Fitting an image in a box
With both a width and a height, the server fits the photo inside that box:
http://localhost:8080/w=300/h=300/src/photo.jpg
GET /w=300/h=300/src/photo.jpg
200 OK, content-type: image/avif, 300×200
Notice that the result is 300×200, not 300×300. By default the whole photo
stays visible, so the wide photo fills the box's width and leaves its height
short. Add fit=cover to fill the box instead:
http://localhost:8080/w=300/h=300/fit=cover/src/photo.jpg
GET /w=300/h=300/fit=cover/src/photo.jpg
200 OK, content-type: image/avif, 300×300
The photo now covers the whole 300×300 square, and the parts that don't fit
are cropped off both sides, keeping the center.
The order of options doesn't matter: fit=cover/h=300/w=300 gives the same
image. An unknown value gets a 400, and the body points at the problem.
With fit=fill:
invalid transformation options

/w=300/h=300/fit=fill/src/photo.jpg
                 ^^^^
                 |
                 invalid value: expected contain, cover, stretch, or auto
Choosing the output format
To get the same format whatever the browser accepts, add format:
http://localhost:8080/w=300/h=300/fit=cover/format=png/src/photo.jpg
GET /w=300/h=300/fit=cover/format=png/src/photo.jpg
200 OK, content-type: image/png, 300×300
format also takes webp, avif, and jpeg.
When you're done, stop and remove the container:
docker rm -f image-server

Next steps
We ran the server against a folder of originals and requested resized,
cropped, and converted copies by URL. From here:
	Requesting images: how URLs
are built, option values, presets, and error responses.
	Resize and layout: every
fit mode, pixel density, and padding. The
processing options page lists the
other categories.
	Configuring image_pipe_server: environment
variables and every setting in config.toml, including HTTP and S3
sources.
	Deploying image_pipe_server: caches, a read-only
filesystem, health checks, Docker Compose, and Kubernetes.

Before exposing the server, set up URL signing with the
[url] keys setting.
Building URLs for the server
shows the application side, which signs the URLs.


  

    Getting started with Phoenix

In this guide we'll add ImagePipe to a new Phoenix app, serve resized copies
of an image from it, and show one on a page, with its URL built in the template.
You need Elixir 1.18 or newer, the Phoenix installer (mix archive.install hex phx_new), and a JPEG image.
Creating the app
mix phx.new gallery --no-ecto --install
cd gallery

Add ImagePipe to the dependencies in mix.exs:
# mix.exs
defp deps do
  [
    {:image_pipe, "~> 0.2.0"},
    # ...the generated dependencies
  ]
end
ImagePipe needs req 0.8.0-rc.0
ImagePipe depends on req ~> 0.8.0-rc.0, and a new Phoenix app locks an
older version. Unlock it before fetching, or mix deps.get stops with a
version conflict over req:
mix deps.unlock req
mix deps.get

Adding a folder of images
ImagePipe reads originals from a folder and makes processed copies of them on
request. Create priv/originals and copy your image into it as cat.jpg:
mkdir -p priv/originals
cp /path/to/your/image.jpg priv/originals/cat.jpg

The examples below use a 4000×2667 image. With your image, the widths match
and the heights follow its proportions.
Starting ImagePipe
Next, we start ImagePipe in the app's supervision tree and tell it where the
originals are. Add it to the children in lib/gallery/application.ex, before
the endpoint:
# lib/gallery/application.ex
children = [
  # ...
  {ImagePipe,
   name: Gallery.Images,
   sources: [
     originals: [
       adapter: ImagePipe.Source.File,
       match: :path,
       options: [root: Application.app_dir(:gallery, "priv/originals"), root_id: "originals"]
     ]
   ]},
  # Start to serve requests, typically the last entry
  GalleryWeb.Endpoint
]
This starts an ImagePipe instance named Gallery.Images with one source
named originals. A source is a place ImagePipe reads originals from:
	adapter: ImagePipe.Source.File reads files from a directory.
	match: :path sends every image path in a URL to this source.
	root is that directory, priv/originals in our app.
	root_id is a stable name for this directory.

Mounting the Plug
ImagePipe.Plug answers image requests for the instance. Add a forward to
lib/gallery_web/router.ex, outside the :browser scope:
# lib/gallery_web/router.ex
forward "/media", ImagePipe.Plug, instance: Gallery.Images

scope "/", GalleryWeb do
  pipe_through :browser

  get "/", PageController, :home
end
Image requests don't need the session, CSRF protection, or HTML layout of the
:browser pipeline. We use /media rather than /images because a new
Phoenix app already serves its static files under /images.
Resizing an image
Start the app:
mix phx.server

[info] Running GalleryWeb.Endpoint with Bandit 1.x.x at 127.0.0.1:4000 (http)
An image URL lists processing options, then src/, then the image's path in
the source. Let's ask for cat.jpg at 400 pixels wide. Open this URL:
http://localhost:4000/media/w=400/src/cat.jpg
GET /media/w=400/src/cat.jpg (in Chrome)
200 OK, content-type: image/avif, 400×267
Notice that:
	/media is where we mounted the Plug, and src/cat.jpg is
priv/originals/cat.jpg.
	The original is a JPEG, but Chrome got AVIF. Without a format option,
ImagePipe picks AVIF or WebP when the browser accepts it.

If you mistype the file name, ImagePipe answers 404 with the body
source not found. If you leave out src/, as in /media/w=400/cat.jpg,
it answers 400, and the body points at the problem:
invalid transformation options

/w=400/cat.jpg
              ^
              |
              missing src/, src64/, or enc/ before the image path
Showing the image on a page
Image URLs are ordinary paths in the app, so templates use them with ~p.
Replace the contents of
lib/gallery_web/controllers/page_html/home.html.heex with:
<Layouts.app flash={@flash}>
  <img src={~p"/media/w=400/h=300/fit=cover/src/cat.jpg"} alt="A cat" />
</Layouts.app>
Open http://localhost:4000. The page shows a 400×300 copy of the image,
cropped to fill the box by fit=cover.
Building URLs in templates
ImagePipe can build URLs from the instance's settings. First, set
base_url to the path of the forward:
# lib/gallery/application.ex
{ImagePipe,
 name: Gallery.Images,
 base_url: "/media",
 sources: [
   # ...
 ]},
Then make ImagePipe's image_url helper available in every template. In
lib/gallery_web.ex, add a line to html_helpers:
# lib/gallery_web.ex
defp html_helpers do
  quote do
    # ... the generated imports and aliases
    use ImagePipe.URL.Helpers, instance: Gallery.Images
  end
end
Stop the server (Ctrl+C twice) and start it again with
mix phx.server, so the instance picks up base_url. Then replace
the hand-written path in the template:
<Layouts.app flash={@flash}>
  <img
    src={image_url("cat.jpg", group: [resize: [width: 400, height: 300, fit: :cover]])}
    alt="A cat"
  />
</Layouts.app>
Reload http://localhost:4000. The page looks the same, and the image's
address is /media/w=400/h=300/fit=cover/src/cat.jpg, the path we wrote by
hand before. Each group: holds the options of one processing step, and
resize: writes w=, h=, and fit=.
Now change fit: :cover to fit: :bogus and save. When Phoenix
recompiles the template, the terminal shows a warning that points at its
line:
warning: image_url: invalid_value at {:group, 0, :fit}: invalid value for :fit option: expected one of [:contain, :cover, :stretch, :auto], got: :bogus
└─ lib/gallery_web/controllers/page_html/home.html.heex:3: GalleryWeb.PageHTML.home/1
Notice that the mistake shows up when the template compiles. The page still
renders: the server rejects the image's URL with 400, so the browser shows
a broken image in place of the cat, and each render logs:
[warning] image_url (lib/gallery_web/controllers/page_html/home.html.heex:3): invalid_value at {:group, 0, :fit}
Change it back to fit: :cover.
Next steps
We started an ImagePipe instance, mounted it in the router, and served
resized copies of an image to a page, with URLs written by hand and built in
the template. From here:
	Requesting images: how URLs are built, option
values, presets, and error responses.
	Processing options: every option, grouped by category.
	Serving images from local files,
an HTTP origin, or S3:
where originals come from in production.
	ImagePipe.Plug: every option of the forward, and using it in a
Plug.Router.
	Serving and processing in one app: build URLs and process
images in code with the same configuration.
	ImagePipe.URL.Helpers: what image_url checks, and failing the build or
tests on a mistake.

Before deploying, set up URL signing so only your app can
create image URLs, and caching so each copy is
processed once.


  

    Processing images in Elixir

In this guide we'll add ImagePipe to a new Mix project, resize a photo from
iex, write the result to a file, and then crop and convert it.
You need Elixir 1.18 or newer and a JPEG photo.
Adding the dependency
Create a project and change into it:
mix new thumbnails
cd thumbnails

Add ImagePipe to the dependencies in mix.exs:
# mix.exs
defp deps do
  [
    {:image_pipe, "~> 0.2.0"}
  ]
end
Fetch it and compile:
mix deps.get
mix compile

The first compile downloads a prebuilt libvips, the image library ImagePipe
uses, so it needs a network connection.
Copy your photo into the project as photo.jpg:
cp /path/to/your/photo.jpg photo.jpg

The examples below use a 4000×2667 photo. With your photo, the widths match
and the heights follow its proportions.
Building a configuration
Start iex with the project loaded:
iex -S mix

ImagePipe takes its settings from a configuration: where originals come
from, caches, default quality, and limits. The defaults are enough to process
a local file:
iex> config = ImagePipe.config()
#ImagePipe.Config<instance: nil, ...>
Describing the image with a plan
A plan lists the processing options for an image. We build plans with
ImagePipe.URL. Let's ask for a copy 400 pixels wide:
iex> thumbnail = ImagePipe.URL.new() |> ImagePipe.URL.group(resize: [width: 400])
Notice that a plan is the same thing an image URL describes. Ask for its URL
to see the options:
iex> ImagePipe.URL.url!(thumbnail, "photo.jpg")
"/w=400/src/photo.jpg"
resize: [width: 400] is w=400 in a URL. The plan gives the same image
when served over HTTP.
Running the plan
ImagePipe.run/4 processes an image with a plan. {:file, "photo.jpg"} says
which image to read:
iex> {:ok, result} = ImagePipe.run(config, thumbnail, {:file, "photo.jpg"})
iex prints the whole result, starting with
{:ok, %ImagePipe.Result{terminal: :image, data: <<255, 216, .... Let's look
at its fields:
iex> {result.format, result.width, result.height}
{:jpeg, 400, 267}
iex> result.content_type
"image/jpeg"
iex> byte_size(result.data)
13319
Notice that:
	The width is 400, and the height follows the photo's proportions.
	The result is a JPEG, like the original. Without a format in the plan,
ImagePipe keeps the original's format.
	result.data holds the complete encoded image, ready to store or send.

If the file doesn't exist, run returns an error instead:
iex> ImagePipe.run(config, thumbnail, {:file, "missing.jpg"})
{:error, {:source, :enoent}}
Writing the result to a file
ImagePipe.write/5 runs a plan like run and writes the image to a file:
iex> {:ok, result} = ImagePipe.write(config, thumbnail, {:file, "photo.jpg"}, "thumbnail.jpg")
Open thumbnail.jpg in an image viewer. It's a 400×267 copy of the photo,
13,319 bytes. write returns the same result as run, and it replaces a file
that already exists. If the directory doesn't exist, as with
"out/thumbnail.jpg", write returns {:error, {:destination, :enoent}}.
Cropping to a square
With a width and a height, fit: :cover fills the whole box and crops what
doesn't fit:
iex> square = ImagePipe.URL.new() |> ImagePipe.URL.group(resize: [width: 300, height: 300, fit: :cover])
iex> ImagePipe.URL.url!(square, "photo.jpg")
"/w=300/h=300/fit=cover/src/photo.jpg"
iex> {:ok, result} = ImagePipe.write(config, square, {:file, "photo.jpg"}, "square.jpg")
iex> {result.format, result.width, result.height}
{:jpeg, 300, 300}
iex> byte_size(result.data)
11581
Open square.jpg. The photo covers the whole square, with the sides cropped
off and the center kept.
With a mistake in an option, such as fit: :fill, run returns an error
without reading the image:
iex> fill = ImagePipe.URL.new() |> ImagePipe.URL.group(resize: [width: 300, height: 300, fit: :fill])
iex> ImagePipe.run(config, fill, {:file, "photo.jpg"})
{:error,
 {:invalid_request,
  [
    %ImagePipe.Plan.Spec.Issue{
      reason: :invalid_value,
      locations: [{:group, 0, :fit}],
      detail: "invalid value for :fit option: expected one of [:contain, :cover, :stretch, :auto], got: :fill",
      severity: :error
    }
  ]}}
Choosing the output format
The format belongs to the output, not to a processing step, so we set it with
ImagePipe.URL.output/2. Let's turn the square into WebP:
iex> square_webp = ImagePipe.URL.output(square, format: :webp)
iex> ImagePipe.URL.url!(square_webp, "photo.jpg")
"/w=300/h=300/fit=cover/format=webp/src/photo.jpg"
iex> {:ok, result} = ImagePipe.write(config, square_webp, {:file, "photo.jpg"}, "square.webp")
iex> {result.format, result.width, result.height}
{:webp, 300, 300}
iex> byte_size(result.data)
6480
Notice that square is unchanged. Every ImagePipe.URL call returns a new
plan, so square still gives the 11,581-byte JPEG and square_webp gives a
6,480-byte WebP of the same pixels. The format comes from the plan or the
original, never from the file name.
Next steps
We built a plan with ImagePipe.URL, ran it on a local file, and wrote
resized, cropped, and converted copies. From here:
	ImagePipe.run/4 and ImagePipe.write/5: every input, including uploads
held in memory and images from configured sources, and every error.
	ImagePipe.Result: the result fields, and the placeholder and image
information results.
	ImagePipe.URL: building plans, and how builder options map to URL
options.
	Requesting images and the
processing options: what each option does to the image,
with an Elixir example for each.
	Serving and processing in one app: serve images over HTTP
and process them in code with one configuration.

Before running this in production, read
Caching processed images. A cache needs a
supervised ImagePipe instance (see ImagePipe.child_spec/1).


  

    Elixir API

ImagePipe has two entry points in an Elixir application. ImagePipe.Plug
serves images over HTTP from your Phoenix or Plug app. ImagePipe.run/4 and
ImagePipe.write/5 process images directly in your code, such as uploads in
a background job, and return the result or write it to a file. Both use
plans, written with ImagePipe.URL or as URLs, and take their sources,
caches, and limits from one configuration, so an application can use both.
Elixir guides
	Installation: the Hex dependency and supported image
formats.
	Processing images in Elixir: a first plan, run
on a local file from iex.
	Getting started with Phoenix: mount ImagePipe.Plug in a router.
	Serving and processing in one app: share one
configuration between a mount and direct calls.
	Caching processed images: store processed
images on disk, with a size limit.
	Fetching images from the server: use
results from an ImagePipe server running elsewhere.

Elixir API reference
	ImagePipe: configuration, supervised instances, run/4, and write/5.
	ImagePipe.Result: the fields of a successful result.
	ImagePipe.URL: building plans, signing, and source encryption.
	ImagePipe.Plug: mount options.
	Elixir configuration: where each setting goes. ImagePipe.config/1
lists every option.
	Image sources: local files, HTTP(S), and S3.
	Signing URLs and rotating keys: signing keys and expiry.
	Defining presets: named sets of options and request defaults.
	Requesting images and the
processing options: what each option does, with the
builder spelling of each.



  

    Building URLs for the server

In this guide we'll configure image_pipe_server to serve only signed URLs,
then create an Elixir app that builds signed URLs for it with
image_pipe_url.
Work through
Getting started with the server
first. You also need Elixir 1.18 or newer.
Adding a signing key
The server and the app share a secret signing key. In the image-server
directory from the server guide, generate one into an environment variable.
Keep this terminal open, since the app needs the same key later:
export IMAGE_PIPE_SIGNING_KEY="$(openssl rand -hex 32)"

Start the server as before, now with the key in IPS_URL__KEYS:
docker run -d --name image-server -p 8080:8080 \
  -e IPS_URL__KEYS="$IMAGE_PIPE_SIGNING_KEY" \
  -v "$PWD/config.toml:/etc/image_pipe/config.toml:ro" \
  -v "$PWD/images:/data/images:ro" \
  ghcr.io/hlindset/image_pipe_server:0.2

With a signing key set, the server refuses URLs without a valid signature.
http://localhost:8080/w=400/src/photo.jpg, which worked before, now
answers 403 with the body invalid signature.
Creating the app
In the same terminal, create an app next to image-server:
cd ..
mix new storefront
cd storefront

Add the URL builder to the dependencies in mix.exs:
# mix.exs
defp deps do
  [
    {:image_pipe_url, "~> 0.2.0"}
  ]
end
Fetch it:
mix deps.get

image_pipe_url only builds URLs. It processes no images, so the app needs
no image libraries.
Building a signed URL
Start iex from the same terminal, so it can read IMAGE_PIPE_SIGNING_KEY:
iex -S mix

The URL configuration holds the server's address and the signing key:
iex> url_config =
...>   ImagePipe.URL.config(
...>     base_url: "http://localhost:8080",
...>     keys: [System.fetch_env!("IMAGE_PIPE_SIGNING_KEY")]
...>   )
Let's build a signed URL for a 400×300 crop of the photo:
iex> thumbnail =
...>   ImagePipe.URL.new(url_config)
...>   |> ImagePipe.URL.group(resize: [width: 400, height: 300, fit: :cover])
iex> ImagePipe.URL.url!(thumbnail, "photo.jpg")
"http://localhost:8080/sig=4awb0-qKf4y4nPx6pMtsC7tzfn2MAY3gYzpUJ1ZeUGQ/w=400/h=300/fit=cover/src/photo.jpg"
The sig= value is computed from your key, so yours is different. Open
your URL in a browser:
GET /sig=.../w=400/h=300/fit=cover/src/photo.jpg (in Chrome)
200 OK, content-type: image/avif, 400×300
Notice that the sig= segment signs everything after it, and the server
checks it with the same key before serving the image.
Changing the options
Edit the URL in the browser and change w=400 to w=800. The server
answers 403 with the body invalid signature, because the signature no
longer matches the options. Every change needs a URL built with the key:
iex> wide = ImagePipe.URL.new(url_config) |> ImagePipe.URL.group(resize: [width: 800])
iex> ImagePipe.URL.url!(wide, "photo.jpg")
"http://localhost:8080/sig=2J7_YYeGtqkBDb7-9SBMWXHF3613bvJTgA91QG81oL4/w=800/src/photo.jpg"
Open it:
GET /sig=.../w=800/src/photo.jpg
200 OK, content-type: image/avif, 800×533
When you're done, stop and remove the container:
docker rm -f image-server

Next steps
We ran a server that accepts only signed URLs and built signed URLs for it
from an Elixir app. From here:
	Shared URL settings: every setting the app and
the server must agree on, such as keys, presets, and the base URL.
	Signing URLs and rotating keys: URLs that expire, and
replacing a key without breaking URLs in use.
	ImagePipe.URL: every builder function, and how builder options map to
URL options.
	Fetching images from the server: use
processed images, placeholders, or image information inside the app.

The server reads originals only from its own sources. Files the app stores
need to be somewhere the server can read them, such as
S3 or an HTTP origin.
Deploying image_pipe_server
covers running the server in production.


  

    Requesting images

You get a resized, cropped, or converted image by requesting a URL that lists
the processing options before the image's path:
https://img.example.com/w=400/h=300/fit=cover/src/photos/beach.jpg
Requesting images from an ImagePipe server takes a few details from its
configuration:
	The base URL, such as https://img.example.com or https://example.com/images.
	What an image path looks like: a path such as photos/beach.jpg, or a full
URL when the images come from another website.
	The names of any presets defined in the server's configuration, and what
each one does.
	Whether URLs must be signed, and how you get signed URLs.

URL structure
https://img.example.com/w=400/h=300/fit=cover/src/photos/beach.jpg
└───── base URL ──────┘└────── options ──────┘    └─ image path ─┘
Each option is one path segment, written name=value, such as w=400.
An on/off option is written by its name alone, such as enlarge. Values are
described under option values.
The options end at src/, and everything after it is the image path. A URL
with no options, such as https://img.example.com/src/photos/beach.jpg, is
valid too. ImagePipe then only chooses the output format.
ImagePipe rejects a URL with 400 when it has an unknown option, the same
option twice in one group, options that conflict, or an option that has no
effect, such as fit=cover without a width or height (w, h, min-w, or
min-h). It also rejects:
	A query string, such as ?v=2. To get a fresh copy after an image
changes, use the cb option instead.
	Percent escapes, such as %20, anywhere in the options.
	Empty segments (//) and the segments . and .. in the options.
	More than 64 option segments.

Image paths
URL-encode the image path, keeping its slashes:
summer photos/beach #1.jpg becomes src/summer%20photos/beach%20%231.jpg,
and the full URL https://assets.example.com/a.jpg?v=2 becomes
src/https://assets.example.com/a.jpg%3Fv=2.
The server holding the image receives a full URL's path unchanged, so
https://assets.example.com/w_100,h_100/a+b.jpg keeps its , and +. To
send an escape such as %2B, URL-encode its % too:
src/https://assets.example.com/a%252Bb.jpg requests /a%2Bb.jpg.
Two other markers can take the place of src/:
	src64/ followed by the image path in unpadded base64url, for example
src64/cGhvdG9zL2JlYWNoLmpwZw for photos/beach.jpg. Leave out the
trailing = characters.
	enc/ followed by an encrypted token that hides the image path. These
tokens need the server's encryption key, so they are created server-side,
for example by the application that builds your URLs. A token that no server key decrypts answers 404.
A server without source encryption keys answers 400 for every enc/ path.

Processing groups
The options between two - segments form a group. Within a group, the order
you write options in doesn't matter: ImagePipe always applies them in a
fixed order, so w=500/trim=fff and
trim=fff/w=500 both trim first, then resize.
A - starts a new group, which processes the result of the previous one.
This URL resizes the image to 500 pixels wide, then trims the white border
from the smaller image:
URL
/w=500/-/trim=fff/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.group(resize: [width: 500])
|> ImagePipe.URL.group(trim: "fff")
Each group starts with fresh settings. A dpr=2 in the first group doesn't
apply to the second.
Request-wide options apply to the whole request rather than to one group:
the output and encoding options, the
request controls, orient, and page. You can write
each one anywhere in the URL, but only once. A group that holds only
request-wide options adds no group, so /w=800/-/format=webp is the same request as
/w=800/format=webp.
A URL must not start or end with -, or contain two - segments in a row.
Processing order and groups explains the order and
when a new group helps.
Option values
Numbers
Plain decimals: 2, 1.5, -10. Write at least one digit before and after
the point (0.5, not .5), and no + or exponent. Each option states its
range.
Pixel lengths
A plain number is a length in pixels: w=400. Don't add a unit, since
400px is rejected. Widths and heights (w, h, min-w, min-h) take
whole numbers, and w and h also accept auto. Crop sizes, regions, and
offsets accept decimals, and offsets may be negative.
Pixel lengths have an absolute value of at most 2147483647.
pad has its own lower maximum.
URL
crop=400,300
Elixir
ImagePipe.URL.group(builder, crop: {400, 300})
Percentages
A number followed by pct is a percentage: 50pct. The % sign can't be
used. Crop sizes, regions, and offsets accept percentages. Each option page
says what the percentage is of.
Percentage values have an absolute value of at most 2147483647.
URL
crop=50pct,100pct
Elixir
ImagePipe.URL.group(builder, crop: {{:pct, 50}, {:pct, 100}})
Fractions
A decimal from 0 to 1, inclusive. Focus points, opacity, and alpha use
fractions: focus=0.3,0.6 sets a crop target 30% from the left and 60% from
the top.
Colors
A color is three or six hex digits without #, such as fff or ff8800,
or a lowercase CSS color name, such as white or rebeccapurple. Some
options take an alpha fraction after the color: bg=fff,0.5
is half-transparent white. The CSS name transparent fails with 400. To
drop a background that a preset sets, use
bg=unset.
URL
bg=ff8800
bg=fff,0.5
Elixir
ImagePipe.URL.group(builder, background: "ff8800")
ImagePipe.URL.group(builder, background: {"fff", 0.5})
Anchors
A position in the image: center, top, bottom, left, right,
top-left, top-right, bottom-left, or bottom-right. The anchor
option also accepts smart and smart-face, described under
crop guides.
Booleans
Write the option's name alone for true and =false for false: enlarge
or enlarge=false. enlarge=true is rejected. =false turns off something
a preset turned on.
URL
enlarge
enlarge=false
Elixir
ImagePipe.URL.group(builder, resize: [enlarge: true])
ImagePipe.URL.group(builder, resize: [enlarge: false])
Named values
Lowercase names, with hyphens between words: anchor=top-left, flip=hv,
format=webp. Each option page lists the names it accepts.
URL
anchor=top-left
Elixir
ImagePipe.URL.group(builder, anchor: :top_left)
Pairs and lists
Several values in one option are separated by commas, without spaces:
crop=400,300 is a width and a height, zoom=2,1 an x and a y factor.
Each option page says how many values it takes. Ratios use a colon or a
decimal: crop-ratio=16:9 or crop-ratio=1.5.
After reduction to whole-number terms, each term must be at most 2147483647.
Named presets
A preset is a named set of options defined in the server's configuration.
Write preset= and the name where you would write the options:
/preset=card/src/photos/beach.jpg
You can combine a preset with your own options. Options you write yourself
win over the preset's options in the same group, so with a card preset of
w=400/h=300/fit=cover, this URL is 600 pixels wide:
/preset=card/w=600/src/photos/beach.jpg
	preset=card,dark applies both presets. When they set the same option,
the later one wins.
	A preset applies to the group you write it in. /w=800/-/preset=frame
applies frame to the resized image.
	A preset's request-wide options, such as format, apply to the whole
request. A format you write yourself wins over every preset.
	Some options replace a related set rather than one value. Writing
anchor, focus, or detect replaces the preset's whole crop target,
region replaces its crop, q replaces its autoquality and
format-q, and wm replaces its watermark. A format-q in your own URL
still wins over your q for the formats it lists.
	format-q and the encoder options combine field by field. Your
jpeg-options=quant-table:3 keeps a preset's progressive, and a field
set in both takes your value.
	unset removes a preset's value as if it had never been set:
/preset=brand/wm=unset removes the watermark. Every option except
preset accepts unset. In format-q and the encoder options, unset
can come first: jpeg-options=unset,progressive drops the preset's JPEG
settings, then turns on progressive.

The server's configuration can also set defaults for the first group of every
request. Presets and your own options win over them, and unset removes them
too.
A preset can also define several groups of its own. You can add only
request-wide options to such a preset, such as /preset=framed/format=png,
either directly or through another preset. Adding any other option answers
400. The server's configuration defines which presets work this way, as
described in single-group and pipeline presets.
A preset name that doesn't exist answers 400.
Signed URLs
When ImagePipe requires signed URLs, each URL starts with a sig= segment
that covers everything after it:
https://img.example.com/sig=<signature>/w=400/src/photos/beach.jpg
Signing needs the server's secret key, so URLs are signed server-side. The
application that builds your URLs signs them, or an endpoint in it creates
signed URLs. Signing is set up as described in
signing URLs and rotating keys.
	Changing any option or the image path invalidates the signature.
	A missing or wrong signature answers 403 with the body invalid signature.
	A signed URL may carry expires= with a Unix time in seconds. After that
second, the URL answers 410 with the body expired.
	When ImagePipe doesn't require signatures, a URL with a sig= segment
answers 400.

Output formats
Without a format option, ImagePipe picks AVIF or WebP when the browser's
Accept header lists it. Otherwise JPEG and PNG originals keep their format,
and any other format becomes PNG if the image has transparency, JPEG if not. With
format=webp (or avif, jpeg, png) you always get that format. See
formats for the details.
Ignored options
An option that has no effect where it is written is ignored, and the request
is served as if the URL left it out. /fit=cover/src/photos/beach.jpg has no
width or height for fit to use, so it serves the same image as
/src/photos/beach.jpg and shares its cached copy. Each option's reference
says what it needs.
With the debug option, on a server that
allows debug headers, the response lists the ignored options in
X-ImagePipe-Ignored-Options. Options that a preset or the server's defaults
supply are ignored without being listed.
When a request fails with 400 for another reason, the
error body marks the ignored options as well, with messages
such as ignored: crop-ratio requires crop.
Options that contradict each other, such as crop and region in one group,
still fail with 400.
Request errors
A request that fails answers with a status and a short plain-text body. For a
400, the body points at each problem in the URL:
invalid transformation options

/w=400/fit=fill/src/photos/beach.jpg
           ^^^^
           |
           invalid value: expected contain, cover, stretch, or auto
	Status	Meaning
	400	The URL doesn't parse, or its options don't fit together.
	403	The signature is missing or wrong.
	404	The image doesn't exist, or an enc/ token can't be decrypted.
	410	The URL's expires time has passed.

Error responses lists every status, including those for images
that are too large or can't be processed.
Next steps
	Processing options: every option, grouped by category.
	Resize and layout: width, height, fit, and
pixel density, the options most requests start with.
	Request controls: downloads, file names, and
cache busting.



  

    Processing options

Processing options resize, crop, adjust, watermark, and encode an image, and
each page below covers one category of them.
Requesting images explains how options go into a URL
and the value syntax they use.
Option index
	Category	URL options
	Resize	w, h, fit, enlarge, min-w, min-h, dpr, zoom
	Canvas and padding	extend, extend-ratio, extend-at, extend-offset, pad, bg
	Orientation	orient, rotate, flip
	Page selection	page
	Trim and crop	trim, trim-symmetry, crop, crop-ratio, crop-ratio-enlarge, region
	Crop guides	anchor, focus, detect, anchor-offset
	Watermarks	wm, wm-src64, wm-enc, wm-opacity, wm-scale, wm-at, wm-offset, wm-tile, wm-gap
	Effects	blur, progressive-blur, sharpen, pixelate, gray, bitonal, monochrome, duotone, brightness, contrast, saturation, colorize, gradient
	Formats and quality	output, format, q, format-q, autoquality, max-bytes
	Encoders	jpeg-options, png-options, webp-options, avif-options
	Metadata and color	meta, dpi, profile, hdr
	Request controls	filename, attachment, cb, expires, debug
	Requesting images	preset, -, sig, src, src64, enc

Processing order
The image is first turned upright from its EXIF orientation, unless the
request sets orient=none. Then each
group applies its options in this
order, whatever order the URL lists them in:
	Rotate, then flip.
	Trim.
	Crop or region.
	Resize, and the crop that a cover fit makes.
	Effects, in their own fixed order.
	Canvas extension.
	Padding.
	Background.
	Watermark.

Encoding, or a placeholder or info output,
finishes the request. Processing order and groups
explains what this order means for each option and when to split options
into groups.
Common recipes
Add these paths to your base URL.
	Goal	Path
	Responsive photo	/w=800/src/photos/beach.jpg
	Square thumbnail	/w=240/h=240/fit=cover/src/photos/beach.jpg
	High-density thumbnail	/w=240/h=240/fit=cover/dpr=2/src/photos/beach.jpg
	Contain inside a white square	/w=400/h=400/extend/bg=fff/src/photos/beach.jpg
	Attention-guided cover crop	/w=400/h=300/fit=cover/anchor=smart/src/photos/beach.jpg
	Grayscale without resizing	/gray/src/photos/beach.jpg
	WebP with a byte budget	/format=webp/max-bytes=30000/src/photos/beach.jpg
	Placeholder	/w=400/h=300/fit=cover/output=blurhash/src/photos/beach.jpg
	Result dimensions and placeholders	/w=400/output=info,blurhash,lqip-css/src/photos/beach.jpg



  

    Resize and layout

These options set the size and shape of the image, its pixel density, and the
canvas, padding, and background around it. Values use the shared
option value syntax, and
processing order shows which steps run
before and after the resize.
The result can't exceed the maximum output size set in the
Plug configuration or
server configuration.
A larger result is scaled down to fit. A frame that exceeds the configured
processing pixel limit fails with 422 before it is buffered, downsampled,
or delivered. Native size limits also fail with 422 when the image's size
and the requested options exceed them.
Resize
w and h
Accepts a whole pixel length from 1
to 2147483647, or auto. Default: none.
Sets the width and height of the box the image is resized into. How the image
fills the box is set by fit, which defaults to contain. With only
one of them, or with the other set to auto, the other dimension follows the
image's aspect ratio, except under fit=stretch. auto needs a number in the
other dimension or in min-w or min-h, and is
ignored without one.
Without enlarge, the resized image is never larger than the
source. A 300-pixel-wide source requested with w=400 comes out 300 pixels
wide.
URL
/w=400/h=300/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, resize: [width: 400, height: 300])
fit
Accepts one of these named values.
Default: contain.
	contain fits the whole image inside the box. One side can come out
shorter than the box.
	cover fills the box and cuts off what doesn't fit. The center is kept
unless anchor, focus, or detect sets another
part.
	stretch resizes the width and height separately to the box, which
distorts the image when the aspect ratios differ. With only w, the height
stays at the source height, and with only h, the width does.
	auto uses cover when the source and the box are both landscape or both
portrait, and contain otherwise. A square counts as landscape. With only
one of w and h, it uses contain.

fit needs a number in w, h, min-w, or min-h in the same group, and
is ignored without one.
Without enlarge, a cover result for a small source keeps the box's aspect
ratio at a smaller size, because the box is scaled down to fit the source
before cropping. A 300×300 source with w=400/h=300/fit=cover comes out
300×225.
URL
/w=400/h=300/fit=cover/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, resize: [width: 400, height: 300, fit: :cover])
enlarge
A boolean. Default: false.
Allows the result to be larger than the source. Without it, a source smaller
than the requested size keeps its own size, or shrinks to keep the box's aspect
ratio under fit=cover. enlarge needs a number in w, h, min-w,
or min-h in the same group, and is ignored without one.
An SVG original renders at the requested size
without enlarge, with
two exceptions. Groups
after the first resize the rendered image, so enlarge applies to them as
usual.
URL
/w=1200/enlarge/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, resize: [width: 1200, enlarge: true])
min-w and min-h
Accepts a whole pixel length from 1 to 2147483647. Default: none.
Sets the smallest width or height the resized image may have. When the
target from w and h is smaller, ImagePipe enlarges the whole target,
keeping its aspect ratio, until it meets both minimums. Without w or h,
the target starts at the source's own size.
The minimums don't override enlarge: without it, the result
still can't be larger than the source, so min-w or min-h alone changes
nothing.
A 2:1 source at least 600 pixels wide, requested with w=400/min-h=300,
comes out 600×300, because 400 pixels wide would make it only 200 pixels high.
URL
/w=400/min-h=300/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, resize: [width: 400, min_height: 300])
zoom
Accepts a positive number up to 2147483647, or an x,y
pair of them. Default: 1.
Multiplies w and h before fit is applied, both by the one number or each
by its own. With only min-w or min-h, it multiplies the source's size. An
auto dimension follows the zoomed one, so w=400/zoom=2,1 gives an
800-pixel-wide image that keeps its aspect ratio.
Zoom doesn't change the canvas, padding, or
offsets. A zoom other than 1 needs a number in w, h, min-w, or
min-h in the same group, and is ignored without one.
URL
/w=400/zoom=1.5/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, resize: [width: 400, zoom: 1.5])
dpr
Accepts a positive number up to 2147483647, the device pixel ratio. Default: 1.
Multiplies the sizes you request in pixels: w, h, min-w, min-h, the
extend canvas, pad, extend-offset, and an anchor-offset on a cover
resize. /w=400/dpr=2 gives an 800-pixel-wide image, from a source at least
that wide, for a 400-pixel slot on a high-density screen.
dpr doesn't change percentages, or the sizes and offsets of a
crop or region, which are measured in pixels of
the image being cropped.
	Without w, h, min-w, or min-h there is nothing to resize, so the
image keeps its own size. pad is still multiplied: /pad=10/dpr=2 adds
20 pixels on each side.
	Without enlarge, a source too small to reach the requested
size lowers the density used for padding, the canvas, and offsets to match
the size actually reached. It never goes below the smaller of 1 and the
requested dpr. A 150×150 source with w=100/h=100/dpr=2/pad=10
reaches 1.5× instead of 2×, so it comes out as 150×150 pixels of image with
15 pixels of padding on each side, 180×180 in all. Adding enlarge gives
240×240.

URL
/w=400/h=300/fit=cover/dpr=2/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, resize: [width: 400, height: 300, fit: :cover], dpr: 2)
Canvas, padding, and background
Added space is transparent until bg fills it.
extend and extend-ratio
Each is a boolean. Default: false.
	extend places the image on a canvas of w × h pixels (times dpr).
	extend-ratio adds space along one axis so the result has the aspect ratio
w:h.

extend-at sets where the image sits on the
canvas, the center by default.
Neither scales nor crops the image. Each needs numbers in both w and h,
and is ignored without them. Using both in one group fails with 400. The
canvas is never smaller than the image, so extend changes nothing when the
image already fills the box, as with fit=cover.
A source smaller than the box keeps its size without enlarge: a
120×90 source with w=300/h=200/extend sits at 120×90 in the middle of a
300×200 canvas.
URL
/w=400/h=400/extend/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, resize: [width: 400, height: 400], extend: true)
extend-at and extend-offset
extend-at accepts an anchor. Default:
center.
extend-offset accepts an x,y pair of pixel lengths or
percentages, either of which can be
negative. Percentages are of the canvas width and height. Pixels are
multiplied by dpr. Default: 0,0.
extend-at sets where the image sits on the canvas, and extend-offset moves
it from there. Positive values move it right and down from a left, top, or
center anchor, and inward from a right or bottom anchor. The image always stays
inside the canvas. Both need extend or extend-ratio in the same group, and
are ignored without one.
URL
/w=400/h=400/extend/extend-at=bottom/extend-offset=0,10/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder,
  resize: [width: 400, height: 400],
  extend: true,
  extend_at: :bottom,
  extend_offset: {0, 10}
)
pad
Accepts one to four whole pixel lengths from 0 to 1000000000, in CSS
order. Default: none.
	One value pads every side.
	Two values pad the top and bottom, then the left and right.
	Three values pad the top, then the left and right, then the bottom.
	Four values pad the top, right, bottom, and left.

Adds space outside the image and any canvas, so the result grows by the
padding. Padding is multiplied by dpr.
URL
/w=400/pad=10,20/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, resize: [width: 400], padding: {10, 20})
bg
Accepts a color, optionally followed by an
alpha fraction. Default: none.
Fills every transparent pixel in the group's result: canvas, padding, the
corners left by rotate, and transparent areas of the image
itself. An opaque bg makes the image fully opaque. With an alpha below 1,
those areas stay partly transparent.
Without bg, transparent areas stay transparent in formats that support it,
such as PNG, WebP, and AVIF. JPEG has no transparency, so it turns any
remaining transparency white.
URL
/w=400/h=400/extend/pad=12/bg=fff/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder,
  resize: [width: 400, height: 400],
  extend: true,
  padding: 12,
  background: "fff"
)


  

    Orientation and cropping

These options turn, flip, trim, and crop the image, and set which part of it
a crop or cover resize keeps. Values use the shared
option value syntax.
Orientation
orient
Accepts auto or none. Default: auto.
auto turns the image upright as its EXIF orientation tag says, before any
other processing. none ignores the tag and uses the pixels as stored.
rotate and flip apply either way.
orient applies to the whole request, so you write it once, in any group.
The delivered image's orientation tag always matches its pixels, so viewers
don't turn it again, even when the output keeps
metadata.
URL
/orient=none/w=400/src/photos/beach.jpg
Elixir
ImagePipe.URL.new(orient: :none)
|> ImagePipe.URL.group(resize: [width: 400])
rotate
Accepts any number of degrees. Default: 0.
Rotates the image clockwise. Negative angles rotate counterclockwise, and
angles wrap around at 360, so rotate=-90 is the same as rotate=270.
90, 180, and 270 turn the image exactly. Any other angle makes the image
larger, to fit the rotated picture, and leaves transparent corners. Use
bg to fill them. JPEG output turns them white.
URL
/rotate=90/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, rotate: 90)
flip
Accepts h, v, or hv. Default: none.
Mirrors the image horizontally (h), vertically (v), or both (hv), after
rotate.
URL
/flip=h/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, flip: :horizontal)
Trim and crop
crop and region measure positions and percentages on the image as it is
after rotate, flip, and trim in the same group. Their pixel values are pixels
of that image, so dpr doesn't change them.
trim
Accepts auto, or a color followed by an
optional tolerance, a number of 0 or more. Default: none. The tolerance
defaults to 10.
Removes a border of one color from every edge. auto uses the color of the
top-left pixel. The tolerance sets how far a pixel's color may differ from the
border color and still be removed. Higher values remove more.
	Transparent pixels count as magenta (ff00ff) when finding the border, so
trim=auto removes a transparent border.
	An image that is all border color, or narrower or shorter than 3 pixels,
stays unchanged.
	Trim runs before crop and resize in the same group. To trim the resized
image instead, put trim in a later
group.

URL
/trim=fff,20/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, trim: {"fff", 20})
trim-symmetry
Accepts h, v, or hv. Default: none.
Removes the same amount from opposite edges: left and right (h), top and
bottom (v), or both (hv). It uses the smaller of the two borders, so no
content is lost. trim-symmetry needs trim in the same group, and is
ignored without it.
URL
/trim=auto/trim-symmetry=hv/src/photos/logo.png
Elixir
ImagePipe.URL.group(builder, trim: :auto, trim_symmetry: :both)
crop
Accepts a width,height pair, each
a positive pixel length or
percentage. Percentages are of the
image's width and height. Default: none.
Cuts an area of that size out of the image before it is resized. The area
is centered unless anchor, focus, or detect sets
another position. A size larger than the image is cut to the image's size on
that axis. crop and region can't be used together.
This example keeps the left half of the image and resizes it to 300 pixels
wide.
URL
/crop=50pct,100pct/anchor=left/w=300/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder,
  crop: {{:pct, 50}, {:pct, 100}},
  anchor: :left,
  resize: [width: 300]
)
crop-ratio and crop-ratio-enlarge
crop-ratio accepts a ratio of two whole numbers, such as 16:9, or a
positive decimal, such as 1.5. Default: none.
crop-ratio-enlarge is a boolean. Default: false.
crop-ratio changes the crop size to that aspect ratio by
shrinking one side. With crop-ratio-enlarge, it grows the other side
instead. A corrected size larger than the image is scaled down to fit,
keeping the ratio. crop-ratio needs crop in the same group, and
crop-ratio-enlarge needs crop-ratio. crop-ratio is ignored without
crop, and crop-ratio-enlarge without crop-ratio.
This example keeps the largest 16:9 area of the image.
URL
/crop=100pct,100pct/crop-ratio=16:9/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, crop: {{:pct, 100}, {:pct, 100}}, crop_ratio: {16, 9})
region
Accepts x,y,width,height. Each is a pixel length or percentage. x and y
are measured from the top-left corner and can't be negative, and width and
height must be positive. A request that breaks either rule fails with 400.
Percentages are of the image's width and height. Default: none.
Cuts out exactly that rectangle. anchor, focus, and detect don't move
it. A rectangle that runs past an edge is moved inside the image, keeping its
size. One larger than the image is cut to the image's size. A rectangle that
starts at or beyond the right or bottom edge fails with 400 once the image
has been fetched. region and crop can't be used together.
URL
/region=100,50,400,300/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, region: {100, 50, 400, 300})
Crop guides
anchor, focus, and detect set which part of the image a
crop or a cover resize keeps. Without them, the center is kept.
A cover resize is fit=cover with a number in w, h,
min-w, or min-h, or fit=auto with numbers in both w and h.
Use one of them per group, since two fail with 400. Each needs a crop or
a cover resize in the same group, and is ignored without one.
With fit=auto, a guide has no effect on the resize when it picks contain,
which happens when the image and the box differ in orientation. With both a
crop and a cover resize, the guide applies to each.
anchor
Accepts an anchor, smart, or
smart-face. Default: center.
	A named anchor keeps that edge or corner of the image.
	smart keeps the area most likely to draw attention, judged from edges,
saturated color, and skin tones. It needs no detector on the server.
	smart-face combines smart with detected faces. When the server has no
face detector, it works like smart.

URL
/w=400/h=400/fit=cover/anchor=smart/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, resize: [width: 400, height: 400, fit: :cover], anchor: :smart)
anchor-offset
Accepts an x,y pair of pixel lengths or percentages, either of which can be
negative. Default: 0,0.
Moves the crop from its anchor. Positive values move it right and down from a
left, top, or center anchor, and inward from a right or bottom anchor. The
crop always stays inside the image. anchor-offset needs an anchor other
than smart or smart-face in the same group, and is ignored without one.
Percentages are of the image being cropped. On a crop, pixels are pixels
of the image being cropped, like the crop size. On a cover resize, pixels are
multiplied by dpr, since that crop happens after the
resize.
URL
/crop=600,400/anchor=top/anchor-offset=0,50/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, crop: {600, 400}, anchor: :top, anchor_offset: {0, 50})
focus
Accepts an x,y pair of fractions of the
image's width and height. Default: none.
Centers the crop on that point, as far as the image's edges allow. 0,0 is
the top-left corner and 1,1 the bottom-right.
URL
/w=400/h=400/fit=cover/focus=0.3,0.6/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, resize: [width: 400, height: 400, fit: :cover], focus: {0.3, 0.6})
detect
Accepts a comma-separated list of object classes, such as face or
car,dog, or all for every class the server detects. Each class can carry
a weight, as in face:3, a positive number up to 1,000,000. Default: none.
Centers the crop on the objects found, larger and more heavily weighted ones
counting more. Class names use lowercase letters, digits, _, and -, and
start with a letter or digit. A class listed twice fails with 400.
Weights only count relative to other classes, so detect=face:3 crops like
detect=face. all takes a weight too, used for every class not named, as
in detect=all:2,face:3.
The server's default detector supports face and the 80 COCO object classes:
person, bicycle, car, motorcycle, airplane, bus, train,
truck, boat, traffic_light, fire_hydrant, stop_sign,
parking_meter, bench, bird, cat, dog, horse, sheep, cow,
elephant, bear, zebra, giraffe, backpack, umbrella, handbag,
tie, suitcase, frisbee, skis, snowboard, sports_ball, kite,
baseball_bat, baseball_glove, skateboard, surfboard,
tennis_racket, bottle, wine_glass, cup, fork, knife, spoon,
bowl, banana, apple, sandwich, orange, broccoli, carrot,
hot_dog, pizza, donut, cake, chair, couch, potted_plant,
bed, dining_table, toilet, tv, laptop, mouse, remote,
keyboard, cell_phone, microwave, oven, toaster, sink,
refrigerator, book, clock, vase, scissors, teddy_bear,
hair_drier, and toothbrush. A server with a custom detector has its own
list.
	A class the server's detector doesn't support, such as detect=unicorn,
fails with 400 before the image is fetched.
	When detection finds nothing, the crop falls back to anchor=smart.
	When the server has no detector, or detection fails, the crop also falls
back to anchor=smart. A fallback after a failure is sent with
Cache-Control: no-store. A server that requires detection fails the
request instead, with 501, 503, or 500 (see
error responses).

Content-aware cropping explains how regions
and weights become the crop's center.
URL
/w=400/h=400/fit=cover/detect=all,face:3/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder,
  resize: [width: 400, height: 400, fit: :cover],
  detect: [:all, {"face", 3}]
)


  

    Effects

Effects filter the image, adjust its colors, or lay a color over it, with or
without resizing.
Every effect is off unless the group
sets it, and each group starts with all effects off again. Effects that take a
color accept a hex value or a CSS name, as described under
colors. On a grayscale image, monochrome,
duotone, colorize, and gradient produce a color image only if one of
their colors isn't a neutral gray. The default monochrome and duotone
colors keep it gray.
Effect order
Effects run after resizing and cropping, in this order, whatever order the URL
lists them in:
blur, progressive-blur, sharpen, pixelate, gray, bitonal,
monochrome, duotone, brightness, contrast, saturation, colorize,
gradient
To run them in another order, put them in separate groups. This URL adjusts
brightness after contrast:
URL
/contrast=2/-/brightness=30/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.group(contrast: 2)
|> ImagePipe.URL.group(brightness: 30)
Where effects sit among the other stages is described under
processing order.
Filters
blur
Accepts a number from 0 to 1000, the
Gaussian blur sigma. Default: none. blur=0 has no effect.
Blurs the whole image. Larger values blur more. The sigma is in output pixels,
so dpr doesn't change it.
URL
/w=800/blur=2/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, resize: [width: 800], blur: 2)
progressive-blur
Accepts sigma,direction,start,stop. Only the sigma is required:
	sigma is the maximum blur, a number from 0 to 1000. 0 has no effect.
	direction is down (default), left, up, or right, or an angle in
degrees, as described under gradient.
	start and stop are fractions of the
distance across the image, in that direction. They default to 0 and 1.

Default: none. The image is sharp before start, and the blur grows to the full
sigma at stop. Swapping start and stop reverses the ramp, and equal values
switch from sharp to fully blurred in one step. The sigma is in output pixels,
so dpr doesn't change it. A progressive blur is slower than blur.
The values are positional, so you can't skip one: to set start, also write a
direction, as in progressive-blur=4,down,0.5. An empty value, such as
progressive-blur=4,,0.5, fails with 400.
URL
/progressive-blur=4,down,0.2,0.8/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, progressive_blur: [sigma: 4, direction: :down, start: 0.2, stop: 0.8])
sharpen
Accepts a number from 0.000001 to 10, the sharpening sigma, or 0 to
disable the effect. Default: none.
Sharpens edges. The sigma is in output pixels, so dpr doesn't change it.
URL
/w=400/sharpen=1.5/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, resize: [width: 400], sharpen: 1.5)
pixelate
Accepts a whole number from 1 to 2147483647, the block size in pixels. Default: none.
pixelate=1 has no effect.
Replaces the image with square blocks of one color each. The block size is in
output pixels, so dpr doesn't change it. pixelate=0 fails with 400.
URL
/pixelate=8/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, pixelate: 8)
Color adjustments
gray
A boolean. Default: false.
Converts the image to grayscale. Transparency is kept.
URL
/gray/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, gray: true)
bitonal
A boolean. Default: false.
Converts the image to pure black and white: pixels darker than middle gray (128
on a 0 to 255 scale) become black, and the rest become white. Transparency is
kept, including partial transparency.
URL
/bitonal/src/scans/receipt.png
Elixir
ImagePipe.URL.group(builder, bitonal: true)
monochrome
Accepts intensity,color:
	intensity is a fraction. 0 has no effect, and 1 applies the full
effect.
	color is optional and defaults to b3b3b3, a light gray.

Default: none. Recolors the image in shades of one color, from black in the
shadows to color in the highlights.
URL
/monochrome=0.8,704214/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, monochrome: [intensity: 0.8, color: "704214"])
duotone
Accepts intensity, intensity,shadow, or intensity,shadow,highlight:
	intensity is a fraction. 0 has no effect, and 1 applies the full
effect.
	shadow and highlight are colors. They default to black and white.

Default: none. Recolors the image with two colors: dark areas take the shadow
color and light areas the highlight color.
URL
/duotone=1,123456,efab89/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, duotone: [intensity: 1, shadow: "123456", highlight: "efab89"])
brightness
Accepts a whole number from -255 to 255. Default: none. brightness=0 has
no effect.
Adds the value to every color channel on a 0 to 255 scale. A 16-bit image
shifts by the same fraction of its range, so brightness=40 lightens it as
much as an 8-bit image. Positive values lighten
the image and negative values darken it.
URL
/brightness=-20/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, brightness: -20)
contrast
Accepts a number greater than 0, a contrast factor with no upper limit.
Default: none. contrast=1 has no effect.
Multiplies every color channel's distance from 128 on a 0 to 255 scale, so
mid-gray keeps its value. With contrast=2, 64 becomes 0 and 192 clips to 255.
A 16-bit image scales around the same point in its range. Values above 1
increase contrast, and values below 1 reduce it. contrast=0 fails with 400.
URL
/contrast=1.25/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, contrast: 1.25)
saturation
Accepts a number greater than 0, a saturation factor with no upper limit.
Default: none. saturation=1 has no effect.
Values above 1 make colors more vivid, and values below 1 make them duller.
Use gray for full grayscale, since saturation=0 fails with 400.
URL
/saturation=0.7/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, saturation: 0.7)
Color overlays
colorize
Accepts opacity,color or opacity,color,keep-alpha:
	opacity is a fraction. 0 has no effect.
	color is required.
	keep-alpha is optional and keeps the image's transparency.

Default: none. Blends the color evenly over the whole image at the given
opacity. Without keep-alpha, the result is opaque. Transparent and partly
transparent areas are flattened onto white before the color is blended in.
URL
/colorize=0.3,red,keep-alpha/src/logos/brand.png
Elixir
ImagePipe.URL.group(builder, colorize: [opacity: 0.3, color: "red", keep_alpha: true])
gradient
Accepts opacity,color,direction,start,stop:
	opacity is a fraction, the strength of the color at the end of the ramp.
0 has no effect.
	color is required.
	direction is the way the color grows: down (default), left, up, or
right. It can also be an angle in degrees, clockwise from down, so 90
is left and 180 is up. Angles may be negative or decimal and wrap
around at 360.
	start and stop are fractions of the distance across the image, in that
direction. They default to 0 and 1.

Default: none. Lays the color over the image, transparent before start and
reaching full opacity at stop. Swapping start and stop reverses the ramp,
and equal values make a hard edge. The directions follow the image as it is
displayed after rotating, flipping, and resizing. The image's transparency is
kept.
The values are positional, so to set start you also write a direction. An
empty value, such as gradient=0.8,black,,0.5, fails with 400.
URL
/gradient=0.8,black,down,0.2,0.9/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder,
  gradient: [opacity: 0.8, color: "black", direction: :down, start: 0.2, stop: 0.9]
)


  

    Watermarks

Watermark options draw an image, such as a logo, over the result of a
group.
The watermark is the last step of its group, after effects, canvas, padding,
and background, so it covers the whole frame, padding included (see
processing order). Each group starts
without a watermark. The other wm-* options need wm,
wm-src64, or wm-enc in the same group, and are
ignored without one.
URL
/w=800/wm=logo/wm-at=bottom-right/wm-offset=16,16/wm-scale=0.2/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.group(
  resize: [width: 800],
  watermark: :logo,
  watermark_at: :bottom_right,
  watermark_offset: {16, 16},
  watermark_scale: 0.2
)
Watermark assets
wm
Accepts the name of a watermark defined in the server's configuration:
lowercase letters, digits, _, and -. Default: no watermark.
Draws that named image. The server's configuration defines which names
exist. A name it doesn't define fails with 400 and unknown watermark. The watermark
may come with its own opacity, which wm-opacity multiplies.
URL
/wm=logo/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, watermark: :logo)
wm-src64 and wm-enc
wm-src64 accepts an image path in unpadded base64url, written the same way as
after the src64/ marker. wm-enc
accepts an encrypted token, like the enc/ marker. These tokens need the
server's encryption key, so they are created server-side, for example by the
application that builds your URLs. Default: no watermark.
Draws the image at that path, from the same image sources as the main image.
Both options work only when the server's configuration allows watermarks
named by the request. Otherwise they fail with 400 and
request watermark sources are not enabled. A wm-enc token that no server
key decrypts answers 404. A server without source encryption keys answers
400 for every wm-enc.
A group takes one watermark: wm, wm-src64, and wm-enc can't be combined,
and using two fails with 400, such as wm and wm-src64 are mutually exclusive.
URL
/wm-src64=YnJhbmQvbG9nby5wbmc/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, watermark_source: "brand/logo.png")
Watermark names, and whether requests may name their own watermarks, are set
in the Plug configuration or the
server configuration.
Size and placement
wm-opacity
Accepts a fraction. Default: 1.
Sets how opaque the watermark is. The value multiplies any opacity the named
watermark already has, so wm-opacity=0.5 on a watermark defined at 0.6
draws it at 0.3. wm-opacity=0 draws nothing, and the watermark image isn't
fetched.
URL
/wm=logo/wm-opacity=0.5/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, watermark: :logo, watermark_opacity: 0.5)
wm-scale
Accepts a number greater than 0 and at most 1. Default: the watermark's own
size, multiplied by the group's dpr.
Fits the watermark inside that fraction of the frame's width and height,
keeping its aspect ratio. With wm-scale=0.25 on an 800×600 result, a
watermark fits inside 200×150. A small watermark is enlarged to fit, so a
raster logo can look soft. An SVG watermark renders at the size it's drawn
and stays sharp (see Serving SVG images).
URL
/w=800/wm=logo/wm-scale=0.25/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, resize: [width: 800], watermark: :logo, watermark_scale: 0.25)
wm-at
Accepts an anchor. Default: center.
Places the watermark at that position in the frame.
URL
/wm=logo/wm-at=bottom-right/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, watermark: :logo, watermark_at: :bottom_right)
wm-offset
Accepts x,y, each a pixel length or
a percentage, and either may be
negative. Default: 0,0.
Moves the watermark from its wm-at position:
	With a right or bottom anchor, positive values move it inward, away from
that edge.
	With a left, top, or center anchor, positive values move it right or
down.

Pixels are multiplied by the group's dpr. A percentage x is of the frame
width, and a percentage y of the frame height. The offset isn't limited to
the frame: the part of the watermark outside it is cut off, and a watermark
moved completely outside draws nothing.
URL
/wm=logo/wm-at=bottom-right/wm-offset=16,5pct/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder,
  watermark: :logo,
  watermark_at: :bottom_right,
  watermark_offset: {16, {:pct, 5}}
)
wm-tile
A boolean. Default: false.
Repeats the watermark across the whole frame. One copy sits where the single
watermark would be, after wm-at and wm-offset, and
the copies repeat from there in every direction.
URL
/wm=logo/wm-tile/wm-scale=0.1/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder, watermark: :logo, watermark_tile: true, watermark_scale: 0.1)
wm-gap
Accepts x,y, each a pixel length or a percentage, not negative. Default:
0,0.
Adds space to the right of and below each tiled copy. Pixels are multiplied by
the group's dpr, and percentages are of the frame width (x) and height
(y). Requires wm-tile, and is ignored without it.
URL
/wm=logo/wm-tile/wm-gap=20,5pct/src/photos/beach.jpg
Elixir
ImagePipe.URL.group(builder,
  watermark: :logo,
  watermark_tile: true,
  watermark_gap: {20, {:pct, 5}}
)
Watermark appearance
	Transparent parts of the watermark leave the image underneath unchanged.
	An image without transparency stays opaque. A transparent image becomes
opaque where the watermark is opaque.
	The watermark is turned upright according to its own EXIF orientation.
	An animated or multi-page watermark file draws a single still frame.
	A color watermark on a grayscale image turns the result into a color image.
	The response's metadata and color profile come from the main image, never
from the watermark.

Watermark errors
These fail with 400 before any image is fetched:
	An unknown wm name, or wm-src64 or wm-enc when request-named watermarks
aren't allowed.
	Two of wm, wm-src64, and wm-enc in one group.

A watermark image that can't be fetched fails the whole request with the same
status as a main image would, such as 404 when it doesn't exist or 413 when
it is too large. A watermark file that isn't a supported image answers 415.
Error responses lists the statuses.


  

    Output and encoding

These options choose what a request returns: the image format, its quality
and file size, encoder settings, metadata and color handling, or a
placeholder or JSON description instead of an image. Each one applies once to
the whole request, wherever it appears in the URL.
Formats
format
Accepts jpeg, png, webp, or avif, a
named value. No default: without
format, the format is chosen for each request.
With format, the response is always that format. Without it:
	AVIF or WebP is used when the browser's Accept header names image/avif
or image/webp. Wildcards such as image/* and */* don't count, and a
type listed with q=0 is excluded. When both are accepted, AVIF wins
unless the server's configuration changes the order or turns either
format off, or the server can't encode it.
	Otherwise JPEG and PNG originals keep their format, and any other original
becomes PNG if the result has transparency, JPEG if not. An SVG original
has transparency, so it becomes PNG unless an opaque bg
fills it.
	The response carries Vary: Accept, because the same URL can return
different formats. If the server can't return AVIF or WebP, the response
has no Vary: Accept.

The server's configuration can list source formats, such as GIF, that are
delivered unprocessed. An image request for such an original without
format, or with the original's own format, and without a watermark returns
the original file unchanged, metadata included, and ignores every other
option. Placeholder and info
requests are always processed.
A format the server can't encode fails with 501 and the body
requested output format is not supported by this server.
URL
/w=800/format=webp/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.group(resize: [width: 800])
|> ImagePipe.URL.output(format: :webp)
Quality and byte budgets
q
Accepts a whole number from 1 to 100.
Default: the quality set in the server's configuration, 80 unless changed,
except for formats with their own quality, such as AVIF at 63 and WebP at 79
(see format-q, Plug configuration, and
server configuration).
q sets the encoder quality for every format that the URL's format-q
doesn't list. It replaces the per-format qualities from the server's
configuration, the request defaults, and presets, and turns off a search they
turn on. A URL that sets both q and autoquality (the bare flag or a
target) fails with 400.
PNG is lossless, so q applies to it only when palette is on in
png-options or the host's PNG settings. There it sets the
quantization quality: a lower q allows less accurate colors for a smaller
file. Without a palette, format=png with q fails with 400, and any
other PNG response ignores q. For lossless WebP, q sets compression effort
rather than image quality.
URL
/w=800/q=70/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.group(resize: [width: 800])
|> ImagePipe.URL.output(quality: 70)
format-q
Accepts a list of format:quality
pairs, such as avif:60,webp:75, using the format names from format and
qualities from 1 to 100. Each format may appear once. Default: per-format
qualities set in the server's configuration.
Only the entry for the format the response uses applies, so one URL can set
qualities for every format the browser might get. A listed format wins over
q, so q=80/format-q=avif:50 encodes AVIF at 50 and every other format at
	Formats you leave out use the URL's q. Without q, they keep their
quality from presets, the request defaults, or the server's configuration.
A format with a format-q quality, from the URL, a preset, or the
request defaults, skips the
autoquality search. So autoquality/format-q=webp:70 encodes
WebP at 70 and runs the search for every other format. A png entry fails with 400 unless palette is on, even when the
response isn't PNG.

Write unset first, as in format-q=unset,avif:50, to drop the qualities
that presets and the request defaults set.
URL
/w=800/format-q=avif:60,webp:75/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.group(resize: [width: 800])
|> ImagePipe.URL.output(format_qualities: [avif: 60, webp: 75])
autoquality
Accepts the bare flag autoquality, a target
number above 0 and up to 100, or
false. Default: off, unless the server's configuration turns it on for every
request.
autoquality encodes the image at several qualities and picks the lowest one
that reaches the target. The target is an
SSIMULACRA2 score, which measures
how close the result looks to the original. Higher is better: 90 is very high
quality, 70 is high, and 50 is medium.
	autoquality uses the server's target, 75 unless changed.
	autoquality=80 sets the target for this request.
	autoquality=false turns off a search the server turns on.

A format with a format-q quality, from the URL, a preset, or
the request defaults, is encoded at that
quality without a search. The server's per-format quality settings don't turn
the search off.
The search tries qualities from 25 to 95, or 20 to 90 for AVIF. An image that
can't reach the target within that range is delivered at the highest quality.
Each quality tried is encoded and scored, so a request that searches takes
several times as long as a single encode. Cached responses don't search again.
The request fails with 400 when:
	It also sets q.
	The target is not a number above 0 and up to 100.
	It sets format=webp while WebP is lossless (through webp-options or
the server's defaults). Lossless WebP has no quality to search.

With format=png, autoquality is
ignored, since PNG has no quality
to search. Without format, the search applies only when the chosen format
has a quality setting.
URL
/w=800/autoquality=80/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.group(resize: [width: 800])
|> ImagePipe.URL.output(autoquality: 80)
max-bytes
Accepts a positive whole number of bytes. Default: no budget.
When the encoded image is larger than max-bytes, ImagePipe lowers the
quality to the highest one that fits. The budget is best effort. The lowest
quality tried is 10 (lower if q is lower). With autoquality it is the
lowest quality the search tries, 25 or 20 for AVIF. If the image is still too
large at that quality, the response is larger than the budget.
max-bytes follows the same format rules as autoquality. With
format=webp while WebP is lossless, it fails with 400. With format=png,
it is ignored.
URL
/w=800/format=webp/max-bytes=60000/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.group(resize: [width: 800])
|> ImagePipe.URL.output(format: :webp, max_bytes: 60_000)
Encoder options
Each encoder option takes a list of fields. A field is either a boolean
written by its name, such as progressive, or a name:value pair, such as
effort:6. Write progressive:false to turn off a boolean that the server's
configuration or a preset turned
on. Each field may appear once. Fields you leave out keep their value from a
preset or the server's configuration. A field set in both takes your value.
Write unset first, as in jpeg-options=unset,progressive, to drop the
fields that presets and the request defaults set.
With an explicit format, options for any other encoder are ignored.
Without format, each encoder's options apply only when the response uses
that format, so one URL can carry options for several encoders.
jpeg-options
Accepts these fields. Default: the host's JPEG encoder settings.
	Field	Values	Effect
	progressive	boolean	Progressive JPEG
	subsample	auto, on, off	Chroma subsampling
	trellis-quant	boolean	Trellis quantization
	overshoot-deringing	boolean	Reduces ringing around hard edges
	optimize-scans	boolean	Optimizes progressive scans
	quant-table	0 to 8	Quantization table

URL
/format=jpeg/jpeg-options=progressive,quant-table:3/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.output(format: :jpeg, jpeg_options: [interlace: true, quant_table: 3])
png-options
Accepts these fields. Default: the host's PNG encoder settings.
	Field	Values	Effect
	interlace	boolean	Interlaced PNG
	palette	boolean	Palette (indexed color) PNG. q sets its quantization quality
	bitdepth	1, 2, 4, 8, 16	Bits per channel
	filter	none, sub, up, avg, paeth, all	Row filter

URL
/format=png/png-options=palette,filter:paeth/src/logos/brand.png
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.output(format: :png, png_options: [palette: true, filter: :paeth])
webp-options
Accepts these fields. Default: the host's WebP encoder settings.
	Field	Values	Effect
	lossless	boolean	Lossless WebP
	near-lossless	boolean	Near-lossless WebP
	smart-subsample	boolean	Sharper chroma subsampling
	preset	default, photo, picture, drawing, icon, text	Encoder tuning for the image type
	effort	0 to 6	Higher is slower and smaller. Default 4, unless the server's configuration changes it

At the same visual quality, WebP at effort 2 takes half the time of 4 and
makes files about 6% larger than at 4.
URL
/format=webp/webp-options=near-lossless,effort:6/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.output(format: :webp, webp_options: [near_lossless: true, effort: 6])
avif-options
Accepts these fields. Default: the host's AVIF encoder settings.
	Field	Values	Effect
	subsample	auto, on, off	Chroma subsampling. on stores color at lower resolution, auto only below q 90. Default off, unless the server's configuration changes it
	effort	0 to 9	Higher is slower and smaller. Default 3, unless the server's configuration changes it

At the same visual quality, AVIF at effort 4 takes three to five times as
long as at 3 and makes files about 5% smaller. Effort 1 takes less than
half the time of 3 and makes files about 10% larger.
autoquality encodes once for each quality it tries, so it
multiplies the encode time.
At the same visual quality, AVIF files without subsampling were 2 to 4%
smaller for photos and 6 to 10% smaller for screenshots than with
subsample:auto, and took about 12% longer to encode.
URL
/format=avif/avif-options=subsample:auto,effort:6/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.output(format: :avif, avif_options: [subsample_mode: :auto, effort: 6])
Metadata, color profiles, and HDR
meta
Accepts copyright, strip, or keep, a named value. Default: copyright,
unless the server's configuration changes it.
	Value	Result
	copyright	Keeps copyright and artist, removes other optional metadata
	strip	Removes all optional metadata, including copyright and artist
	keep	Keeps the original's metadata

Metadata the format requires, such as JPEG dimensions, is always written.
Orientation metadata always matches the delivered pixels, so a viewer never
rotates the result a second time.
URL
/w=800/meta=strip/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.group(resize: [width: 800])
|> ImagePipe.URL.output(metadata: :strip)
dpi
Accepts a whole number from 1 to 65535. Default: with meta=copyright
or meta=strip, the density set in the server's configuration, 72
unless changed. With meta=keep, the original's density.
dpi writes the image's density in pixels per inch, under any meta
value. It changes only the stored density value, never the pixels, the
dimensions, or dpr scaling.
URL
/w=2400/dpi=300/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.group(resize: [width: 2400])
|> ImagePipe.URL.output(dpi: 300)
profile
Accepts strip, preserve, srgb, display-p3, or adobe-rgb, a named
value. Default: strip, unless the server's configuration changes it
to preserve.
	Value	Result
	strip	Converts the result to sRGB (or grayscale) and embeds no profile
	preserve	Keeps the original's color profile, so wide-gamut colors survive
	srgb, display-p3, adobe-rgb	Converts to that profile and embeds it

Only JPEG can hold CMYK, so a CMYK original with profile=preserve keeps its
profile in JPEG and becomes sRGB without a profile in other formats. profile
works independently of meta: meta=strip doesn't remove a requested
profile.
A named profile produces 8-bit output, so it can't be combined with HDR
preservation. A request for srgb, display-p3, or adobe-rgb that also
has hdr=preserve, or that runs on a host that preserves HDR by default,
fails with 400 and the body invalid output. Add hdr=tonemap to use a
named profile there.
URL
/w=800/profile=display-p3/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.group(resize: [width: 800])
|> ImagePipe.URL.output(color_profile: {:convert, :display_p3})
hdr
Accepts tonemap or preserve, a named value. Default: tonemap, unless
the server's configuration changes it to preserve.
hdr=preserve keeps high bit depth through processing and into the output
when the response is AVIF or PNG. JPEG and WebP output are always standard
8-bit, even with hdr=preserve.
URL
/w=800/format=avif/hdr=preserve/src/photos/sunset.avif
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.group(resize: [width: 800])
|> ImagePipe.URL.output(format: :avif, hdr: :preserve)
Placeholders and image information
output
Accepts image, blurhash, lqip-css, or info, a named value. info may
be followed by blurhash, lqip-css, or both, each at most once:
output=info,blurhash,lqip-css. Default: image.
	Value	Response
	image	The encoded image
	blurhash	A BlurHash string, text/plain
	lqip-css	An 8-digit #rrggbbaa CSS placeholder value, text/plain
	info	JSON describing the original and the result, application/json

Placeholders and info apply every group and the orientation, so they match
the image the same URL returns. Use the lqip-css value as
style="--lqip: #22333091" together with the stylesheet from
Image's LQIP CSS guide.
info returns:
{
  "source": {"format": "jpeg", "mime_type": "image/jpeg", "width": 4000,
             "height": 3000, "orientation": 6, "pages": 1, "size": 2481920},
  "result": {"width": 600, "height": 450, "dpr": 1.0,
             "blurhash": "LEHV6nWB2yk8pyo0adR*.7kCMdnj", "lqip_css": "#22333091"}
}
	source describes the original: its format, MIME type, width and height
as displayed under its EXIF orientation, EXIF orientation, number of
pages or frames, and size in bytes when known. With
page, it describes that page.
	result has the width and height of the image the same URL would return,
and the dpr of the last group. Divide the width and height by dpr to get
CSS pixels. dpr can be lower than requested: without enlarge,
w=100/dpr=2 on a 150-pixel-wide image reports width 150 at dpr 1.5.
	blurhash and lqip_css appear when named after info, with the same
values output=blurhash and output=lqip-css return.

Placeholders and info check the image options (format, q, profile,
and the rest of this page) as an image request would, then ignore them. A URL
that works for an image keeps working when you switch it to a placeholder or
info. A URL an image request rejects, such as profile=srgb/hdr=preserve,
fails with 400 for them too. These responses have a fixed content type and
no Vary: Accept.
URL
/w=600/output=info,blurhash,lqip-css/src/photos/beach.jpg
Elixir
ImagePipe.URL.new()
|> ImagePipe.URL.group(resize: [width: 600])
|> ImagePipe.URL.output(terminal: {:info, [:blurhash, :lqip_css]})


  

    Request controls

These options set the download file name, pick a page or frame of the
original, bust cached copies, limit how long a URL works, and ask for debug
headers. Each one applies once to the whole request, wherever it appears in
the URL.
Downloads
filename and attachment apply to cached responses too, and don't change
the stored image or its ETag. A 304 Not Modified response has no
Content-Disposition header.
filename
Accepts ASCII letters, digits, ., _, and -, at least one character.
Default: none.
filename names the file a browser saves. ImagePipe adds the extension of
the actual response: .jpg, .webp, and so on for images, .txt for
output=blurhash and output=lqip-css, and .json for output=info. With
filename=beach, a WebP response has the header
Content-Disposition: inline; filename="beach.webp".
URL
/w=1200/filename=beach/src/photos/beach.jpg
Elixir
ImagePipe.URL.new(filename: "beach")
|> ImagePipe.URL.group(resize: [width: 1200])
attachment
A boolean: attachment or attachment=false.
Default: false.
attachment makes the browser download the response instead of displaying
it, using Content-Disposition: attachment. attachment=false turns off an
attachment set by a preset.
URL
/w=1200/format=jpeg/filename=beach/attachment/src/photos/beach.jpg
Elixir
ImagePipe.URL.new(filename: "beach", attachment: true)
|> ImagePipe.URL.group(resize: [width: 1200])
|> ImagePipe.URL.output(format: :jpeg)
Pages and frames
page
Accepts a whole number of 0 or more.
Default: the original's default image. That is the primary image of a HEIF
or AVIF collection, the default image of an animated PNG, and the first page
or frame of anything else.
page picks one page or frame of a multi-page or animated original, such as
a TIFF, a GIF, or an animated WebP, counting from 0 in file order. The
result is a single still image. For HEIF and AVIF collections, page=0 is
the first image in the file, which can differ from the primary image.
	A page past the last one fails with 422 and the body
requested page does not exist in the source image. A still image has
only page=0.
	Frame N of an animation is built from all the frames before it, so the
server's image size limit counts N + 1 frames. A late frame of a long
animation can fail as too large where the first frame doesn't.
	page also applies to output=info, which then describes that page. Its
pages field gives the number of pages or frames.

URL
/w=400/page=2/src/scans/report.tiff
Elixir
ImagePipe.URL.new(page: 2)
|> ImagePipe.URL.group(resize: [width: 400])
Cache busting and expiry
cb
Accepts ASCII letters, digits, ., _, and -, at least one character.
Default: none.
cb makes ImagePipe process the image again and store a separate copy,
instead of serving a copy it stored for the same URL without cb. Because
the URL changes, browsers and CDNs fetch it as a new URL. cb doesn't change
the ETag, so a client that already has the image gets 304 Not Modified.
Caching and freshness explains when stored
copies are refreshed, and ETag covers the
validators.
URL
/w=800/cb=release-2/src/photos/beach.jpg
Elixir
ImagePipe.URL.new(cachebuster: "release-2")
|> ImagePipe.URL.group(resize: [width: 800])
expires
Accepts a positive whole number: a Unix time in seconds. Default: none.
The URL works up to and including that second. After it, the request fails
with 410 and the body expired, before the image is fetched or a cached
copy is served. Browsers and CDNs are never told to cache the response past
that time (see expiring URLs).
Anyone can edit expires in an unsigned URL. When ImagePipe requires
signed URLs, the signature covers
expires, and you get it as part of the signed URL.
URL
/w=800/expires=2000000000/src/photos/beach.jpg
Elixir
ImagePipe.URL.new(expires: 2_000_000_000)
|> ImagePipe.URL.group(resize: [width: 800])
Debugging
debug
A boolean: debug or debug=false. Default: false.
debug adds X-ImagePipe-* and Server-Timing response headers that
describe the original, the chosen output, the cache status, and the time
each stage took. They appear only when the server's configuration allows
debug headers (see Plug configuration and
server configuration).
Otherwise debug is ignored. It never changes the image, the stored copy, or
the ETag. Debug headers lists each header.
URL
/w=400/debug/src/photos/beach.jpg
Elixir
ImagePipe.URL.new(debug: true)
|> ImagePipe.URL.group(resize: [width: 400])


  

    Deploying image_pipe_server

image_pipe_server runs as a Docker image that you configure with a TOML
file and environment variables. The
configuration reference lists every setting.
Images
There are two variants:
	ghcr.io/hlindset/image_pipe_server:0.2, without content-aware detection.
	ghcr.io/hlindset/image_pipe_server:0.2-vision, which adds face and object
detection with the models baked into the image, so detection works without
network access at runtime.

Both read every input format ImagePipe supports, including JPEG XL.
The 0.2 tags move to each new 0.2 patch release, so pulling them again
picks up fixes. To pin one release, use its full version, such as 0.2.0 or
0.2.0-vision.
The -vision image loads the models for every detection class when it
starts. To save memory, load only the ones your URLs use by setting
detector_warmup in [processing],
such as detector_warmup = ["face"].
To build an image yourself, run from the repository root, since the server
depends on its sibling projects. Add --build-arg IMAGE_VISION=1 for the
detection variant:
docker build -f image_pipe_server/Dockerfile -t image_pipe_server .

The image runs as user image_pipe (uid 10001), listens on port 8080, and
checks GET /health/ready for its Docker health status.
Running
To try the server locally first, follow
Getting started with the server.
Mount the configuration file at /etc/image_pipe/config.toml (or name
another path with IPS_CONFIG), mount your images, and give caches a volume:
docker run --read-only --tmpfs /tmp -p 8080:8080 -v ./config.toml:/etc/image_pipe/config.toml:ro -v ./images:/data/images:ro -v image-cache:/var/cache/image_pipe ghcr.io/hlindset/image_pipe_server:0.2

	On a platform that can't mount files, pass the file's contents in
IPS_CONFIG_TOML instead, such as
-e IPS_CONFIG_TOML="$(cat config.toml)".
	The server writes only to /tmp and to cache directories, so the root
filesystem can be read-only. Mount /tmp as a tmpfs.
	Put caches under /var/cache/image_pipe, which is writable by the server's
user. Give each container its own cache volume. A container that finds
another container using its cache runs without that cache and logs an
error.
	Make your images and their directories readable by uid 10001, for example
with chmod -R a+rX images. A request for a file the server can't read
gets 500 with the body source unavailable.
	Pass secrets as _FILE variables pointing at mounted secret files, for
example IPS_URL__KEYS_FILE=/run/secrets/signing_keys.

With Docker Compose:
services:
  images:
    image: ghcr.io/hlindset/image_pipe_server:0.2
    read_only: true
    tmpfs:
      - /tmp
    ports:
      - "8080:8080"
    stop_grace_period: 25s
    environment:
      IPS_URL__KEYS_FILE: /run/secrets/signing_keys
    secrets:
      - signing_keys
    volumes:
      - ./config.toml:/etc/image_pipe/config.toml:ro
      - ./images:/data/images:ro
      - image-cache:/var/cache/image_pipe

secrets:
  signing_keys:
    file: ./signing_keys

volumes:
  image-cache:
HTTP
The server speaks plain HTTP. Terminate TLS at a load balancer, ingress, or
CDN in front of it.
	[server] read_timeout (10 seconds) closes connections that send nothing
for that long, including idle keep-alive connections. A connection that
hasn't finished sending a request gets a 408 first.
	[server] max_connections (2048) caps concurrent connections. Beyond it,
new connections wait up to five seconds for room, then are closed.
	[server] auth_token requires Authorization: Bearer <token> on every
request except the health checks, answering 401 otherwise. Use it when a trusted
edge adds the header, for example with unsigned URLs. Pass it as a secret:
IPS_SERVER__AUTH_TOKEN_FILE=/run/secrets/auth_token.

Health and shutdown
The server has two health checks:
	GET /health/live answers 200 ok while the server runs. Use it where a
failed check restarts the server, such as a Kubernetes liveness probe.
	GET /health/ready answers 200 ok while the server takes traffic, and
503 while it starts up and while it shuts down. Use it where a failed check stops traffic, such
as a Kubernetes readiness probe, a proxy's active health check (Caddy,
Traefik), or a platform that routes on Docker's health status, such as
uncloud.

Invalid configuration stops the server before it listens, so neither check
passes with a configuration the server rejected.
Both checks share the image listener and its max_connections, so under
heavy load a check can wait for a free connection and time out. For
readiness that moves traffic to other replicas, as it should. Set
[server] health_port to also serve the checks on a separate listener with
its own small connection cap, and point liveness checks there, so load can't
fail them.
On SIGTERM the server shuts down in two steps:
	For [server] shutdown_delay milliseconds (default 5 seconds),
/health/ready answers 503, but the server keeps serving. Every HTTP/1
response closes its connection, and HTTP/2 connections stay open until the
server stops listening. Load balancers notice and move traffic to other
replicas before then.
	The server stops accepting connections and gives in-flight requests
[server] shutdown_timeout milliseconds (default 15 seconds) to finish.

Give the platform a grace period longer than both together (20 seconds by
default), or it kills requests first. Docker's default is 10 seconds. Raise
it with docker stop -t 25 or stop_grace_period in Compose. Kubernetes'
default is 30 seconds (terminationGracePeriodSeconds). With no load
balancer in front, set shutdown_delay = 0.
The image's Docker health check requests /health/ready on 127.0.0.1 every
two seconds, so the container turns unhealthy within the default delay. It
uses the port in IPS_SERVER__HEALTH_PORT when that names a fixed port, and
otherwise the one in IPS_SERVER__PORT (8080 when it's unset). With a health
port, load can't fail the check, so platforms that restart unhealthy
containers, such as Docker Swarm, don't restart a busy server. The check
reads only these variables, not the ports in the file or _FILE variables. If the server doesn't
listen on 127.0.0.1, such as when [server] bind names one specific
address, override the check in Compose:
services:
  images:
    healthcheck:
      test: ["CMD", "curl", "-fsS", "http://10.0.0.5:8080/health/ready"]
Kubernetes
spec:
  terminationGracePeriodSeconds: 30
  securityContext:
    runAsNonRoot: true
    runAsUser: 10001
  containers:
    - name: images
      image: ghcr.io/hlindset/image_pipe_server:0.2
      ports:
        - containerPort: 8080
        - containerPort: 8081
      env:
        - name: IPS_URL__KEYS_FILE
          value: /run/secrets/image-pipe/signing_keys
        - name: IPS_SERVER__HEALTH_PORT
          value: "8081"
      readinessProbe:
        httpGet:
          path: /health/ready
          port: 8080
      livenessProbe:
        httpGet:
          path: /health/live
          port: 8081
      securityContext:
        readOnlyRootFilesystem: true
      volumeMounts:
        - name: config
          mountPath: /etc/image_pipe
          readOnly: true
        - name: secrets
          mountPath: /run/secrets/image-pipe
          readOnly: true
        - name: cache
          mountPath: /var/cache/image_pipe
        - name: tmp
          mountPath: /tmp
  volumes:
    - name: config
      configMap:
        name: image-pipe-config
    - name: secrets
      secret:
        secretName: image-pipe
    - name: cache
      emptyDir: {}
    - name: tmp
      emptyDir:
        medium: Memory
The emptyDir gives each pod its own cache. Don't replace it with a volume
that pods share (see
Run several replicas).
Caches
To set up [cache.output] for processed images and [cache.input] for
originals, and to set their size limits, see
Caching processed images.
Whether a response is cached also depends on its source:
	HTTP and S3 sources follow the origin's cache headers by default. Set
cache_policy to override them.
	File sources check each file for changes. Set stable = "immutable" for
immutable
files to skip the check. On a network filesystem such as EFS, copy = "keep" keeps
local copies of originals in the [cache] input pool.
	A file source's root_id is part of the cache key of every result from that
source. Keep it the same across restarts and replicas, or cached results
aren't reused. The root path can differ between replicas or change over
time.

Processing capacity
The server processes as many images at once as it has CPU cores, counting a
container's CPU limit, and up to 64 more requests wait for a turn. A request
that finds the queue full, or waits longer than queue_timeout (10 seconds),
gets a 503. Change the limits with max_concurrency, max_queue, and
queue_timeout in [pool]. See
limiting concurrent processing.
Each image also uses several threads in libvips, the image library. Under a
container CPU limit, the server sets VIPS_CONCURRENCY to that limit, rounded
up, which sets how many threads libvips uses for each image. Set
VIPS_CONCURRENCY yourself to change it.
Memory allocator
The Docker image runs the server with the jemalloc memory allocator, set
with MALLOC_CONF=background_thread:true so it returns memory that image
processing frees, even while the server is idle. glibc's default allocator
keeps much of it. After a burst of requests, most of the memory the burst
used goes back to the system within about 15 seconds. If you set
MALLOC_CONF yourself, it replaces this value, so include
background_thread:true in it. Set IMAGE_PIPE_ALLOCATOR=glibc to use glibc
instead. The server also
uses glibc when jemalloc can't load on the host, and logs a line saying so.
With glibc, the server sets
MALLOC_ARENA_MAX=2, which limits how much freed memory glibc keeps, unless
you set it yourself.
Code loading
The server loads its code when it first needs it rather than all at
startup, which keeps about 140 MiB less in memory. Before it reports ready,
it processes a small image in each output format, so requests don't wait for
the image-processing code to load or for an encoder to start. The first
request still takes a few tens of milliseconds longer than later ones. Set
RELEASE_MODE=embedded to load everything at startup instead.
Detection
Face and object detection need the -vision image. Enabling it,
requiring it, and checking that it runs are covered in
Enabling face and object detection.
Logging
[telemetry] log_requests = true turns on request logging: one line per
request stage at info, with failures and degraded results at warning. The
telemetry event reference
describes each stage.
[telemetry] log_level is the lowest level the server logs, "info" by
default. With request logging on, log_level = "warning" keeps only the
failed and degraded requests.
Every response carries an x-request-id header, and every log line for that
request is tagged request_id=<id>. The server generates the ID. Behind a
proxy or CDN that sets x-request-id, set [telemetry] trust_request_id = true
to keep its ID, so its logs and the server's share one ID. Only do this when
the proxy replaces any x-request-id a client sends. The server still
replaces an ID longer than 200 characters or with characters other than
letters, digits, and -_.:+/=.
Tracing
The server exports ImagePipe's request and stage spans with OpenTelemetry,
configured by the standard OTEL_* variables. Export is off until an OTLP
endpoint or an exporter is set:
docker run -e OTEL_EXPORTER_OTLP_ENDPOINT=http://collector:4318 -e OTEL_SERVICE_NAME=images ghcr.io/hlindset/image_pipe_server:0.2

	OTEL_EXPORTER_OTLP_ENDPOINT or OTEL_EXPORTER_OTLP_TRACES_ENDPOINT turns
on OTLP export (HTTP/protobuf by default).
	OTEL_TRACES_EXPORTER=none or OTEL_SDK_DISABLED=true turns it off.
	The service name defaults to image_pipe_server. The SDK reads the other
variables itself, such as OTEL_EXPORTER_OTLP_HEADERS,
OTEL_EXPORTER_OTLP_PROTOCOL, and OTEL_TRACES_SAMPLER.

Each request starts a new trace, and an incoming W3C traceparent header is
ignored. Any client can send traceparent. Set trust_traceparent in
[telemetry] only when a proxy or CDN
you control sets or removes the header:
[telemetry]
trust_traceparent = true
With trust_traceparent on, a request that carries the header joins the
caller's trace. With the default parent-based sampler, such a request is
exported only when the caller's header marks the trace as sampled,
and OTEL_TRACES_SAMPLER applies only to requests without the header.
To try tracing locally, run Jaeger as in
Exporting traces to Jaeger
and point OTEL_EXPORTER_OTLP_ENDPOINT at its port 4318.
Request tracing explains how the spans
form a trace, and the
telemetry event reference lists
the metadata spans draw their attributes from.
Remote console
The release's remote console, bin/image_pipe_server remote, needs Erlang
distribution (the network connection between Erlang nodes). It's off by
default, because anyone who can reach a node and knows its cookie can run
code on it.
Add RELEASE_DISTRIBUTION: sname and RELEASE_COOKIE: <long random value>
to the service's environment and restart it. The release reads the cookie
only from RELEASE_COOKIE, not from a _FILE variable. Then open the
console, here with the Compose service from Running:
docker compose exec images bin/image_pipe_server remote

With distribution on, the node and its port mapper (epmd, port 4369) listen on
127.0.0.1 only. docker compose exec runs the console inside the container,
so the console can connect, and other containers on the same network can't.
Without Docker
Build a release from image_pipe_server/:
MIX_ENV=prod mix release

By default the release uses the libvips that vix ships, which can't read
JPEG XL. For JPEG XL sources, install libvips 8.18 with JPEG XL support and
build against it, as described in
using your system's libvips.
For palette PNGs (png-options=palette), build that libvips with
libimagequant too. The libvips vix ships includes it.


  

    Limiting work per request

Before exposing ImagePipe to real traffic, limit the work one request can
cause: how large an original may be, how long origins and clients may take,
and how much memory it uses.
This guide assumes ImagePipe is running in your app (see
Getting started with Phoenix) or as
image_pipe_server (see
Getting started with the server).
Limiting originals
Three limits reject an original before it is processed, with 413:
	max_body_bytes, 10 MB by default, limits the size of the file.
	max_input_pixels, 40 million by default, limits its decoded size. For an
animation it counts the frames needed to reach the requested one.
	max_input_frames, 1,000 by default, limits the frames or pages a file may
declare.

Lower them to the largest originals you expect to serve:
Plug
{ImagePipe,
 name: MyApp.Images,
 max_body_bytes: 5_000_000,
 max_input_pixels: 25_000_000,
 sources: [...]}
image_pipe_server
[processing]
max_body_bytes = 5000000
max_input_pixels = 25000000
max_result_width, max_result_height, and max_result_pixels scale the
output down to fit before it is encoded.
Limiting intermediate images
Set max_intermediate_pixels to bound the size of decoded frames that are buffered
in memory, downsampled, or delivered. The default is 100 million pixels.
Larger frames fail with 422, including before the output size is reduced
to its configured maximum.
Plug
{ImagePipe,
 name: MyApp.Images,
 max_intermediate_pixels: 50_000_000,
 sources: [...]}
image_pipe_server
[processing]
max_intermediate_pixels = 50000000
A resize or padding step may create a larger image when a later crop reads
only a small part of it. The crop keeps the coordinates of the requested
image. A later downsampling step reads across that larger image and is
subject to the limit.
Timeouts for origins
HTTP and S3 sources wait at most 5 seconds for a connection
(connect_timeout), 5 seconds for each part of the response
(receive_timeout), and 30 seconds for the whole download
(fetch_timeout). All three are set per source:
Plug
sources: [
  web: [
    adapter: ImagePipe.Source.HTTP,
    match: [scheme: ["https"]],
    options: [
      allowed_hosts: ["assets.example.com"],
      receive_timeout: 3_000,
      fetch_timeout: 10_000
    ]
  ]
]
image_pipe_server
[sources.web]
adapter = "http"
match = { scheme = ["https"] }
allowed_hosts = ["assets.example.com"]
receive_timeout = 3000
fetch_timeout = 10000
A download that runs past fetch_timeout fails, even when the origin keeps
sending a little data within each receive_timeout. Other requests waiting
for the same original give up after waiting fetch_timeout plus one second,
with 504. Give the proxy or load balancer in front a total request timeout
as well.
Slow clients
ImagePipe streams each image as it is encoded. A client that reads slowly
keeps that request's processing slot and memory until it finishes, and the
processing pool's deadline counts that time too.
Put a proxy or CDN in front that reads the whole response from ImagePipe and
sends it to the client itself, such as nginx with response buffering or the
CDN described in serving images through a CDN.
Set processing_timeout well above the time your largest images take to
make and send to that proxy.
A response cut short by the deadline ends the
[:deliver] span with
result: :processing_error. Failures during streaming
explains what the client receives.
Memory
ImagePipe reads most images in one pass, without holding the whole decoded
image in memory. Some operations need the whole image at once: trimming,
rotating by an arbitrary angle, smart and object-detection cropping, and
rotating a photo whose EXIF orientation says it is turned. These copy the
decoded image into memory, so a 40-megapixel original can take over a
hundred megabytes while it is processed.
Allow for that across the requests that run at once. A
processing pool caps how many that is, and
max_input_pixels caps the decoded original, and max_intermediate_pixels
caps frames read during processing.
libvips also keeps its recent operations and their images in an operation
cache, 100 operations by default. Each request decodes its original again, so
the cache rarely gets a hit and mostly keeps decoded images in memory. In a
run of 160 resizes of four 24-megapixel JPEGs, resident memory after garbage
collection was 480–730 MB with the cache and 310–340 MB without it, at the
same speed.
Plug
Turn the cache off when your app starts:
# lib/my_app/application.ex, in start/2
Vix.Vips.cache_set_max(0)
Vix.Vips.cache_get_max() then returns 0. The setting applies to all
libvips work in the VM, including your app's own use of Image or Vix.
image_pipe_server
The server turns the cache off when it starts.
Next steps
	Limiting concurrent processing: a processing pool
and its deadlines.
	Serving images through a CDN: a cache in front
that also absorbs slow clients.
	Deploying image_pipe_server:
the server's connection limits, health checks, and shutdown.



  

    Image sources

A source is a place ImagePipe reads original images from: a directory, an
HTTP origin, an S3 bucket, or a store of your own. Each source has a name,
an adapter that reads it, match rules for which image paths reach it, and
the adapter's options. Image URLs name the image after src/, and the
source whose rules match it serves the request.
Routing image paths to sources
These sources serve paths under media/ from one directory, other paths
from a second directory, and full HTTPS URLs from one host:
Plug
sources: [
  media: [
    adapter: ImagePipe.Source.File,
    match: [prefix: "media"],
    options: [root: "/srv/images", root_id: "media"]
  ],
  static: [
    adapter: ImagePipe.Source.File,
    match: :path,
    options: [root: "/srv/static", root_id: "static"]
  ],
  web: [
    adapter: ImagePipe.Source.HTTP,
    match: [scheme: ["http", "https"]],
    options: [allowed_hosts: ["assets.example.com"]]
  ]
]
image_pipe_server
[sources.media]
adapter = "file"
match = { prefix = "media" }
root = "/srv/images"
root_id = "media"

[sources.static]
adapter = "file"
match = "path"
root = "/srv/static"
root_id = "static"

[sources.web]
adapter = "http"
match = { scheme = ["http", "https"] }
allowed_hosts = ["assets.example.com"]
The match rules are the same on both surfaces:
	Rule	Serves	Example source
	prefix media	Paths whose first segment is media. The adapter receives the rest.	media/photos/beach.jpg
	path	Paths that no prefix matches	photos/beach.jpg
	scheme http, https	HTTP and HTTPS URLs	https://assets.example.com/beach.jpg
	scheme s3	S3 objects	s3://bucket/beach.jpg
	scheme asset	A custom scheme, served as a path	asset://photos/beach.jpg

prefix and scheme each take one value or a list, and one source can have
both. A prefix is a single path segment. A custom scheme is another spelling
of a prefix: asset://photos/beach.jpg reaches its source as the path
photos/beach.jpg. Only http, https, and s3 select URL and object
sources.
A prefix always wins, so the path source can't serve a top-level folder
named like a prefix. Renaming a source keeps its cache entries, and sources
that read the same originals can share them (see
originals and processed images).
The source's name appears in
telemetry events as :source_name.
Requests that no source serves fail:
	A path that no source matches answers 404 source not found, like a
missing image. So does a path with nothing after its prefix or scheme, or
with an empty, ., or .. segment.
	A scheme:// URL that no source matches, including http, https, and
s3, answers 400 invalid source.

The configuration fails to load when two sources claim the same prefix or
scheme, when more than one source matches path, or when a source matches
requests its adapter can't serve, such as a file source matching https,
an S3 source matching a prefix, or an HTTP source without a base_url
matching paths or a custom scheme.
Adapters
	Adapter	Serves	Setup guide	Options
	Local files	A directory on the ImagePipe host	Serving images from local files	ImagePipe.Source.File, adapter = "file"
	HTTP	Paths on one origin, or URLs from listed hosts	Serving images from an HTTP origin	ImagePipe.Source.HTTP, adapter = "http"
	S3	Objects in S3 and S3-compatible storage	Serving images from S3	ImagePipe.Source.S3, adapter = "s3"
	Custom	Any store your Elixir code can read	Writing a custom source	ImagePipe.Source

Every adapter also takes the cache settings in
ImagePipe.Source.CacheSettings, explained in
Caching and freshness. In Elixir code,
ImagePipe.run/4 reads the same sources, and also takes a file or bytes
that no source serves.


  

    Serving images from local files

Serve originals from a directory that ImagePipe can read, such as a local
disk or a mounted network filesystem. This guide assumes ImagePipe is
running in your app (see Getting started with Phoenix) or as
image_pipe_server (see
getting started with the server).
Add a file source
Name the directory and give it a root_id, a short name that stays the
same if the directory moves:
Plug
sources: [
  media: [
    adapter: ImagePipe.Source.File,
    match: :path,
    options: [root: "/srv/images", root_id: "media"]
  ]
]
image_pipe_server
[sources.media]
adapter = "file"
match = "path"
root = "/srv/images"
root_id = "media"
match set to path serves every image path that no other source matches.
To serve only paths under media/, match a prefix instead (see
routing image paths to sources).
Mark files as immutable
If files in the directory are never replaced in place, mark the source as
immutable. Cached images from it are then served without checking the
file:
Plug
options: [root: "/srv/images", root_id: "media", stable: :immutable]
image_pipe_server
stable = "immutable"
A changed image then needs a new path, such as cat-v2.jpg. Leave stable
out if files can change. ImagePipe then checks each file's size,
timestamps, inode, and device, and hashes it again when they change. Where file timestamps
can't be trusted, set verify to hash to hash the file on every check
instead. How each choice affects caching is explained in
local file sources.
Copy files from network storage
On a network filesystem such as EFS or NFS, set copy to keep. Each
original is then copied into the
originals cache once,
so other sizes and formats don't read it over the network again:
Plug
In your ImagePipe instance's options (see ImagePipe.child_spec/1):
input_cache: [root: "/var/cache/image_pipe/originals", max_size_bytes: 20_000_000_000],
sources: [
  media: [
    adapter: ImagePipe.Source.File,
    match: :path,
    options: [root: "/mnt/efs/images", root_id: "media", copy: :keep]
  ]
]
image_pipe_server
[cache.input]
root = "/var/cache/image_pipe/originals"
max_size_bytes = 20_000_000_000

[sources.media]
adapter = "file"
match = "path"
root = "/mnt/efs/images"
root_id = "media"
copy = "keep"
Confirm it works
Request an image in the directory, such as /srv/images/photos/beach.jpg.
If your URLs are signed, sign this one too.
Plug
$ curl -s -o /dev/null -w '%{http_code} %{content_type}\n' http://localhost:4000/images/w=400/src/photos/beach.jpg
200 image/jpeg

image_pipe_server
The server listens on port 8080 and serves from / unless [server] sets
another port or mount_path.
$ curl -s -o /dev/null -w '%{http_code} %{content_type}\n' http://localhost:8080/w=400/src/photos/beach.jpg
200 image/jpeg

A path with no file behind it answers 404 with the body
source not found.
Next steps
	Caching processed images stores resized
copies so they aren't made again.
	ImagePipe.Source.File and the server's
adapter = "file" reference
list every option.



  

    Serving images from an HTTP origin

Serve originals that ImagePipe downloads from a web server, a storage
bucket's public URL, or another image service. This guide assumes ImagePipe
is running in your app (see Getting started with Phoenix) or as
image_pipe_server (see
getting started with the server).
There are two ways to name the original in an image URL:
	A path on one origin, such as src/originals/beach.jpg. The origin's
address stays out of your image URLs.
	The full URL, such as src/https://assets.example.com/beach.jpg, from
hosts you list.

Serve paths from one origin
Give an HTTP source a base_url. Each path that reaches the source is
appended to it:
Plug
sources: [
  originals: [
    adapter: ImagePipe.Source.HTTP,
    match: [prefix: "originals"],
    options: [
      base_url: "https://images.example.com/originals",
      path_pattern: ~r/[a-zA-Z0-9_-]+\.(jpg|jpeg|png|webp)/
    ]
  ]
]
image_pipe_server
[sources.originals]
adapter = "http"
match = { prefix = "originals" }
base_url = "https://images.example.com/originals"
path_pattern = '[a-zA-Z0-9_-]+\.(jpg|jpeg|png|webp)'
/w=400/src/originals/beach.jpg  →  https://images.example.com/originals/beach.jpg
path_pattern is optional. Paths it doesn't match answer 404 before any
request to the origin. Without it, any path below the base URL is allowed.
To serve every bare path from the origin, set match to path instead of a
prefix.
Accept URLs from listed hosts
List the hosts ImagePipe may download from, and match the URL schemes:
Plug
sources: [
  web: [
    adapter: ImagePipe.Source.HTTP,
    match: [scheme: "https"],
    options: [allowed_hosts: ["assets.example.com", "cdn.example.com"]]
  ]
]
image_pipe_server
[sources.web]
adapter = "http"
match = { scheme = "https" }
allowed_hosts = ["assets.example.com", "cdn.example.com"]
The URL goes after src/, with any ? written as %3F (see
image paths):
/w=400/src/https://assets.example.com/beach.jpg
Add http to match only if some hosts don't serve HTTPS. When the schemes
need different settings, use two sources.
Authenticate to the origin
For an origin behind an API key or token, send it with every request:
Plug
options: [
  base_url: "https://images.example.com/originals",
  req_options: [
    headers: [{"x-api-key", System.fetch_env!("ORIGIN_API_KEY")}],
    auth: {:bearer, System.fetch_env!("ORIGIN_TOKEN")}
  ]
]
req_options takes Req options. ImagePipe.Source.HTTP lists the ones
the adapter drops or rejects.
image_pipe_server
[sources.originals.request_headers]
x-api-key = "…"
Header names such as x-api-key contain -, which environment variable
names can't, so set request_headers in the file. A bearer token can come from a
secret file instead, with a _FILE variable (see
environment variables):
IPS_SOURCES__ORIGINALS__BEARER_TOKEN_FILE=/run/secrets/origin_token

The origin must send the same bytes for the same URL on every request,
since cached originals and processed images are reused per URL. Headers
that select a variant, such as a different size or format, break that.
Follow redirects
Redirects aren't followed by default, and the request fails with 502. To
follow them, set max_redirects. Every redirect target must be in
allowed_hosts, so list the hosts the origin redirects to:
Plug
options: [
  base_url: "https://images.example.com/originals",
  allowed_hosts: ["images.example.com", "images-eu.example.com"],
  max_redirects: 2
]
image_pipe_server
max_redirects = 2
allowed_hosts = ["images.example.com", "images-eu.example.com"]
If you set allowed_hosts with base_url, the list must include the base
URL's host, plus its port when the port isn't 80 or 443, as in
images.example.com:8443.
Allow a private origin
By default ImagePipe connects only to public internet addresses, so an
origin on your private network answers 404. Allow the address range the
origin lives in:
Plug
options: [
  base_url: "http://images.internal/originals",
  address_policy: [allow: ["10.0.5.0/24"]]
]
image_pipe_server
[sources.originals.address_policy]
allow = ["10.0.5.0/24"]
Allow the smallest range that works. Category switches such as
allow_private and the function form are listed under
address policy, and
Source network policy explains what the
default protects against.
Confirm it works
Request an image through the source. If your URLs are signed, sign this one
too.
Plug
$ curl -s -o /dev/null -w '%{http_code} %{content_type}\n' http://localhost:4000/images/w=400/src/originals/beach.jpg
200 image/jpeg

image_pipe_server
The server listens on port 8080 and serves from / unless [server] sets
another port or mount_path.
$ curl -s -o /dev/null -w '%{http_code} %{content_type}\n' http://localhost:8080/w=400/src/originals/beach.jpg
200 image/jpeg

A 404 with source not found means the origin doesn't have the image, or
the source refused it: a host or port outside allowed_hosts, a path outside
path_pattern, or a private address. ImagePipe gives the same answer for
all of these. The source's telemetry events carry
the reason in their :error metadata.
Next steps
	Caching processed images keeps downloaded
originals and resized copies.
	Caching and freshness explains how the
origin's cache headers set lifetimes.
	ImagePipe.Source.HTTP and the server's
adapter = "http" reference
list every option, including timeouts.



  

    Serving images from S3

Serve originals from Amazon S3 or S3-compatible storage, such as MinIO or
Cloudflare R2, in private buckets. This guide assumes ImagePipe is running in
your app (see Getting started with Phoenix) or as image_pipe_server (see
getting started with the server).
Add an S3 source
Give the source the bucket's region and endpoint, and credentials allowed to
read objects (s3:GetObject):
Plug
sources: [
  media: [
    adapter: ImagePipe.Source.S3,
    match: [scheme: "s3"],
    options: [
      default: [
        region: "eu-west-1",
        endpoint: "https://s3.eu-west-1.amazonaws.com",
        credentials: {:provider, ImagePipe.Source.S3.InstanceRole, []}
      ]
    ]
  ]
]
image_pipe_server
[sources.media]
adapter = "s3"
match = { scheme = "s3" }
region = "eu-west-1"
endpoint = "https://s3.eu-west-1.amazonaws.com"
credentials = { provider = "instance_role" }
For other S3-compatible stores, set endpoint to their API URL. Objects are
requested path-style, as <endpoint>/<bucket>/<key>. Image URLs name an
object after src/ as s3://bucket/key:
/w=400/src/s3://my-bucket/photos/beach.jpg
Choose credentials
Pick the credentials that match where ImagePipe runs:
	Static keys work anywhere, including outside AWS.
	An EC2 instance role on EC2 and Elastic
Beanstalk.
	Container credentials on ECS and Fargate.
	A service account role on EKS.
	An assumed role for a bucket in
another account.

ImagePipe refreshes temporary credentials before they expire, and never
sends expired ones. If they can't be refreshed, requests fail with 500
until they can.
Use static keys
Plug
credentials:
  {:static,
   access_key_id: System.fetch_env!("AWS_ACCESS_KEY_ID"),
   secret_access_key: System.fetch_env!("AWS_SECRET_ACCESS_KEY")}
For temporary keys, add token: System.get_env("AWS_SESSION_TOKEN"). When
AWS_SESSION_TOKEN is unset, the keys are used without a session token.
image_pipe_server
Remove credentials from the file, and set the keys with environment
variables, reading the secret from a file:
IPS_SOURCES__MEDIA__CREDENTIALS__STATIC__ACCESS_KEY_ID=AKIA…
IPS_SOURCES__MEDIA__CREDENTIALS__STATIC__SECRET_ACCESS_KEY_FILE=/run/secrets/s3_secret

For temporary keys, also set
IPS_SOURCES__MEDIA__CREDENTIALS__STATIC__TOKEN.
Use an EC2 instance role
Attach a role that can read the bucket to the instance. ImagePipe reads its
credentials from the instance metadata service (IMDSv2):
Plug
credentials: {:provider, ImagePipe.Source.S3.InstanceRole, []}
image_pipe_server
credentials = { provider = "instance_role" }
Use container credentials
Give the ECS task a task role that can read the bucket. ECS sets
AWS_CONTAINER_CREDENTIALS_RELATIVE_URI in the container, which locates the
task role's credentials:
Plug
credentials:
  {:provider, ImagePipe.Source.S3.ContainerCredentials,
   relative_uri: System.fetch_env!("AWS_CONTAINER_CREDENTIALS_RELATIVE_URI")}
If the platform sets AWS_CONTAINER_CREDENTIALS_FULL_URI instead, pass it
as full_uri:, with the token from AWS_CONTAINER_AUTHORIZATION_TOKEN as
auth_token:. EKS Pod Identity sets AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE
instead of AWS_CONTAINER_AUTHORIZATION_TOKEN. Pass that path as
auth_token_file:. The file is read again on every refresh, since EKS
rotates the token.
image_pipe_server
credentials = { provider = "container_credentials" }
The server fills relative_uri, full_uri, auth_token, and
auth_token_file from AWS_CONTAINER_CREDENTIALS_RELATIVE_URI,
AWS_CONTAINER_CREDENTIALS_FULL_URI, AWS_CONTAINER_AUTHORIZATION_TOKEN, and
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE, so the same setting works on ECS
and with EKS Pod Identity. Setting any of the four in credentials stops it filling the
others.
Use an EKS service account role
With IAM roles for service accounts (IRSA), EKS mounts a token file into the
pod. ImagePipe exchanges it for credentials of the service account's role:
Plug
credentials:
  {:provider, ImagePipe.Source.S3.WebIdentity,
   token_file: System.fetch_env!("AWS_WEB_IDENTITY_TOKEN_FILE"),
   role_arn: System.fetch_env!("AWS_ROLE_ARN"),
   region: System.fetch_env!("AWS_REGION")}
image_pipe_server
credentials = { provider = "web_identity" }
The server reads token_file, role_arn, and region from
AWS_WEB_IDENTITY_TOKEN_FILE, AWS_ROLE_ARN, and AWS_REGION, which EKS
sets. Settings in credentials override these variables.
Assume a role in another account
To read a bucket in another account, assume a role there that can read it.
The base credentials, any of the forms above, must be allowed to assume
the role:
Plug
credentials:
  {:provider, ImagePipe.Source.S3.AssumeRole,
   base: {:provider, ImagePipe.Source.S3.InstanceRole, []},
   role_arn: "arn:aws:iam::123456789012:role/image-read",
   external_id: "image-pipe",
   region: "eu-west-1"}
image_pipe_server
[sources.media.credentials]
provider = "assume_role"
base = { provider = "instance_role" }
role_arn = "arn:aws:iam::123456789012:role/image-read"
external_id = "image-pipe"
region = "eu-west-1"
external_id is needed only when the role's trust policy requires one.
Serve only some buckets
By default the source serves any bucket the credentials can read. List
buckets to serve only those. Each one can override the source's settings,
such as its region or credentials:
Plug
options: [
  default: [
    region: "eu-west-1",
    endpoint: "https://s3.eu-west-1.amazonaws.com",
    credentials: {:provider, ImagePipe.Source.S3.InstanceRole, []}
  ],
  buckets: %{
    "photos" => [],
    "archive" => [
      region: "us-east-1",
      endpoint: "https://s3.us-east-1.amazonaws.com"
    ]
  }
]
image_pipe_server
[sources.media.buckets.photos]

[sources.media.buckets.archive]
region = "us-east-1"
endpoint = "https://s3.us-east-1.amazonaws.com"
Other buckets then answer 404.
Fetch credentials at startup
Credentials from a provider are fetched on the first request for each
bucket, which adds a round trip to that request. To fetch them at startup
instead:
Plug
Add an ImagePipe.Source.S3.CredentialWarmup for each bucket to your
supervision tree, with the same provider and options as the source:
# lib/my_app/application.ex
children = [
  {ImagePipe.Source.S3.CredentialWarmup,
   provider: ImagePipe.Source.S3.InstanceRole, opts: [], scope: "photos"},
  {ImagePipe.Source.S3.CredentialWarmup,
   provider: ImagePipe.Source.S3.InstanceRole, opts: [], scope: "archive"},
  MyAppWeb.Endpoint
]
image_pipe_server
The server fetches credentials at startup for each bucket listed under
buckets whose credentials come from a provider.
The fetched credentials are kept, and refreshed before they expire, until the
first request for the bucket. After that, credentials that no request uses
are dropped after five to ten minutes. A failed fetch at startup is retried
by the first request.
Request object versions
In a bucket with versioning on, add a version ID as the whole query to
request that version, written ? as %3F:
/w=400/src/s3://my-bucket/photos/beach.jpg%3F3HL4kqtJlcpX
A versioned object never changes, so cached images made from it are served
without checking S3 (see
immutable sources). If the
store ignores version IDs, the request fails with 502 rather than serving
the current object.
Confirm it works
Request an object through the source. If your URLs are signed, sign this
one too.
Plug
$ curl -s -o /dev/null -w '%{http_code} %{content_type}\n' http://localhost:4000/images/w=400/src/s3://my-bucket/photos/beach.jpg
200 image/jpeg

image_pipe_server
The server listens on port 8080 and serves from / unless [server] sets
another port or mount_path.
$ curl -s -o /dev/null -w '%{http_code} %{content_type}\n' http://localhost:8080/w=400/src/s3://my-bucket/photos/beach.jpg
200 image/jpeg

A missing object, or one the credentials can't read, answers 404. A 500
can mean the credentials couldn't be fetched.
Next steps
	Caching processed images keeps downloaded
originals and resized copies.
	ImagePipe.Source.S3, its credential providers, and the server's
adapter = "s3" reference
list every option.



  

    Caching processed images

Store processed images on disk, so a repeat request is served from the cache
instead of being processed again. This guide assumes ImagePipe is already
running in your app (see Getting started with Phoenix) or as
image_pipe_server. How long cached images stay valid is covered in
Caching and freshness.
Add a processed-image cache
Point the cache at a directory that ImagePipe can write to, and cap its size
with max_size_bytes, below the free space on that disk. ImagePipe creates
the directory if it is missing, and evicts the images least worth keeping
to stay under the cap (see size limit).
Plug
A cache needs an instance, which starts the processes that track the cache's
size. Move the configuration from your forward into an instance, and add it
to your application's supervision tree, before the endpoint:
# lib/my_app/application.ex
children = [
  {ImagePipe,
   name: MyApp.Images,
   sources: [
     media: [
       adapter: ImagePipe.Source.File,
       match: :path,
       options: [root: "/srv/images", root_id: "media"]
     ]
   ],
   cache: [root: "/var/cache/image_pipe/processed", max_size_bytes: 5_000_000_000]},
  MyAppWeb.Endpoint
]
Then mount the instance by name:
# lib/my_app_web/router.ex
forward "/images", ImagePipe.Plug, instance: MyApp.Images
Mount options such as http_cache stay on the forward (see
Mounting an instance).
image_pipe_server
[cache.output]
root = "/var/cache/image_pipe/processed"
max_size_bytes = 5_000_000_000
In the Docker image, put cache directories under /var/cache/image_pipe and
mount a volume there, as shown in
Running.
Add an originals cache
Add an originals cache when you serve several sizes or formats of the same
image from a remote source: new sizes are then made from the stored original
instead of downloading it again. It needs its own directory and its own
max_size_bytes.
Plug
Add input_cache to the instance's options:
cache: [root: "/var/cache/image_pipe/processed", max_size_bytes: 5_000_000_000],
input_cache: [root: "/var/cache/image_pipe/originals", max_size_bytes: 20_000_000_000]
image_pipe_server
[cache.input]
root = "/var/cache/image_pipe/originals"
max_size_bytes = 20_000_000_000
Local files are read where they are. To keep copies of them in the originals
cache, for example on a network filesystem, set the file source's copy
option to keep (see
copy files from network storage).
Run several replicas
Give each replica its own cache directories, such as its own volume. A
replica that finds another replica using its root logs an error and runs
without that cache until the other replica stops (see
cache root owner file).
Confirm caching works
Allow debug headers for now:
Plug
# lib/my_app_web/router.ex
forward "/images", ImagePipe.Plug, instance: MyApp.Images, allow_debug_headers: true
image_pipe_server
[http]
allow_debug_headers = true
Request the same image twice with debug added to its options. If your URLs
are signed, sign the URL with debug included.
Plug
$ curl -s -o /dev/null -D - http://localhost:4000/images/w=400/debug/src/photos/beach.jpg | grep 'x-imagepipe-cache:'
x-imagepipe-cache: miss
$ curl -s -o /dev/null -D - http://localhost:4000/images/w=400/debug/src/photos/beach.jpg | grep 'x-imagepipe-cache:'
x-imagepipe-cache: hit

image_pipe_server
Use one of your own image paths. The server listens on port 8080 and serves
from / unless [server] sets another port or mount_path.
$ curl -s -o /dev/null -D - http://localhost:8080/w=400/debug/src/photos/beach.jpg | grep 'x-imagepipe-cache:'
x-imagepipe-cache: miss
$ curl -s -o /dev/null -D - http://localhost:8080/w=400/debug/src/photos/beach.jpg | grep 'x-imagepipe-cache:'
x-imagepipe-cache: hit

If [server] sets auth_token, add -H "Authorization: Bearer <token>".
If the second request is still a miss, the origin may forbid storage (see
storage permission).
Turn debug headers off again when you're done, since they
disclose details about your
sources.
Next steps
	Serving images through a CDN adds CDN caching
in front.
	ImagePipe.Cache.FileSystem lists every cache option, and
Cache storage what is stored and how the size limit works.
	The
server configuration reference
lists every [cache] key.



  

    Serving images through a CDN

Set up ImagePipe so a CDN caches processed images at the edge and
revalidates them with ImagePipe when they go stale. This guide assumes
ImagePipe is already running in your app (see Getting started with Phoenix) or
as image_pipe_server, and that you can edit your CDN's cache settings. Why
images get the lifetimes they do is covered in
Caching and freshness.
Turn on cache headers
By default ImagePipe sends an ETag but no cache lifetime for images from
immutable sources. Set http_cache to auto so responses carry a
Cache-Control the CDN can follow:
Plug
# lib/my_app_web/router.ex
forward "/images", ImagePipe.Plug,
  http_cache: :auto,
  sources: [
    media: [
      adapter: ImagePipe.Source.File,
      match: :path,
      options: [root: "/srv/images", root_id: "media"]
    ]
  ]
image_pipe_server
[http]
http_cache = "auto"
The header modes table lists the other
values.
Set source lifetimes
What the CDN may cache, and for how long, comes from each source:
	A source whose files never change gets a one-year lifetime once you mark it
immutable (see immutable sources).
	HTTP and S3 sources pass on the lifetime their origin sends. S3 objects
addressed by version count as immutable.
	Sources that can change and get no lifetime from their origin, including
local files, get max-age=0, so the CDN revalidates every request. Set a
fallback lifetime to let the CDN reuse them for a while.

Mark an immutable source like this:
Plug
options: [root: "/srv/images", root_id: "media", stable: :immutable]
image_pipe_server
[sources.media]
adapter = "file"
match = "path"
root = "/srv/images"
root_id = "media"
stable = "immutable"
Or give a source whose files can change a one-hour fallback lifetime:
Plug
options: [
  root: "/srv/images",
  root_id: "media",
  cache_policy: [freshness: {:fallback, 3600}]
]
image_pipe_server
[sources.media]
adapter = "file"
match = "path"
root = "/srv/images"
root_id = "media"
cache_policy = { freshness = { fallback = 3600 } }
A source can't have both. A changed file keeps being served from the CDN
until its lifetime runs out.
Keep per-user images private
If a source serves images that differ per user, such as private uploads, set
http_cache to private on that source. Its responses get
Cache-Control: private, which a CDN doesn't store, while other sources
stay public:
Plug
uploads: [
  adapter: ImagePipe.Source.File,
  match: [prefix: "uploads"],
  options: [root: "/srv/uploads", root_id: "uploads", http_cache: :private]
]
image_pipe_server
[sources.uploads]
adapter = "file"
match = { prefix = "uploads" }
root = "/srv/uploads"
root_id = "uploads"
http_cache = "private"
The storage_inputs setting lists request headers and cookies that select a
different cached image (see the
Plug option or the
server key).
If it names a cookie, auto makes every response private, because Vary
can't name cookies.
Configure the CDN
Apply these settings to the CDN route that serves your images:
	Use ImagePipe's Cache-Control. Don't replace it with an edge
lifetime, or the CDN will cache no-store and private responses. A URL
signed with an expiry gets a lifetime that
ends when the URL does, and an edge lifetime would outlast it.
	Add Accept to the cache key. URLs without a format option can get
WebP or AVIF chosen from the browser's Accept header, and then carry
Vary: Accept. Look for the CDN setting that adds request headers to the
cache key. If you'd rather not, put a format in every URL. Those
responses don't vary.
	Add your storage_inputs headers to the cache key. Each header named
there is listed in Vary too.
	Keep other headers out of the key. ImagePipe doesn't read Client Hints
such as Width or DPR, so they only split the cache.
	Forward If-None-Match. ImagePipe answers a matching request with
304 Not Modified without processing the image again.

The CDN keys on the raw URL, so two spellings of the same options are two
cached copies. Generate URLs with the URL builder, ImagePipe.URL, to keep one
spelling per image.
If [server] sets auth_token, configure the CDN to send
Authorization: Bearer <token> on its requests to the server.
Check the headers
Request an image from ImagePipe directly. If your URLs are signed, use a
signed one.
Plug
$ curl -sI http://localhost:4000/images/w=400/src/photos/beach.jpg

image_pipe_server
$ curl -sI http://localhost:8080/w=400/src/photos/beach.jpg

If [server] sets auth_token, add -H "Authorization: Bearer <token>" to
each request.
For an immutable source the response includes:
cache-control: public, max-age=31536000, immutable
etag: "ipr1-..."
vary: Accept
Send the ETag back in If-None-Match:
Plug
$ curl -sI -H 'If-None-Match: "ipr1-..."' http://localhost:4000/images/w=400/src/photos/beach.jpg
HTTP/1.1 304 Not Modified

image_pipe_server
$ curl -sI -H 'If-None-Match: "ipr1-..."' http://localhost:8080/w=400/src/photos/beach.jpg
HTTP/1.1 304 Not Modified

Then request the same URL through the CDN twice. The second response should
carry the same cache-control and etag, and the CDN's own hit header,
such as x-cache.
A cache-control: no-store response has no ETag and is never cached. Either
storage is forbidden for that source, by its origin or by your configuration
(see storage permission), or
the crop fell back to a default because
content detection failed.
Next steps
	HTTP cache headers is the reference for every
generated header and conditional request.
	Caching processed images stores images on
the server, so a CDN miss isn't processed again.



  

    Signing URLs and rotating keys

Require signed URLs, so the server serves only the URLs your application
generated, and replace the signing key later without breaking URLs in use.
This assumes ImagePipe running in your app or as image_pipe_server, with
URLs built by ImagePipe.URL. Signing and source concealment
explains what a signature covers.
Generate a key
A signing key is a hex string of at least 64 digits (32 bytes). A shorter key
stops image_pipe_server at startup and raises ArgumentError when ImagePipe
is configured in your app. Generate 32 random bytes:
openssl rand -hex 32

Store the result as a secret, for example in an environment variable named
IMAGE_PIPE_SIGNING_KEY. Keep the key on your servers.
Configure the server
image_pipe_server
Pass the key in IPS_URL__KEYS, or in a file named by IPS_URL__KEYS_FILE
for Docker and Kubernetes secrets:
IPS_URL__KEYS=0123abcd…

The server reads it at startup. See
[url].
Plug
Give the instance the key. base_url, the path the router forwards to
ImagePipe.Plug, lets the builder in the next step produce full URLs:
# lib/my_app/application.ex
{ImagePipe,
 name: MyApp.Images,
 base_url: "/images",
 keys: [System.fetch_env!("IMAGE_PIPE_SIGNING_KEY")],
 sources: [...]}
From now on, the server answers unsigned URLs with 403 and the body
invalid signature.
Sign URLs in the builder
In an app that serves its own URLs, build them from the instance's URL
configuration, which already has the key:
url_config = ImagePipe.url_config(MyApp.Images)
An application that builds URLs for a separate server uses the same key:
url_config =
  ImagePipe.URL.config(
    base_url: "https://img.example.com/images",
    keys: [System.fetch_env!("IMAGE_PIPE_SIGNING_KEY")]
  )
Every URL generated from url_config is signed. With the second
configuration:
thumbnail = ImagePipe.URL.new(url_config) |> ImagePipe.URL.group(resize: [width: 400])

ImagePipe.URL.url!(thumbnail, "photos/beach.jpg")
# "https://img.example.com/images/sig=Sr0wHrHp…/w=400/src/photos%2Fbeach.jpg"
Generate URLs in server code, such as a controller or template, and send the
browser only the finished URL. Assign thumbnail to the template, then:
<img src={ImagePipe.URL.url!(@thumbnail, @photo.source)} />
To sign a path you built yourself, pass it to ImagePipe.URL.sign_path/2
and prepend the base URL yourself:
"https://img.example.com/images" <> ImagePipe.URL.sign_path("/w=400/src/photos/beach.jpg", url_config).
Add an expiry
To make a URL stop working at a given time, pass expires as a Unix time in
seconds:
ImagePipe.URL.new(url_config, expires: System.os_time(:second) + 3600)
After that second, the URL answers 410 with the body expired. A new
expiry gives a new URL, which browsers and CDNs can't serve from their
cache. To keep one URL per image for a while, round the expiry up, for
example to the end of the day.
Check that signing works
Request a generated URL, then the same URL with one option changed:
curl -s -o /dev/null -w "%{http_code}\n" "https://img.example.com/images/sig=Sr0wHrHp…/w=400/src/photos%2Fbeach.jpg"
# 200
curl -s -w "\n%{http_code}\n" "https://img.example.com/images/sig=Sr0wHrHp…/w=800/src/photos%2Fbeach.jpg"
# invalid signature
# 403

Rotate the key
During the switch, both lists hold the old and the new key:
	Generate a new key.
	Add the new key to the server's list, after the current one, and restart
the server: IPS_URL__KEYS=<old>,<new> for image_pipe_server, or
keys: [old, new] for the Plug. The server now accepts both keys.
	Put the new key first in the builder's list and keep the old key second:
keys: [new, old]. New URLs are signed with the new key.
	Wait until nothing requests URLs signed with the old key: after the
longest expires you gave out, and after pages and caches holding those
URLs have been refreshed. A URL without expires stays valid as long as
the server has its key.
	Remove the old key from both lists.

In an app that serves its own URLs, the server and the builder share one
list, so steps 2 and 3 are one change to keys: [new, old]. When several
nodes run the app, deploy keys: [old, new] to every node first, then
keys: [new, old], so no node signs with a key another node doesn't accept
yet.
To see which key verified each request, turn on request logging. Set
log_requests = true in the server's
[telemetry],
or call ImagePipe.Telemetry.attach_default_logger/1 for the Plug. Each
signed request logs the position of its key in the server's list, counting
from 0:
image_pipe parse: ok (signing key 1)
During step 4, the server's list is [old, new], so signing key 0 means a
URL signed with the old key was requested. With one shared [new, old]
list, the old key is signing key 1. In your app, a custom handler reads the
same number as :sig_key_index from the [:image_pipe, :parse] stop event
(see telemetry events).
Next steps
	Shared URL settings: everything else the server
and an external builder must agree on.
	Source concealment: hide the image's path
in the URL as well.
	Serving images through a CDN: cache lifetimes
for URLs with an expiry.



  

    Defining presets

Define named sets of URL options in the server's configuration, so URLs can
write preset=card instead of w=400/h=300/fit=cover. This assumes
ImagePipe running in your app or as image_pipe_server.
Presets explains how presets combine with the options a URL
writes itself.
Add presets
Map each name to a fragment of URL options, written as in a URL without the
source. A fragment can name other presets with preset=, and can hold
several groups separated by -:
image_pipe_server
# config.toml
[processing.presets]
card = "w=400/h=300/fit=cover"
frame = "pad=20/bg=fff"
framed = "preset=card/-/preset=frame/format=webp"
See [processing].
Plug
# lib/my_app/application.ex
{ImagePipe,
 name: MyApp.Images,
 presets: %{
   "card" => "w=400/h=300/fit=cover",
   "frame" => "pad=20/bg=fff",
   "framed" => "preset=card/-/preset=frame/format=webp"
 },
 sources: [...]}
A preset can also be an ImagePipe.URL builder, which works exactly like
its URL spelling:
"card" => ImagePipe.URL.new() |> ImagePipe.URL.group(resize: [width: 400, height: 300, fit: :cover])
Names use letters, digits, ., _, and -. A fragment can't hold a source
or a signature. The configuration is checked at startup: an invalid name, an
invalid option, a reference to an undefined preset, or presets that name each
other in a cycle stop the server, or make ImagePipe.config/1 raise
ArgumentError, such as invalid ImagePipe configuration: unknown preset: crad.
Set request defaults
Request defaults apply one group of options to every request, under the
presets and options in the URL. Use them for settings every image shares,
such as a quality:
image_pipe_server
[processing]
request_defaults = "q=80"
Plug
{ImagePipe, name: MyApp.Images, request_defaults: "q=80", presets: %{...}, sources: [...]}
Request defaults can't name presets.
Use a preset in a URL
URL
/images/preset=card/src/photos/beach.jpg
Elixir
ImagePipe.URL.new(url_config)
|> ImagePipe.URL.group(presets: ["card"])
|> ImagePipe.URL.url!("photos/beach.jpg")
In an app that serves its own URLs, build url_config with
ImagePipe.url_config(MyApp.Images). The builder then includes the presets
and request defaults, and ImagePipe.URL.url/3 returns an error for a plan
the server would reject, such as an unknown preset name. A builder in
another application needs a copy of the presets for the same check,
described under preset names.
Check the result
Request the preset with output=info to see the size it produces. This
example uses image_pipe_server on its default port and mount path. Add your
mount path, such as /images, for a Plug app:
curl http://localhost:8080/preset=card/output=info/src/photos/beach.jpg

{"result":{"dpr":1.0,"height":300,"width":400},"source":{...}}
With signing keys configured, generate the URL with the builder instead of
writing it by hand. An unknown name answers 400, and the body points at
the preset= option with unknown preset: card.
Change or retire a preset
A changed definition applies once the server restarts with the new
configuration. Existing URLs stay valid and serve the new result.
To retire a preset, define it as an empty string rather than removing it.
Its URLs keep working, without the preset's options:
image_pipe_server
[processing.presets]
old-card = ""
Plug
presets: %{"old-card" => "", ...}
Remove the name only once nothing requests its URLs anymore. A new preset
must reach the server before any application generates URLs with it.
Next steps
	Storing presets in a database: change
presets without restarting, from an Elixir application.
	Named presets: how people requesting
images use presets.



  

    Enabling face and object detection

Turn on the face and object detector, so detect and anchor=smart-face
crops follow the faces and objects in each image. This guide assumes
ImagePipe is running in your app (see Getting started with Phoenix) or as
image_pipe_server. anchor=smart works without any of this.
The bundled detector finds faces with YuNet and 80 kinds of objects with
RT-DETR. Content-aware cropping explains how
the results place the crop.
Install the detector
Plug
Add image_vision and its ONNX runtime, ortex, next to image_pipe:
# mix.exs
defp deps do
  [
    {:image_pipe, "~> 0.2.0"},
    {:image_vision, "~> 0.4"},
    {:ortex, "~> 0.1"}
  ]
end
Detection needs a Rust toolchain
ortex compiles a native library, so cargo and rustc must be
installed wherever you run mix deps.compile, including your Docker build.
ImagePipe uses the detector as soon as both dependencies are compiled in.
The detector option already defaults to it.
image_pipe_server
Use the -vision variant of the image:
docker run --read-only --tmpfs /tmp -p 8080:8080 -v ./config.toml:/etc/image_pipe/config.toml:ro -v ./images:/data/images:ro ghcr.io/hlindset/image_pipe_server:0.2-vision

Load the models
Plug
Each model downloads the first time it is used. RT-DETR, the object model,
is about 175 MB, so download it when you build or deploy, rather than each
time a new server starts:
mix image_vision.download_models --detect

Models are stored in image_vision's cache directory, by default under the
user's cache directory (~/.cache/image_vision on Linux). If you build a
release on one machine or user and run it on another, set the same
directory for both:
# config/config.exs
config :image_vision, :cache_dir, "/var/lib/image_vision/models"
An ImagePipe instance
loads both models when it starts, so the first detection request doesn't
wait for them. It also downloads the face model, YuNet (about 340 KB), and
any other model that isn't on disk yet. Loading runs in the background and
doesn't delay startup. If you only use face detection, set
detector_warmup to skip RT-DETR:
# lib/my_app/application.ex
children = [
  {ImagePipe, name: MyApp.Images, sources: [...], detector_warmup: ["face"]},
  MyAppWeb.Endpoint
]
A mount configured in the router without an instance loads nothing at
startup. Add the warmup worker to your supervision tree instead:
# lib/my_app/application.ex
children = [
  {ImagePipe.Transform.Detector.Warmup, detector: :default},
  MyAppWeb.Endpoint
]
Required detection needs the models on disk
With detector_required: true, requests don't download models. A
detect request answers 503 until every model it needs is on disk.
An instance downloads them at startup unless detector_warmup leaves
them out. Without an instance, run the warmup worker or download the
models ahead of time.
image_pipe_server
The -vision image has both models built in and loads them when the
server starts. It needs no network access for detection.
Require detection
By default, a detect request that can't run detection still succeeds,
cropped with attention cropping instead. To fail those requests instead,
set detector_required:
Plug
# lib/my_app/application.ex
children = [
  {ImagePipe, name: MyApp.Images, sources: [...], detector_required: true},
  MyAppWeb.Endpoint
]
image_pipe_server
[processing]
detector_required = true
Error responses lists the statuses those requests get.
anchor=smart-face always falls back to attention cropping.
Missing or failed detection
explains when to require detection.
A configuration that requires detection without a working detector fails
before it serves anything, with the message detector_required: the detector is not available in this build:
Plug
ImagePipe.config/1, the ImagePipe child specification, and an
ImagePipe.Plug mount configured in the router raise ArgumentError.
image_pipe_server
The image without the -vision variant refuses to start and logs the
message.
Check that detection runs
Turn on the default request log:
Plug
# lib/my_app/application.ex, in start/2
ImagePipe.Telemetry.attach_default_logger()
image_pipe_server
[telemetry]
log_requests = true
Then request a face crop of a portrait. For a Plug, add the path you
forwarded to ImagePipe.Plug, such as /images:
curl -o face.jpg "http://localhost:8080/w=400/h=400/fit=cover/detect=face/src/woman.jpg"

The log shows the face model running and finding the face:
[info] image_pipe transform detect model: ok (1 regions, ImagePipe.Transform.Detector.ImageVision.Face)
[info] image_pipe transform detect: detected
Other results on the detect line:
	no_regions: the model ran and found nothing, so the crop used attention
cropping.
	unavailable, logged as a warning: the detector dependencies aren't
installed.
	error, logged as a warning: the model failed on this image.
	skipped (no detector configured), logged as a warning: the detector
option is nil.

Next steps
	Crop guides lists the detect and
anchor syntax and the class names.
	Detection telemetry
describes the detection events, including per-model timings.
	Writing a custom detector replaces the bundled
detector with your own model or service.



  

    Serving SVG images

Serve SVG originals like any other image: resized, cropped, and encoded as
PNG, WebP, AVIF, or JPEG. An SVG renders straight at the size each request
needs, so it stays sharp at any size. This guide assumes ImagePipe is running
in your app (see Getting started with Phoenix)
or as image_pipe_server.
Install SVG support
Plug
Add image_pipe_svg next to image_pipe:
# mix.exs
defp deps do
  [
    {:image_pipe, "~> 0.2.0"},
    {:image_pipe_svg, "~> 0.1"}
  ]
end
image_pipe_svg downloads a precompiled native library, so the build needs
no Rust toolchain. ImagePipe renders SVG originals as soon as the package is
compiled in. Without the package, an SVG original fails with 415.
image_pipe_server
Every server image renders SVG originals.
Add fonts for SVG text
SVG text renders only in fonts you supply. ImagePipe never uses the
machine's own fonts, so the same SVG renders the same everywhere. Without
fonts, SVG text isn't drawn at all.
Point font_dirs at directories of TrueType or OpenType files (.ttf,
.otf, .ttc, .otc), which are searched with their subdirectories. Set
fallback_family to one of those fonts for text in a family you didn't
supply, or in a generic family such as sans-serif:
Plug
# lib/my_app/application.ex
children = [
  {ImagePipe,
   name: MyApp.Images,
   sources: [...],
   svg: [font_dirs: ["/usr/share/fonts/noto"], fallback_family: "Noto Sans"]},
  MyAppWeb.Endpoint
]
image_pipe_server
[processing.svg]
font_dirs = ["/fonts"]
fallback_family = "Noto Sans"
Mount the font directory into the container:
docker run --read-only --tmpfs /tmp -p 8080:8080 -v ./config.toml:/etc/image_pipe/config.toml:ro -v ./images:/data/images:ro -v ./fonts:/fonts:ro ghcr.io/hlindset/image_pipe_server:0.2

ImagePipe loads the fonts when it starts and keeps them until it restarts.
A directory that doesn't exist, a file that isn't a valid font, or a
fallback_family that none of the fonts has stops ImagePipe from starting.
Cache keys include the fonts and the fallback family, so changing either
makes every cached image miss once.
Limit the work an SVG can cause
A small SVG can describe a lot of work, such as hundreds of blurred layers,
so ImagePipe estimates the cost of rendering each SVG at the requested size
and rejects one that's too expensive before rendering it. The defaults suit
most images. To allow heavier SVGs, raise max_render_work, the estimated
rendering work, which defaults to about a second of rendering:
Plug
svg: [max_render_work: 500_000_000]
The svg option of ImagePipe.config/1 lists the other limits.
image_pipe_server
[processing.svg]
max_render_work = 500000000
The [processing] reference
lists the other limits.
An SVG original is rejected too when the whole SVG is larger than the
input pixel limit at its own size, unless the request
shrinks it below the limit, or has:
	more than 200,000 elements, counting reused content at each use, such as
<use> copies and markers at each point of a line
	entities that expand past 1,000,000 characters
	more than 10,000 bytes of text in one <text> element, or 1,000,000 in
all
	shapes that reach more than 32,767 pixels from the image at the size it
renders, which the renderer can't draw

Rejected SVGs fail with 413. An SVG fails with 415 when it isn't valid
XML, nests elements more than 1,024 levels deep, chains references such as
<use> too deep, has elements that refer to each other in a loop, defines
an entity whose value holds markup, or has a number larger than 10^15.
Embed images in SVGs
ImagePipe never reads a file or opens a connection for an SVG, so references
to other files and URLs, in <image>, <use>, or CSS, render as nothing.
Embed images as data: URLs instead. They render when they are PNG, JPEG,
GIF, or WebP and their media type matches their contents, and as nothing
otherwise. Embedded SVGs nest at most two levels deep. An embedded image
over the input pixel limit, or SVGs nested deeper, fail the request with
413.
Size SVGs in requests
An SVG's own size, rounded to whole pixels, is its width and height at
96 pixels per inch, or its viewBox when those are missing, or the extent
of its content when it has neither. Crops and regions measure the SVG at that
size, and resizes keep its aspect ratio. In a very small SVG, rounding
changes that ratio: a viewBox of 0 0 1 1.5 is 1×2 pixels, so a resize
makes it twice as tall as it is wide. Give such an SVG a larger width and
height.
A resize renders the SVG at the requested size, larger than its own size
too, without enlarge, except in two
cases:
	The SVG at that size would be larger than the input pixel limit. It
renders as large as the limit allows, and the rendered image is enlarged
the rest of the way, so its edges blur. A crop with a large resize
renders the whole SVG at the zoomed scale, so it reaches the limit
sooner.
	The request trims in its first
group. The SVG renders at its
own size, and enlarge applies as it does to a raster image.

Without format, the result is a PNG, or
AVIF or WebP when the browser accepts them, unless an opaque
bg fills its transparency. SVG watermarks
render at the size they are drawn, so a small logo stays sharp at any
wm-scale.
Check that SVGs render
Turn on the default request log:
Plug
# lib/my_app/application.ex, in start/2
ImagePipe.Telemetry.attach_default_logger()
image_pipe_server
[telemetry]
log_requests = true
Then request an SVG original at a width larger than its own. Use your
server's address, and for a Plug add the path you forwarded to
ImagePipe.Plug, such as /images:
curl -o logo.png "http://localhost:8080/w=400/src/logo.svg"

The log names what rendered (an original or a watermark), the SVG's own
size, and the size it rendered at:
[info] image_pipe source svg_render: ok (original 40x20 rendered at 400x200, 0 images)
A rejected SVG names the limit, such as
svg_render: processing_error (original, input_limit, svg_render_work limit).
The [:source, :svg_render] event
lists every limit.


  

    Limiting concurrent processing

A processing pool limits how many images ImagePipe processes at once. Requests
beyond the limit wait in a queue or get a 503, and each image gets a
deadline. Without a pool, every request starts processing right away, so a
burst of requests can use all the CPU and memory. image_pipe_server always
runs one.
This guide assumes ImagePipe is running in your app (see
Getting started with Phoenix) or as
image_pipe_server (see
Getting started with the server).
Adding a pool
Plug
Start an ImagePipe.ProcessingPool before the instance, and name it in the
instance's processing_pool:
# lib/my_app/application.ex
children = [
  {ImagePipe.ProcessingPool, name: MyApp.Pool, max_concurrency: 8, max_queue: 16},
  {ImagePipe, name: MyApp.Images, processing_pool: MyApp.Pool, sources: [...]},
  MyAppWeb.Endpoint
]
Calls to ImagePipe.run/4 with the instance's name use the same pool, so
jobs and requests share its capacity.
image_pipe_server
The server always runs a pool. Change its limits in a [pool] section of
config.toml:
[pool]
max_concurrency = 8
max_queue = 16
Choosing the limits
	max_concurrency is how many images are processed at once. Start with
about the number of CPU cores, which is the server's default.
	max_queue is how many requests may wait for a turn, 64 by default. A
request that finds the queue full gets a 503. With 0, every request
beyond max_concurrency gets a 503 straight away.
	queue_timeout, 10 seconds by default, is how long a request waits for a
turn before it gets a 503.
	processing_timeout, 30 seconds by default, is the request deadline once
processing starts.

ImagePipe.ProcessingPool lists the options, and the
server reference
their TOML keys.
What uses the pool
Every image ImagePipe processes takes a turn: resized images, info,
BlurHash, and LQIP placeholders, whether a request or a call to
ImagePipe.run/4 asked for it. These don't:
	Images served from the cache.
	304 Not Modified responses.
	Requests waiting for an identical request that is already being processed
(see request coalescing).

Deadlines
The processing_timeout starts when a request gets its turn, and covers
reading the original, processing, and sending the last byte of the response.
A client that reads the response slowly uses up the deadline too.
When the deadline passes before the response starts, the request gets a
503. When the response has already started, ImagePipe cuts it short, as
described in failures during streaming. It also cuts
the response short when producing its next chunk takes longer than 60 seconds,
whatever the deadline.
After a timeout or client disconnect, the worker keeps its processing slot
until its current operation and resource cleanup finish. A libvips operation
already running may continue after the request ends. Waiting requests enter
only when a slot is released, and a cancelled request in the queue leaves
immediately. Keep the size limits as well.
Monitoring the pool
The pool emits [:processing, :admission]
for each wait for a turn and
[:processing, :execute] for each
processed image. In Elixir, ImagePipe.ProcessingPool.stats/1 returns how many
workers still hold slots, including workers finishing after a timeout, and
how many requests are waiting. The processing execution span ends when the
worker finishes. ImagePipe.ProcessingPool lists the errors
ImagePipe.run/4 returns for each
case that gives a 503 over HTTP.


  

    Choosing an automatic quality target

Automatic quality gives each image the lowest encoder quality that still looks
as good as a target you choose, instead of one fixed quality for every image.
This guide assumes ImagePipe is running in your app (see
Getting started with Phoenix) or as
image_pipe_server (see
Getting started with the server).
Turning on automatic quality
Automatic quality is off by default. Turn it on with the autoquality
setting:
Plug
# lib/my_app/application.ex
{ImagePipe, name: MyApp.Images, sources: [...], autoquality: true}
image_pipe_server
[processing]
autoquality = true
These are options on the ImagePipe instance or on forward ... ImagePipe.Plug.
JPEG, WebP, and AVIF responses then search for their quality. PNG, lossless
WebP, and requests that set q are encoded once.
Choosing a target
The target is an SSIMULACRA2
score from 0 to 100. Higher looks better and costs more bytes: 90 is very high
quality, 70 is high, and 50 is medium. The default is 75.
A benchmark over 53 photos and screenshots measured the file size at each
target, compared with each format's default quality (JPEG 80, WebP 79, AVIF
63, see q and
format-q):
	Target	JPEG	WebP	AVIF
	70	24% smaller	18% smaller	38% smaller
	72	19% smaller	12% smaller	33% smaller
	75	9% smaller	1% larger	24% smaller
	78	5% larger	19% larger	12% smaller
	80	16% larger	33% larger	2% smaller
	85	53% larger	87% larger	34% larger

WebP can't reach the higher targets for some images even at q96: 13 percent
of them at 80, all screenshots, and 38 percent at 85. The WebP sizes at those
targets leave them out.
At a fixed quality, scores across the benchmark images varied by about 10
points between the best and worst tenth. At target 75, most images landed
within a point of the target, except screenshots that WebP couldn't bring up
to it.
Keep 75 unless the table shows a size you can't accept. Set the target next
to autoquality:
Plug
{ImagePipe, name: MyApp.Images, sources: [...], autoquality: true, autoquality_target: 80}
image_pipe_server
[processing]
autoquality = true
autoquality_target = 80
Overriding the target per request
A request can set its own target with the
autoquality option:
/w=800/autoquality=85/src/photos/beach.jpg
A bare autoquality uses the server's target, autoquality=false turns the
search off, and a request that sets q skips the search.
Weighing the search cost
A search makes about three encodes, and decodes and scores each one. A fixed
quality makes one encode. With a cache, only the first request for each image
pays for the search (see caching processed images).
Checking the result
Turn on debug headers and add the
debug option to a request:
/w=800/debug/src/photos/beach.jpg
The response then carries the search's result. A hit with a score at or
just above the target means the search worked:
X-ImagePipe-AQ-Target: 75.0
X-ImagePipe-AQ-Score: 75.3
X-ImagePipe-AQ-Outcome: hit
A best_effort outcome means the image was delivered at the highest quality
the search tries without reaching the target (see
debug headers). In the benchmark at
target 75, these were all screenshots. Lower the target
if those images come out too large.
Next steps
	autoquality reference for the exact
rules and errors.
	max-bytes to cap file size as well.



  

    Monitoring with telemetry

Log each stage of ImagePipe's requests, and send them to your own metrics
or logging handlers. This guide assumes ImagePipe runs in your app, as a
Plug or through ImagePipe.run/4. When you run image_pipe_server, set
log_requests = true in its telemetry settings
instead.
ImagePipe emits :telemetry events and
attaches no handlers itself. The event reference lists
every event.
Logging with the default logger
Attach the bundled Logger handler once, when your application starts:
# lib/my_app/application.ex
def start(_type, _args) do
  ImagePipe.Telemetry.attach_default_logger()
  # ...
end
Each request stage then logs one line, such as:
image_pipe source fetch: ok (source images)
image_pipe output negotiate: ok (webp)
image_pipe request: ok
Failures and degraded results log at :warning. To log only some stages,
pass :events, for example events: [:request, :source, :cache]. If you set
a custom telemetry_prefix, pass the same list as :prefix.
ImagePipe.Telemetry.attach_default_logger/1 lists the groups and options.
Attaching handlers
Attach your own handler to the events you need. This one logs each request's
result and duration:
# lib/my_app/image_pipe_telemetry.ex
defmodule MyApp.ImagePipeTelemetry do
  require Logger

  def attach do
    :telemetry.attach(
      "my-app-image-pipe",
      [:image_pipe, :request, :stop],
      &__MODULE__.handle_event/4,
      nil
    )
  end

  def handle_event(_event, measurements, metadata, _config) do
    duration_ms = System.convert_time_unit(measurements.duration, :native, :millisecond)
    Logger.info("image_pipe result=#{metadata.result} duration_ms=#{duration_ms}")
  end
end
Call MyApp.ImagePipeTelemetry.attach() at startup. To subscribe to several
events, use :telemetry.attach_many/4. Event names start with
telemetry_prefix, [:image_pipe] by default (see
ImagePipe.config/1). If you set
another prefix, use it in the event names here.
For metrics, give the same event names to Telemetry.Metrics and choose
which metadata keys become tags.
Request IDs
ImagePipe uses your app's request ID. Run Plug.RequestId before the
ImagePipe mount (Phoenix endpoints do by default). It sets the
x-request-id response header and Logger.metadata[:request_id].
Every process that serves the request, including the processing pool and the
cache writer, keeps the caller's Logger metadata. Log lines and handlers
therefore see the same :request_id as the connection process:
def handle_event(_event, _measurements, _metadata, _config) do
  request_id = Logger.metadata()[:request_id]
  # ...
end
Event metadata has no request ID field of its own. Background cache
refreshes run outside any request, so they have no request ID. Traces
correlate by trace ID instead (see request tracing).
What events contain
Event metadata leaves out anything that grants access or identifies a
private image: signatures, credentials, source URLs, and request paths, which
often carry signatures or presigned credentials. It does include values that
are safe but can have many distinct values, such as preset names, operation
parameters, and image sizes. Choose which ones become metrics tags.
If your handler adds the request path or source URL itself, for example from
conn, strip signatures and credentials before logging it or sending it to
a third party.
Next steps
	Request tracing: turn events into traces and export them.
	Exporting traces to Jaeger: send traces
to a local Jaeger through OpenTelemetry.
	Debug response headers: see how one response was
produced, from its headers.



  

    Exporting traces to Jaeger

See ImagePipe's request traces in a local
Jaeger, sent through the OpenTelemetry SDK.
This recipe assumes ImagePipe runs in your app. How the traces are built is explained in
Request tracing. For image_pipe_server, set the
tracing variables
instead, and run Jaeger as below.
Run Jaeger
# docker-compose.yml
services:
  jaeger:
    image: cr.jaegertracing.io/jaegertracing/jaeger:2.19.0
    ports: ["16686:16686", "4317:4317", "4318:4318"]
Run docker compose up -d, then open http://localhost:16686. Jaeger accepts
OTLP on ports 4317 (gRPC) and 4318 (HTTP).
Add the OpenTelemetry SDK
# mix.exs
# :opentelemetry_exporter before :opentelemetry, so the exporter starts
# before the SDK needs it
{:opentelemetry_exporter, "~> 1.8"},
{:opentelemetry, "~> 1.7"},
ImagePipe only depends on :opentelemetry_api, which :opentelemetry
brings in.
Point the SDK at Jaeger
# config/config.exs
config :opentelemetry,
  span_processor: :batch,
  traces_exporter: :otlp,
  # the service name Jaeger shows
  resource: [service: %{name: "my_app"}]

config :opentelemetry_exporter,
  otlp_protocol: :http_protobuf,
  otlp_endpoint: "http://localhost:4318"
# config/test.exs
config :opentelemetry, traces_exporter: :none
For a release, move this configuration to config/runtime.exs and read the
endpoint from an environment variable.
Attach the tracer
# lib/my_app/application.ex
ImagePipe.Telemetry.attach_tracer()
If your app doesn't trace its own requests and a proxy you control sets
traceparent, add extract_inbound: true so
ImagePipe's traces join the caller's (see
inbound trace context).
Request an image. After the SDK's next batch export, Jaeger shows an
image_pipe.request trace with child spans such as image_pipe.send,
image_pipe.deliver, image_pipe.encode, image_pipe.transform.execute,
and image_pipe.transform.operation. If your app already traces its
requests, image_pipe.request appears inside your request's trace instead.
Troubleshooting missing traces
ImagePipe checks for the OpenTelemetry API when it compiles. If
attach_tracer/1 raises that it needs the API, recompile ImagePipe:
mix deps.compile image_pipe --force

If no traces appear, check that traces_exporter isn't :none in the
environment you run, and wait for the SDK's next batch export.


  

    Serving and processing in one app

When your app both serves images over HTTP and processes them in code, such
as in background jobs, run one ImagePipe instance for both. Requests and
jobs then share its sources, cache, and presets, and a job can prepare
images the next browser request gets from the cache.
This guide assumes ImagePipe is running in your app (see
Getting started with Phoenix).
Starting one instance
Configure sources and a cache on the instance in
lib/my_app/application.ex, before the endpoint:
# lib/my_app/application.ex
children = [
  {ImagePipe,
   name: MyApp.Images,
   base_url: "/images",
   sources: [
     media: [
       adapter: ImagePipe.Source.File,
       match: :path,
       options: [root: "/srv/images", root_id: "media"]
     ]
   ],
   cache: [root: "/var/cache/image_pipe/processed", max_size_bytes: 5_000_000_000]},
  MyAppWeb.Endpoint
]
base_url is the path where the router mounts the instance, so URLs built
from this configuration point at it.
Mount it in the router:
# lib/my_app_web/router.ex
forward "/images", ImagePipe.Plug, instance: MyApp.Images
Building URLs for pages
Add use ImagePipe.URL.Helpers to html_helpers, naming the instance. It
imports ImagePipe.URL.Helpers.image_url/2 into your templates:
# lib/my_app_web.ex
defp html_helpers do
  quote do
    # ...
    use ImagePipe.URL.Helpers, instance: MyApp.Images
  end
end
Then build image URLs in templates:
<img
  src={image_url(@photo.path, group: [resize: [width: 400, height: 300, fit: :cover]])}
  alt={@photo.description}
/>
With @photo.path set to "photos/beach.jpg", the src is
"/images/w=400/h=300/fit=cover/src/photos%2Fbeach.jpg". URLs use the
instance's base URL, and carry a signature when it sets keys:.
A mistake in an option written in the call, such as fit: :fill, is a
compiler warning at the template's line. A mistake that shows only when the
page renders, such as an assign with a value no option accepts, is logged
as a warning, and that image is broken while the rest of the page renders.
ImagePipe.URL.Helpers describes both checks.
Outside templates, build URLs from the instance's URL settings with
ImagePipe.url_config/2:
def thumbnail_url(path) do
  MyApp.Images
  |> ImagePipe.url_config()
  |> ImagePipe.URL.new()
  |> ImagePipe.URL.group(resize: [width: 400, height: 300, fit: :cover])
  |> ImagePipe.URL.url!(path)
end
ImagePipe.URL.url!/3 checks the options against the instance's presets
and request defaults, and raises ArgumentError on an error.
Processing in a job
Pass the instance's name to ImagePipe.run/4, and read the original
through the instance's sources with {:source, path}:
builder =
  ImagePipe.URL.new()
  |> ImagePipe.URL.group(resize: [width: 400, height: 300, fit: :cover])

{:ok, result} =
  ImagePipe.run(MyApp.Images, builder, {:source, "photos/beach.jpg"},
    accept: "image/avif,image/webp"
  )
run stores the result in the instance's cache: new files appear under
the cache's root. A browser that requests
/images/w=400/h=300/fit=cover/src/photos%2Fbeach.jpg and accepts AVIF gets the
same bytes from the cache, without processing the image again. The reverse
works too: a job gets an image a browser already requested from the cache.
To share a cached image, the job and the request must produce the same
output:
	Without format in the builder, the format depends on Accept. Pass the
browser's Accept value as accept:, or set format in the builder.
	If the instance's storage_inputs keeps separate copies per header or
cookie, pass the matching values as request_inputs: (see
ImagePipe.run/4).

Originals given as {:file, path} or {:binary, bytes} don't go through a
source, so their results aren't cached.
Limiting the work
Jobs and requests share the CPU. A
processing pool on the instance limits how many
images are processed at once, across both. run returns the complete image
in memory, so allow memory for the full output of each job running at once.
Next steps
	Limiting concurrent processing: a processing pool
for requests and jobs.
	ImagePipe.run/4: every input and option, and the errors it returns.



  

    Fetching images from the server

Use a processed image, placeholder, or image information inside your
application by requesting its signed URL with an HTTP client. This guide
assumes your application builds URLs for an ImagePipe server running
elsewhere (see Building URLs for the server).
image_pipe_url has no fetch function. The signed URL is the interface, so
any HTTP client works. The examples use Req 0.8,
currently a release candidate. Req.stream/4 needs it.
The server can only process images it reads from its own sources. An image
that exists only in your application, such as an upload, has to be stored
somewhere the server reads first, because the server has no upload
endpoint.
Build URLs for the internal address
The signature covers only the part of the URL after the base URL, so a URL
signed for your CDN is also valid at the server's internal address. To skip
the CDN for server-side requests, build a second URL configuration with the
same keys and the server's internal address as base_url:
internal = ImagePipe.URL.config(
  base_url: "http://image-service:4000/images",
  keys: signing_keys
)

url =
  ImagePipe.URL.new(internal)
  |> ImagePipe.URL.output(terminal: :lqip_css)
  |> ImagePipe.URL.url!(source)
Use the same settings as your public configuration otherwise, such as
source_encryption_keys and encrypt_source.
Choose the format
Without a format in the plan, the server returns AVIF or WebP when the
request's Accept header lists it, and otherwise the original's format where
possible. Set format: with ImagePipe.URL.output/2 to get one fixed
format.
Buffer small results
Read placeholders, image information, and thumbnails into memory:
case Req.get(url,
       decode_body: false,
       receive_timeout: 30_000,
       headers: [accept: "image/avif,image/webp"]
     ) do
  {:ok, %Req.Response{status: 200, body: body} = response} ->
    [content_type] = Req.Response.get_header(response, "content-type")
    {:ok, body, content_type}

  {:ok, %Req.Response{status: status}} ->
    {:error, {:http_status, status}}

  {:error, exception} ->
    {:error, exception}
end
For the lqip_css URL above, this returns
{:ok, "#ddd97765", "text/plain; charset=utf-8"}.
	decode_body: false keeps every body as raw bytes, including the JSON of
image information.
	Req returns error responses as {:ok, response}, so check the status. A
4xx means the server rejected the request: an invalid option (400), a
bad signature (403), a missing source (404), or an expired URL
(410). Retrying won't help. Req retries transient failures, such as a
503, by default.
	Set receive_timeout above the time your slowest image takes to process
the first time. Cached results return quickly.

Stream large results to a file
Write large images to a file instead of holding them in memory:
case Req.get(url,
       decode_body: false,
       receive_timeout: 60_000,
       into: File.stream!(path)
     ) do
  {:ok, %Req.Response{status: 200}} ->
    :ok

  {:ok, %Req.Response{status: status}} ->
    {:error, {:http_status, status}}

  {:error, exception} ->
    File.rm(path)
    {:error, exception}
end
Req writes to the file only for a 200 response. A connection that fails
partway leaves part of the image in the file, so remove it on an error.
Pass chunks onward
To forward chunks as they arrive, for example to a Plug.Conn already
switched to a chunked response, use Req.stream/4. Its function gets the
response status with each chunk, so it can stop before forwarding an error
body:
result =
  Req.stream(url, conn, fn
    chunk, %Req.Response{status: 200}, conn ->
      {:ok, conn} = Plug.Conn.chunk(conn, chunk)
      {:cont, conn}

    _chunk, _response, conn ->
      {:halt, conn}
  end, decode_body: false)

case result do
  {:ok, %Req.Response{status: 200}, conn} -> {:ok, conn}
  {:ok, %Req.Response{status: status}, conn} -> {:error, {:http_status, status}, conn}
  {:error, exception, _response, conn} -> {:error, exception, conn}
end
Next steps
	Shared URL settings: the settings your
application and the server must match.
	Error responses: every error status and what causes it.
	Output and encoding: placeholders, image
information, and output formats.



  

    Processing order and groups

ImagePipe applies the options in a group in a fixed
stage order, not in the order you write
them. /w=400/rotate=90/src/photos/beach.jpg is 400 pixels wide after
turning, whichever of the two options is written first. To run options in a
different order, you split them into
groups with -.
Option order in a group
Inside a group, an option means the same thing wherever it's written, which
has two effects:
	Equivalent URLs are one request. /w=64/fit=contain/src/cat.jpg and
/fit=contain/w=64/src/cat.jpg return the same bytes, and the second is
served from the cached copy the first one created.
	Presets and the server's defaults can
add options to a group without a position of their own.
/preset=card/w=600 and /w=600/preset=card are the same request.

Stage order
Each group turns the image, trims it, crops it, resizes it, applies effects,
builds a frame around it, and draws the watermark last. Each stage works on
what the stages before it produced, so the order decides what an option
measures:
	Rotation comes first, so w sets the width of the turned image.
	Crop comes before resize, so crop selects pixels of the original and w
sets the size of what was cut out.
	Effects run on the resized image, so blur=2 blurs by 2 pixels of the
resized image, however large the original is.
	Canvas, padding, and background build the frame around the picture. The
watermark goes on last, so it can sit anywhere on that frame, padding
included.

Starting a new group
A - ends a group. The next group starts from the finished result of the one
before, with its canvas, padding, background, and watermark, and runs the
stages again in the same order. You need a new group only when a stage must
run after one that the fixed order puts later.
The common orders need no group. /crop=50pct,100pct/w=400/src/photos/beach.jpg
cuts out the middle half of the width, then resizes it to 400 pixels wide.
/w=800/wm=logo/src/photos/beach.jpg draws the logo on the 800-pixel image,
at the logo's own size.
The opposite orders do:
	Resize, then crop: /w=800/-/crop=400,300/src/photos/beach.jpg cuts
400×300 pixels out of the 800-pixel image. In one group, crop=400,300
would count pixels of the original and keep a much smaller part of a large
photo.
	Watermark, then resize: /wm=logo/-/w=400/src/photos/beach.jpg draws the
logo on the full-size image and then shrinks both together, so the logo
keeps its size relative to the picture.
	Effects in another order: /contrast=2/-/brightness=30/src/photos/beach.jpg
adjusts brightness after contrast. In one group, brightness comes first.

Only the image passes to the next group, and the EXIF orientation isn't
applied again. Each group works on the pixels it receives, so detail lost in
an earlier group doesn't come back. /w=200/-/w=800/src/photos/beach.jpg
returns a 200-pixel image, because the second group gets a 200-pixel image
and doesn't enlarge it without enlarge.
When the first group doesn't resize, the original is loaded and processed at
full size until a later group shrinks it, which can make the request much
slower. /gray/-/w=800/src/photos/beach.jpg works on all 24 megapixels of a
large photo before shrinking it. /gray/w=800/src/photos/beach.jpg shrinks
first, because effects run after the resize, and takes about
half the time. For gray, the result looks the same.
Positions and percentages
Every option measures the image as the stages before it left it:
	After orientation. A photo stored as 400×300 pixels, with an EXIF tag that
turns it upright, is 300×400 for every option. A crop anchored at
top-left keeps the top-left corner as the picture is seen. With
orient=none, options measure the pixels as stored.
	After trim. crop and region sizes, positions, and percentages refer to
the trimmed image. Trimming a 1000-pixel-wide image to 800 pixels and then
applying crop=50pct,100pct keeps 400 pixels of width, and a region
starts from the trimmed image's top-left corner.
	After resize and canvas. extend-offset percentages are of the new canvas.
wm-offset and wm-gap percentages are of the frame the watermark is
drawn on, padding included.

In a later group, all of these measure the previous group's result.
DPR and request-wide options
dpr multiplies its group's output sizes and
spacing (w, h, pad, and pixel offsets), not crop, region, or a
crop's anchor-offset. A later
group doesn't inherit it, so /w=400/dpr=2/-/pad=10/src/photos/beach.jpg
adds 10 pixels of padding to the 800-pixel image, not 20. The dpr that an
info request reports is the last group's.
Request-wide options sit outside
the groups: page picks the page that enters the first group,
orient=none skips the EXIF turn, and the output options encode the last
group's result.


  

    Caching and freshness

ImagePipe can keep two caches: one for originals fetched from your sources, and
one for processed images. A resized cat.jpg has no expiry time of its own.
It stays valid as long as the original cat.jpg it was made from is up to
date, so every size and format made from cat.jpg expires when the original
does, and one request to the origin checks them all.
Both caches, and the settings on this page, are host configuration, set for
all sources or per source. Request URLs can't change them:
	In Elixir, the cache and input_cache options set up the caches, with
the options listed in ImagePipe.Cache.FileSystem. The settings
are in source cache settings and
ImagePipe.Source.File.
	In image_pipe_server, see
server configuration:
the [cache] table sets up the caches, and the settings are under
[processing] and each [sources.<name>] table.

Originals and processed images
Each processed image belongs to one version of its original. Most sources
identify a version by the original's content. An
immutable source identifies it by the original's path,
URL, or S3 object instead. A source's name isn't part of the version, so
renaming a source keeps its processed images. Two configured sources that
read the same original share its processed images when its content matches.
Immutable sources share them only when their settings match too.
	When the origin starts serving different bytes for cat.jpg, requests make
new processed images from the new version. Copies made from the old bytes
are never served again. The cache evicts them as it needs space (see
size limit).
	When a check finds the same bytes, the existing processed images are reused
without processing anything. This holds for a 304 and for a full download
that turns out identical.
	Processed images can still be served after the original has been evicted
from the originals cache.

Cache lifetime from origin headers
The originals cache reads Cache-Control, Expires, Date, and Age as a
shared cache does under RFC 9111.
	If the origin sends no lifetime, ImagePipe checks with the origin on every
request. It never guesses a lifetime from Last-Modified. A fallback
lifetime, if you set one, applies only to origins that send none.
	A forced lifetime replaces whatever the origin sends, including no-cache.
	The lifetime counts from the origin's response.

An origin that sends no ETag or Last-Modified gets a full download on
every check, though processed images are still reused when the bytes are
unchanged.
How these lifetimes reach browsers and CDNs is covered in
Serving images through a CDN and
HTTP cache headers.
Stale-while-revalidate
Once an original's lifetime runs out, the origin's stale-while-revalidate
window lets the cache serve a stale processed image while the original is
checked:
	A processed image that is already cached is served at once, and the
original is checked in the background. If the original changed, other sizes
are made from the new version when they are next requested.
	A size that isn't cached yet waits for the check.

After the window ends, the original is checked before anything is served. If
that check fails, the client gets the error. ImagePipe doesn't implement
stale-if-error.
An origin must-revalidate, proxy-revalidate, s-maxage, or no-cache
turns the origin's window off. You can turn the window off for a source, or
force one, which applies even when the origin sends must-revalidate. When
too many background checks are already running, the stale image is still
served, and a later request starts the check.
Storage permission
By default ImagePipe follows the origin: no-store or private means neither
the original nor its processed images are stored, and the response carries
Cache-Control: no-store. Fetches that use your source credentials, such as
signed S3 requests, follow the same rules. An origin no-transform doesn't
stop requested processing or change storage permission.
You can allow storage for a source, which overrides no-store and private,
or deny it. Vary: * from the origin prevents storage even when it is
allowed. A forced lifetime doesn't make a no-store response storable.
Immutable sources
For write-once storage, content-addressed paths, or storage where your
application never replaces a file in place, you can mark a source as one whose
files never change. Originals and processed images from that source never
expire and are never checked, so a cached cat.jpg is served without
contacting the source. They can still be evicted, and still need permission
to be stored.
An immutable source identifies each version by where the original comes from,
not by its content:
	A local file by the source's root_id, a stable name for its directory
(see add a file source), and the file's path.
	An HTTP original by its URL, including the query string.
	An S3 object by its endpoint, bucket, key, and version ID.

Changed content must therefore get a new identifier, such as cat-v2.jpg.
For HTTP and S3 sources, changing how the source fetches originals, such as
its request options or credentials, also gives every original a new version.
Credentials are hashed first, so they never appear in cache keys or ETags.
An immutable source can't have its own lifetime or stale window, and a default
lifetime set for all sources doesn't apply to it. S3 identifiers that name an
object version are treated as immutable automatically (see
request object versions).
Local file sources
A local file has no origin headers, so it has no lifetime unless you set a
fallback one. Unless the source is immutable, the file source identifies each
file by a hash of its content: a changed cat.jpg gets new processed images,
and an unchanged one reuses them.
Each request checks the file's size and timestamps, and reads the file again
only when they have changed. Where file times can't be trusted, the source can
read and hash the file on every check instead. With a fallback lifetime,
requests within it skip the check.
Originals are read where they are. On a network filesystem, the source can
keep a local copy in the originals cache, so other sizes don't read the file
over the network again.
The cache identifies files by the source's root_id and their path, not by
the directory's root. Moving the directory to a new root keeps cached
originals, processed images, and their ETags, as long as root_id stays
the same. Two file sources with the same root_id share these entries, so
they must use the same root. Otherwise the configuration fails to load.
Request coalescing
When many requests for a new processed image arrive at once, the image is
made once and sent to all of them. This needs a processed-image cache, and
applies only to images that may be stored. Requests for different sizes of one
original share one check with the origin when a cache is configured, and one
download when an originals cache is configured.
Both kinds of sharing are local to each node, so two servers can still make
the same image. When the first request fails or its image isn't stored, each
waiting request makes the image itself. When the image is too large to store
or detection failed, waiting requests start as soon
as the server finds out, before the first request finishes. When too many
requests are already waiting, new ones go ahead without waiting. The limits
are listed under coordination limits.


  

    Failures during streaming

ImagePipe sends a newly made image while it is still encoding it. The status
and headers go out with the first encoded bytes, and the rest of the image
follows as the encoder produces it. A 200 for a resized cat.jpg therefore
means the image started well, not that it will finish.
Only newly made images stream this way. Responses served from ImagePipe's
cache, and info, BlurHash, and CSS LQIP responses, are complete before
their headers are sent.
Failures before headers
ImagePipe holds back the headers until the encoder has produced its first
bytes. Anything that fails before then gets a normal
error response, with a status and a short message. That covers
most failures:
	The URL doesn't parse, its signature is wrong, or it asks for something the
deployment doesn't allow.
	The source is missing, or the origin fails or cuts its response short.
ImagePipe downloads the whole original before the first bytes go out, so
every fetch failure is reported this way.
	The original isn't an image ImagePipe can read, or exceeds a size limit.
	The processing pool is full, or the request waited
too long for a slot.
	An operation that needs the whole image in memory, such as trim or rotating
by an arbitrary angle, finds the file corrupt.
	The encoder fails before producing anything.

Failures after headers
A few failures can only happen once the response is being sent:
	Corrupt image data. Pixels are decoded as the encoder needs them, so a
file with a valid header and damaged data further in can fail halfway
through the output.
	Encoder errors in the middle of the image.
	The processing deadline expires while the image is still streaming.
Processing deadline below covers why.
	No progress for 60 seconds. ImagePipe waits at most that long for each
encoded chunk.
	A cached image can't be read partway through, such as after a disk
error.
	The client disconnects.

The status and headers have already been sent, so ImagePipe can't replace
them with an error. It stops sending and logs the failure.
What the client receives
After any of these failures except a disconnect, the client has a 200 with
the right Content-Type and part of the image, and ImagePipe abandons the
response without finishing it:
	Over HTTP/1.1, the server closes the connection before the body is
complete, so clients, proxies, and CDNs can tell it was cut short.
	Over HTTP/2, Bandit (the server behind image_pipe_server and new Phoenix
apps) resets the stream, so the client sees the request fail.

A browser shows part of the image or a broken image.
ImagePipe raises ImagePipe.Plug.StreamAbortedError after logging the
failure, so the server logs that exception as well. Over HTTP/2 with Bandit it
raises Bandit.HTTP2.Errors.StreamError instead. In a Plug app, error
trackers that capture exceptions from your Plug pipeline report the exception
too.
What the cache keeps
ImagePipe writes a new image to its cache while sending it, but only keeps it
when the encoder finished and every byte reached the client. A failure or
disconnect mid-stream leaves nothing in the cache, so the next request for the
same URL makes the image again. Writing entries
lists the exact conditions.
Requests waiting for the same image don't receive a partial copy either. When
the image fails, each of them makes it again. When the client of the request
making it disconnects, one waiting request takes over.
Client disconnects
With Bandit, ImagePipe notices that a client has gone the next time it
writes to the connection. It then stops the encoder and the work behind it,
releases the processing pool slot, and discards the partial cache entry.
When the client of a streamed image disconnects, ImagePipe logs it at info
level, not as an error, and the
[:deliver] span ends with
result: :client_closed.
When the client has gone before ImagePipe sends the headers, Bandit raises
Bandit.TransportError. ImagePipe lets that exception reach Bandit, which
treats it as a client disconnect and by default doesn't log it. ImagePipe's
[:send] and [:request] spans end with the exception, so the
default telemetry logger logs them as warnings. In a Plug app,
error trackers that capture exceptions from your Plug pipeline report it too.
The work stops between chunks, not instantly. A libvips operation that is
already running finishes first, and a stopped request gets one second to
clean up before it is killed.
Processing deadline
With a processing pool, processing_timeout (default 30 seconds) limits how
long one request may hold a processing slot. It starts when the slot is
granted and runs until the last chunk has been sent, including the time spent
waiting for the client to accept data. A slow client can therefore make a
large image run out of time mid-stream. When the deadline expires, ImagePipe
stops the encoder, frees the slot, and ends the response as described above.
A request whose deadline expires before the first bytes go out gets a 503
instead.
The deadline is set on the pool. See
limiting concurrent processing for Elixir and
[pool] for
image_pipe_server.
Clients, proxies, and CDNs
Proxies and CDNs don't store a response whose body is incomplete. ImagePipe's
own cache never holds the partial copy either, so the next request gets a
complete image.
Settings that make truncation less likely are in
slow clients.


  

    Signing and source concealment

A signed URL proves that your application generated it, so the server
rejects any URL a client edited or made up. A concealed source goes further
and hides which image the URL points at. Both are optional, and both work the
same for image_pipe_server and ImagePipe.Plug.
	Signing URLs and rotating keys: turning on signing and
replacing a key.
	Shared URL settings: the keys and other
settings the server and the URL builder must agree on.
	Signed URLs: what a signed URL looks
like to the people who request images.

Purpose of signing
Without signing, anyone who can reach the server can request any size, crop,
or effect of any image the server can read. Each new combination is a new
image to fetch, process, and store in the cache. With signing keys
configured, the server serves only the URLs your application generated, and
answers every other request with 403 before it fetches the source or reads
the cache.
What a signature covers
https://img.example.com/images/sig=<signature>/w=400/expires=1767225600/src/photos/beach.jpg
The signature is an HMAC-SHA256 of everything after the sig= segment: the
options, the expiry, and the image path, byte for byte. Changing any of them
gives 403 with the body invalid signature.
The hostname and the path the server is mounted at (/images here) are
outside the signature. A URL signed for your CDN's address is also valid at
the server's internal address, and moving the server to another path needs
no new signatures.
The signature covers a preset's name, not its definition. When the server's
card preset changes from 400 to 480 pixels wide, every signed
preset=card URL stays valid and serves the wider image.
Expiry
A signed URL can carry an expires time, in Unix seconds. The server accepts
the URL up to and including that second and answers 410 with the body
expired after it, before fetching the source. The expiry is inside the
signed part of the URL, so a client can't extend it. Without signing keys,
the server still checks expires, but anyone can edit it.
An expiry is part of the URL, so a URL generated with a new expiry on every
page view is a new URL every time, and browsers and CDNs can't reuse their
cached copy.
Signing keys
A signing key is a secret, written as hex. The server and the URL builder
each hold a list of keys. The builder signs with the first key in its list,
and the server accepts a signature made with any key in its list.
The list is what makes it possible to replace a key without breaking URLs
already in use: the server accepts the old and the new key while URLs signed
with either are still requested. Signing URLs and rotating keys
gives the steps.
Anyone holding a key can sign any URL, which is why URLs are generated in
server code and the browser receives only the finished URL.
Source concealment
A concealed source replaces src/photos/beach.jpg with an encrypted token:
/images/sig=XzyslPgT…/w=400/enc/Aa_ELvrY…
The token hides the whole source, including a private hostname, the path,
and credentials in its query string. Watermark sources in the same URL are
encrypted too. The token is encrypted with source encryption keys, which are
separate from the signing keys, and concealed URLs are always signed.
Shared URL settings
shows how to configure the keys on both sides.
Deterministic and random tokens
By default, the same source and encryption key always give the same token,
whatever the processing options, and in any process. A URL for beach.jpg at
w=400 and one at w=400/-/blur=2 carry the same enc/ token.
Generating the same URL again gives the same string, so browsers and CDNs
keep reusing their cached copy.
In random mode (the URL builder's iv_mode option, see
source encryption keys),
each URL gets a new token. Random tokens hide that two URLs show the same
image, at the cost of a new URL each time for browsers and CDNs. The server
caches the processed image by its decrypted source, so both modes share the
server's stored copies and ETags with each other and with the same source
written as src/.
What a token reveals
	A token's length shows the source's length to within 16 bytes.
	Deterministic tokens show which URLs have the same source.

The token protects the source only while nobody else can encrypt with your
keys, so no endpoint may encrypt any source it's given. With such an
endpoint, someone can encrypt a guessed source and compare the token with a
URL they've seen.


  

    Presets

A preset is a named set of URL options defined in the server's
configuration, such as card for w=400/h=300/fit=cover. URLs carry only
the name, preset=card, so changing the definition changes the image every
preset=card URL serves, without generating new URLs.
	Defining presets: adding presets and request
defaults to image_pipe_server or the Plug.
	Storing presets in a database: loading
definitions while serving a request.
	Named presets: using presets in a
URL.

Presets and existing URLs
The signature of a signed URL covers the preset's name, not its definition,
so a changed definition keeps every URL valid. The server caches the
processed image by the options a preset expands to. /preset=card and
/w=400/h=300/fit=cover share one cached copy and one ETag, and changing
card changes the cache key of every request that uses it, so those images
are processed again.
Removing a definition breaks its URLs, which then answer 400 with
unknown preset. A preset defined as an empty string adds no options, so it
retires a name while keeping its URLs working: /preset=old/w=600 then
serves the same image as /w=600. Decide this per preset. URLs that relied
on a preset to add a watermark, crop out part of the image, or cap the size
would quietly lose it.
Request defaults
The server's configuration can also set request defaults: one group of
options, such as q=80, applied to every request. They apply to the first
group, under any presets and options the URL writes there. Request defaults
never appear in URLs and can't name presets.
Precedence within a group
Within one group, three layers combine, each overriding the one before it:
	The request defaults, in the first group only.
	Presets, in the order the URL lists them. In preset=card,dark, dark
wins where both set an option.
	Options written in the URL.

An option written in the URL overrides presets only in its own group, so
/w=300/-/preset=card resizes twice. Presets in separate groups stack, so
/preset=frame/-/preset=frame pads twice.
Some options override a related set of options rather than one value, so a
URL can't end up with a half-inherited setting. Writing focus in a URL
replaces the preset's whole crop target, including an anchor and its
offset. Named presets lists these
sets.
Clearing inherited values
unset removes a value that a preset or the request defaults set, as if no
layer had set it, and takes the options that depended on it along.
/preset=card/w=unset drops the width, and the inherited fit and
enlarge go too unless h still uses them. Options written in the same
URL are kept, so /preset=card/w=unset/fit=cover still fails when nothing
else resizes. Because unset has this meaning, no watermark or detection
class can be named unset.
In format-q and the encoder options, unset can also come first in the
list. jpeg-options=unset,progressive drops the inherited JPEG fields, then
turns on progressive.
Request-wide options in presets
Some options, such as format and q, apply to the whole request rather
than to one group. A preset's request-wide options apply to the whole
request, whichever group the preset is written in. When presets in different
groups set the same request-wide option, the later one in the URL wins, and an
option written in the URL wins over every preset. A group whose presets add
only request-wide options adds no group: with webp defined as
format=webp, /w=800/-/preset=webp is the same request as
/w=800/format=webp.
format-q and the encoder options
combine field by field instead. With a preset of jpeg-options=progressive,
a URL's jpeg-options=quant-table:3 keeps progressive. A field set in both
takes the later value.
q covers every format that a format-q in the same layer doesn't list, so
a URL's q replaces the format-q of presets and the request defaults. In
/preset=print/q=80/format-q=avif:50, AVIF is encoded at 50 and every other
format at 80, whatever qualities print sets.
Single-group and pipeline presets
A preset without - is a single-group preset. It works like an ingredient:
a set of options you could have written yourself, applied to the group it is
written in. In /w=800/-/trim=auto/preset=frame, frame pads the image
after the trim, in the second group.
A preset containing - is a pipeline preset: a complete recipe that
supplies every group of the request. Building recipes from ingredients keeps
the ingredients available for requests that need something slightly
different:
card   = w=400/h=300/fit=cover
frame  = pad=20/bg=fff
framed = preset=card/-/preset=frame/format=webp
A preset named inside another preset applies to the group it is written in,
so frame pads the second group of framed. Request-wide options can still
come from anywhere: /preset=framed/format=png and /preset=framed,webp
both work. Any other option or preset added to a pipeline preset is
rejected, because no rule says which of the recipe's groups it would join.
Pipeline preset errors
With framed defined as above, these requests answer 400 with the
message in the response body:
	Request	Message
	/preset=framed/w=500	pipeline preset "framed" cannot be combined with group options
	/w=800/-/preset=framed	the same
	/preset=framed/-/sharpen=1	the same
	/preset=framed,card	pipeline preset "framed" cannot be combined with preset "card", which sets group options
	/preset=framed/-/preset=card	the same
	/preset=framed,other, both pipeline presets	pipeline presets "framed" and "other" cannot be combined

The URL builder returns the same errors as ImagePipe.Plan.Spec.Issue
reasons.
The same rules apply inside preset definitions. A definition that breaks
them stops the server at startup, or answers 500 when it comes from a
preset lookup.
Stored presets
The Plug and ImagePipe.run/4 can also load presets from a database or
another service while they serve a request, through a preset lookup.
image_pipe_server reads presets only from its configuration. Stored
presets follow the same rules as presets in the configuration, with three
differences:
	A name defined in the configuration always wins, and the lookup is never
asked for it.
	A stored preset may name presets from the configuration, but a preset in
the configuration can't name a stored one.
	Errors in a stored definition show up when a request uses it, as 500,
rather than at startup.

Storing presets in a database sets one
up.


  

    Content-aware cropping

A crop or cover resize keeps only part of an image, and content-aware
cropping picks that part by looking at the picture rather than at a fixed
position. A 400×400 square from a wide group photo can keep the middle of
the frame, the most eye-catching area, or the faces. The URL options are
listed under
Crop guides, and
Enabling face and object detection sets up the
detector.
Attention cropping
anchor=smart uses libvips' attention cropping. It scores the image for
edges, saturated color, and skin tones, and keeps the area that scores
highest. It needs no model, runs on every server, and works on any picture.
It doesn't know what a face or a car is, though, so a bright sign behind a
person can win over the person.
Detection-guided cropping
detect runs a detector to find the regions that contain the classes you name,
such as detect=face or detect=car,dog, and centers the crop on them. The
bundled detector finds faces with the YuNet model and 80 everyday object
classes, from person and car to cup and toothbrush, with RT-DETR.
detect=all looks for every class the detector knows. A host can also plug in
its own detector, with its own classes.
The crop is centered on one focus point computed from all the regions, then
moved as little as needed to stay inside the image. A square crop of a
landscape photo with one person on the left keeps that person, and a crop of
two people standing apart keeps the space between them.
Focus point from regions
Every region pulls the focus point toward its center. A bigger region pulls
harder, but not in proportion to its area: a box four times the area of
another pulls twice as hard. That keeps a large background object from
swamping a small subject, while still letting a close-up face win over a
distant one.
A region that extends past the image's edges, or has no area, is left out.
The detector's confidence score doesn't change the pull. The bundled
detector drops objects scoring below 0.5 and faces below 0.6.
In formula form, the focus point is the weighted average of the region
centers, where each region's pull is its class weight times the square root
of its area:
focus = Σ(pullᵢ · centerᵢ) / Σ(pullᵢ)
pullᵢ = classWeight(labelᵢ) · √areaᵢ
Class weights
A class weight multiplies the pull of every region of that class, so in
detect=all,face:3 a face pulls three times as hard as an object of the
same size. Weights only matter relative to other classes, since a weight
shared by every region cancels out of the average.
detect lists the weight syntax.
A face inside a person's box shows why weights are useful. The person's
box is much larger, so detect=person,face stays near the middle of the
body, and detect=person,face:3 moves toward the face.
Blending attention with faces
anchor=smart-face starts from attention cropping and moves it toward
faces. It computes the attention point and the faces' focus point, then
takes a point 70% of the way from the first to the second. A photo with a
face gets a crop that favors the face but still includes what attention
cropping found interesting. A photo with no face gets plain attention
cropping.
Faces are only a hint here, so anchor=smart-face falls back to attention
cropping whenever detection fails, even on a server that requires
detection. A fallback after a detection error isn't cached, as with
detect below.
Missing or failed detection
A detect crop can't always use regions:
	When the detector finds no regions, or only regions outside the image,
the crop uses attention cropping. This is a normal result, cached like
any other.
	When the server has no detector, the crop uses attention cropping, and
the response is cached too. The cache entry is marked as made without a
detector, so installing one later produces new crops instead of serving
the old ones.
	When the detector fails on an image, the crop uses attention cropping,
but the response isn't cached anywhere: it is sent with
Cache-Control: no-store and no ETag. The next request tries detection
again, so a passing failure doesn't stick.

These fallbacks treat detection as a hint: a picture is always served,
even if the crop misses the subject. A server can instead treat it as a
requirement (detector_required), and fail a detect request that can't
run detection. That suits sites where a wrong crop is worse than a missing
image. A server that requires detection also refuses to start without a
working detector.
Error responses lists the statuses.
A class the detector doesn't know, such as detect=unicorn, fails with
400 before the image is fetched, whether or not detection is required. A
typo would otherwise look like a picture with nothing in it.
Cost of detection
Detection is the most expensive crop guide.
	Models run per class. A request runs only the models its classes need:
detect=face runs YuNet, detect=car runs RT-DETR, and detect=all or
detect=car,face runs both. RT-DETR is far larger (about 175 MB against
YuNet's 340 KB) and slower.
	The whole image is in memory. Like attention cropping, detection reads
the entire decoded image, so ImagePipe holds it in memory instead of
streaming it. Pixel limits and processing concurrency bound this.
	The first request loads the model. Each model loads once per server,
and downloads first if it isn't on disk. Warmup at startup moves that wait
out of the first request.
	Results are cached. A cached crop doesn't run detection again. The
cache key and ETag include the versions of the models a request uses, so
updating the face model replaces face crops but keeps cached car crops.

Detection telemetry
times each model run, including the first-load cost.


  

    Source network policy

An HTTP source downloads from addresses that an image URL can name. Without
limits, a request such as src/http://169.254.169.254/latest/meta-data/
would make ImagePipe fetch from inside your network and hand back what it
finds. This is server-side request forgery (SSRF). The HTTP source prevents
it with two checks on every download: the host must be one you listed, and
the address it connects to must be on the public internet.
Hosts and addresses
allowed_hosts is the first check. A source accepts URLs only for the
hosts you list, or the host and port of its base_url, so a request can't
name an arbitrary server. Each entry allows only the default port, 80 for
http and 443 for https, unless the entry names a port, as in
assets.example.com:8443. So a request can't reach another service on an
allowed host by picking its port.
A hostname is not enough on its own, because DNS decides where it points.
assets.example.com could resolve to 10.0.0.5 through a misconfigured
record, or through an attacker who controls the domain's DNS. So the source
also resolves the host and refuses the download unless every address it
gets back is public. A mix of public and private addresses is refused too,
since any of them might be the one used.
Addresses that aren't public include loopback (127.0.0.1), private
ranges (10.0.0.0/8 and the other RFC 1918 ranges), link-local addresses
such as the cloud metadata service at 169.254.169.254, carrier-grade NAT,
multicast, and reserved ranges. The full list is in
address policy.
An address written in an unusual form is checked as the address it means.
2130706433, 0x7f.1, and 127.1 are all 127.0.0.1, and an IPv6
address that embeds an IPv4 address, such as ::ffff:10.0.0.5, is checked
as 10.0.0.5. NAT64 addresses are treated as non-public.
Connecting to the checked address
Checking the address and then letting the HTTP client resolve the host again
would leave a gap: DNS can answer differently the second time. This is
called DNS rebinding. Instead, the source connects to the address it
checked, while still sending the hostname in the Host header and verifying
the TLS certificate against it. The origin sees an ordinary request.
Connections are pooled per hostname and address, so a connection opened to
one address is never reused after the host resolves somewhere else, and a
forward proxy is asked for the checked address too.
Redirects
A redirect is a new download and gets the same checks: its host must be
listed, and its addresses must be public. Redirects aren't followed at all
unless the source sets max_redirects.
Private origins
Some origins are meant to be private, such as an image store on your own
network. You can allow specific address ranges, or whole categories such as
private addresses, for one source (see
allow a private origin).
Allowing a narrow range keeps the protection for everything else on that
network, so prefer 10.0.5.0/24 for an origin over all private addresses.
Denied downloads answer 404 source not found, the same as a missing
image. A client can't use the answer to learn which hosts or addresses
exist behind the server (see error responses).


  

    Request tracing

ImagePipe can turn its telemetry events into
OpenTelemetry spans that show each request in a trace. A trace shows which stages a
request went through, how they nest, and how long each took, even when the
work moves between processes. Tracing is off until you attach the tracer.
Attaching the tracer
The tracer creates spans through the OpenTelemetry API, and your application
runs the OpenTelemetry SDK that exports them. Add the SDK to your
dependencies, then attach the tracer once at startup:
# lib/my_app/application.ex
ImagePipe.Telemetry.attach_tracer()
	ImagePipe.Telemetry.attach_tracer/1: the tracer's options.
	Exporting traces to Jaeger: setting up
the SDK with a backend.

To see spans without a backend, configure the SDK's stdout exporter, which
prints spans to the console:
# config/dev.exs
config :opentelemetry, traces_exporter: {:otel_exporter_stdout, []}
image_pipe_server attaches the tracer itself when its
tracing settings
are set.
Spans and their hierarchy
Each span event becomes a span named after its event, so
[:source, :fetch_decode] becomes image_pipe.source.fetch_decode. An
image_pipe.request is the outermost ImagePipe span of a request. Background cache work,
such as refreshing a stale original, a cache's admission decisions,
or deleting files a crash left behind, forms its own traces. A
one-shot event, such as [:output, :clamp], becomes an event on the span that
is current when it fires.
Evictions aren't traced.
[:cache, :eviction, :stop]
reports their counts and bytes to telemetry handlers.
A span's parent is the span that was current when it started. ImagePipe
carries the request's context into the other processes that serve it: the
processing pool, the encoder, the detection models, watermark fetches, and
the cache writer. Their spans stay in the request's trace. For example,
image_pipe.encode runs in the encoder process but is a child of
image_pipe.request, or of image_pipe.processing.execute under a
processing pool. image_pipe.deliver is a child of image_pipe.send.
After a timeout or cancellation, image_pipe.processing.execute remains open
until the worker finishes its operation and cleanup.
HTTP and S3 source requests add a client span, image_pipe.http.client. It
ends when the origin's status and headers arrive, because the body is
streamed afterwards. Finch spans for the whole request, the connection pool,
connecting, sending, and receiving (finch.request, finch.connect,
finch.recv, and so on) nest in it,
unless the tracer is attached with finch_spans: false.
The request carries a traceparent header naming the client span, so an
origin that traces its own requests joins the trace. It carries no other
trace context, such as tracestate or baggage, whatever propagators the
SDK is configured with. Without the tracer, source requests send no
traceparent.
image_pipe.http.client has an http.status_code attribute, or error.type
when the request fails. A Finch span has http.status_code when a response
arrived.
A span's attributes are its event's start and stop metadata, limited to keys
known to be safe to export. Request paths, source URLs, signatures, and
credentials are never copied. Atoms become strings, a list of atoms,
strings, or numbers becomes a list of strings, and any other value that isn't
a string, number, or boolean becomes its inspect/1 text.
image_pipe.request also carries a request_id attribute when Logger
metadata has a :request_id, such as the one Plug.RequestId sets, so you
can find a request's trace from its log lines.
A span's status is unset when its event has no :result, or one of these
results: :ok, :admitted, :options, :not_modified, :detected,
:no_regions, :rejected, :client_closed, and :cancelled. Any other
:result, or an exception, sets the status to error. The
telemetry event reference lists which events emit
each result. A span that raised also gets an exception event, and its status
message is the inspect/1 text of the raised reason, which can contain an
exception message.
Where a trace starts
image_pipe.request starts under the span that is current in the process
handling the request. When your application traces its own requests, for
example with Phoenix or Bandit instrumentation, ImagePipe's spans join that
trace as children of your span. ImagePipe.run/4 in an instrumented
background job joins the job's trace the same way. With no current span,
image_pipe.request starts a new trace.
Inbound trace context
When the tracer is attached with extract_inbound: true and no span is
current, a Plug request with a valid W3C
traceparent
header continues the caller's trace. Its request span gets the caller's trace
ID and is a child of the caller's span. A request with a missing or invalid
header starts a new trace. When a span is already current, that span is the
parent, and the header is ignored. ImagePipe.run/4 never reads a header.
Extraction is off by default because any client can send a traceparent.
A client that does can attach its requests to a trace ID of its choosing,
for example one that belongs to another service's traces, and mark them as
sampled. Turn extraction on when a proxy you control sets the header or
removes it from outside requests. If your own HTTP instrumentation extracts
traceparent, ImagePipe's spans join that trace, and this option has no
effect.
image_pipe_server extracts inbound context only when trust_traceparent
is set in its
[telemetry] configuration.
It is off by default.
Sampling
The SDK's sampler decides which traces are recorded. With its default
parent-based sampler, a request under your own span or an inbound trace
follows that parent's sampled flag, and the root sampler (always_on unless
you configure another) applies to new traces. ImagePipe doesn't sample on
its own.


  

    Writing a custom source

Serve originals from a store the built-in sources don't cover, such as a
database, an internal API, or blobs your app manages. This guide assumes
ImagePipe is running in your app (see Getting started with Phoenix).
image_pipe_server runs only the built-in sources.
Implement the behaviour
A source adapter is a module that implements ImagePipe.Source. This one
serves blobs by ID from MyApp.Blobs.get/2, which stands in for your own
code and returns {:ok, bytes} or :error:
# lib/my_app/blob_source.ex
defmodule MyApp.BlobSource do
  @behaviour ImagePipe.Source

  alias ImagePipe.Source.Path
  alias ImagePipe.Source.CacheSettings
  alias ImagePipe.Source.Resolved
  alias ImagePipe.Source.Response

  @schema NimbleOptions.new!([bucket: [type: :string, required: true]] ++ CacheSettings.schema())

  @impl true
  def identifiers(_options), do: [Path]

  @impl true
  def validate_options(opts) do
    case NimbleOptions.validate(opts, @schema) do
      {:ok, opts} -> CacheSettings.validate(opts)
      {:error, error} -> {:error, {:invalid_source_config, Exception.message(error)}}
    end
  end

  @impl true
  def resolve(%Path{segments: [id]}, opts, _runtime_opts) do
    identity = [kind: :blob, bucket: Keyword.fetch!(opts, :bucket), id: id]

    cache =
      CacheSettings.fields(opts,
        stable?: CacheSettings.immutable?(opts),
        seed: identity,
        copy?: true
      )

    {:ok, struct!(Resolved, [identity: identity, fetch: id] ++ cache)}
  end

  def resolve(%Path{}, _opts, _runtime_opts), do: {:error, {:source, :not_found}}

  @impl true
  def fetch(%Resolved{fetch: id}, opts, _runtime_opts) do
    case MyApp.Blobs.get(Keyword.fetch!(opts, :bucket), id) do
      {:ok, bytes} -> {:ok, %Response{stream: [bytes]}}
      :error -> {:error, {:source, :not_found}}
    end
  end
end
resolve/3 describes the original without reading it, and fetch/3 reads
it when no cached copy can be used. Three things matter most, and the
behaviour reference lists the rest:
	identity must name everything that selects different bytes, here the
bucket and the ID. Two originals with the same identity share cache
entries. Keep secrets out of it. ImagePipe adds a hash of the source's
options, apart from the cache settings, so two sources with different
options never share entries. A function in the options is hashed by its
module, its place in that module, and the values it captures, so a
redeploy keeps the hash unless the function or the code around it changes.
A pid or a reference, or a function that captures one, can hash differently
after a restart or redeploy, and the source's cache entries are then not
reused.
	CacheSettings.fields/2 fills in the cache fields from the standard
stable, cache_policy, internal_cache, and http_cache options, which
CacheSettings.schema/0 adds to your schema. copy?: true keeps a copy of
each original in the originals cache. Pass
false when reading the store again is cheap.
	Errors are {:error, {:source, reason}}. :not_found answers 404.
The ImagePipe.Source errors list
the other reasons and how to choose a status.

Add the source
Add a source that uses the adapter, like a built-in one. A path adapter can
take a prefix, a custom scheme, or both:
sources: [
  blobs: [
    adapter: MyApp.BlobSource,
    match: [prefix: "blobs", scheme: "blob"],
    options: [bucket: "images", stable: :immutable]
  ]
]
Both /w=400/src/blobs/42 and /w=400/src/blob://42 then serve blob 42.
Invalid options raise ArgumentError when the configuration is built.
If a blob never changes once stored, set stable: :immutable as above.
Cached images are then served without calling fetch/3. Otherwise each
original is identified by a hash of its bytes, and is fetched again
whenever it needs checking (see
Caching and freshness).
Confirm it works
Request a blob that exists, and one that doesn't:
$ curl -s -o /dev/null -w '%{http_code} %{content_type}\n' http://localhost:4000/images/w=400/src/blobs/42
200 image/jpeg
$ curl -s -w '\n%{http_code}\n' http://localhost:4000/images/w=400/src/blobs/43
source not found
404

Next steps
	Routing image paths to sources lists the match rules.
	ImagePipe.Source.CacheSettings describes the cache options your adapter
accepts.



  

    Writing a custom detector

Replace the bundled face and object detector with your own model, a remote
service, or a test fake, so detect crops use its results. This guide
assumes ImagePipe is running in your app (see Getting started with Phoenix).
image_pipe_server runs only the bundled detector.
Implement the behaviour
A detector is a module that implements ImagePipe.Transform.Detector. This
one wraps a model behind MyApp.Model.run/1, which stands in for your own
code and returns boxes with a label and a score:
# lib/my_app/detector.ex
defmodule MyApp.Detector do
  @behaviour ImagePipe.Transform.Detector

  @classes ["face", "car"]
  @model_version "my-model-v1"

  @impl true
  def supported_classes(_opts), do: @classes

  @impl true
  def available?(_opts), do: true

  @impl true
  def identity(_opts), do: {__MODULE__, @model_version}

  @impl true
  def detect(image, opts) do
    classes = Keyword.get(opts, :classes, :all)

    with {:ok, detections} <- MyApp.Model.run(image) do
      regions =
        for %{label: label, score: score, x: x, y: y, width: w, height: h} <- detections,
            classes == :all or label in classes do
          %{label: label, score: score, box: {x, y, w, h}}
        end

      {:ok, regions}
    end
  end
end
Three rules matter most, and the
behaviour reference lists the rest:
	supported_classes/1 returns every class name the detector can find,
spelled as in URLs (traffic_light, not traffic light). A request for
any other class fails with 400 before the image is fetched.
	detect/2 returns only regions whose label is in opts[:classes], or any
label when it is :all. ImagePipe doesn't filter them, so a stray car
moves a detect=face crop.
	identity/1 names the model version. It is part of the cache key and the
ETag, so changing it replaces crops made by the old model. Keep secrets
out of it, since telemetry handlers can receive it.

Boxes are {x, y, width, height} in pixels from the top-left corner of the
image that detect/2 receives.
Report model files
If the detector loads model files from disk, add ready?/1 and warmup/1.
ready?/1 reports whether the model files are on disk. warmup/1 loads
them at startup:
@impl true
def ready?(_opts), do: File.exists?(MyApp.Model.path())

@impl true
def warmup(_opts), do: MyApp.Model.load()
While ready?/1 returns false, a Plug configured with
detector_required: true answers 503 to detect requests. warmup/1
returns :ok or {:error, reason}.
If the detector can't run at all in some builds, return false from
available?/1 and {:error, {:detector, :unavailable}} from detect/2,
and return a different identity while it is unavailable.
Errors in the behaviour
reference explains why.
Configure the detector
Set the detector option to your module:
# lib/my_app_web/router.ex
forward "/images", ImagePipe.Plug,
  sources: [
    media: [
      adapter: ImagePipe.Source.File,
      match: :path,
      options: [root: "/srv/images", root_id: "media"]
    ]
  ],
  detector: MyApp.Detector
The same option works in ImagePipe.config/1 and in an ImagePipe instance.
An instance calls your warmup/1 when it starts. For a mount without an
instance, like the one above, add the warmup worker to your supervision
tree, before the endpoint:
# lib/my_app/application.ex
children = [
  {ImagePipe.Transform.Detector.Warmup, detector: MyApp.Detector},
  MyAppWeb.Endpoint
]
Check the results
Call the detector on a real image in iex -S mix:
iex> image = Image.open!("priv/static/images/street.jpg")
iex> MyApp.Detector.detect(image, classes: ["car"])
{:ok, [%{label: "car", score: 0.91, box: {412, 230, 180, 96}}]}
Then request a crop through ImagePipe.Plug with the default Logger attached
(ImagePipe.Telemetry.attach_default_logger/0), for example
/images/w=400/h=400/fit=cover/detect=car/src/street.jpg. The log shows
whether the detector found regions:
[info] image_pipe transform detect: detected
no_regions means the detector found nothing, and the crop used attention
cropping instead. A warning with error means detect/2 returned an error
or a malformed result.
Next steps
	Content-aware cropping explains how regions
and class weights become the crop's focus point.
	Crop guides lists the detect syntax.
	Detection telemetry
describes the events a detector run emits.



  

    Storing presets in a database

Load preset definitions from a database or another service while ImagePipe
serves a request, so editors can add or change presets without a restart.
This assumes ImagePipe.Plug or ImagePipe.run/4 in your Elixir
application. image_pipe_server has no preset lookup. Its presets come only
from its configuration file. Presets explains how stored presets
combine with the ones in the configuration.
Implement the lookup
Write a module that implements ImagePipe.PresetLookup. fetch/2 receives
the names a request needs and returns the definition of each name it has:
# lib/my_app/presets.ex
defmodule MyApp.Presets do
  @behaviour ImagePipe.PresetLookup

  import Ecto.Query

  @impl true
  def validate_options(options) do
    case Keyword.fetch(options, :repo) do
      {:ok, _repo} -> {:ok, options}
      :error -> {:error, :missing_repo}
    end
  end

  @impl true
  def fetch(names, options) do
    repo = Keyword.fetch!(options, :repo)
    query = from p in "presets", where: p.name in ^names, select: {p.name, p.fragment}
    {:ok, Map.new(repo.all(query))}
  end
end
Each definition is a fragment of URL options, the same as a preset in the
configuration, such as "w=400/h=300/fit=cover". Leave out names the
database doesn't have, and the request answers 400 with
unknown preset. When the database is unreachable, the request answers
503, whether fetch/2 returns {:error, reason} or, as repo.all/1 does
here, raises.
Cache the definitions
ImagePipe calls fetch/2 on every request that names a preset missing from
the configuration, and doesn't keep the results. Cache them in your module,
for example in ETS, :persistent_term, or Cachex, and set a short timeout on
the database or HTTP client it uses, since the request waits for the call.
Configure the lookup
Pass the module and its options as :preset_lookup, next to any presets in
the configuration:
# lib/my_app/application.ex
{ImagePipe,
 name: MyApp.Images,
 presets: %{"card" => "w=400/h=300/fit=cover"},
 preset_lookup: {MyApp.Presets, repo: MyApp.Repo},
 sources: [...]}
ImagePipe calls validate_options/1 once, when it builds the configuration,
and raises ArgumentError when it returns {:error, reason}.
A name in :presets always wins, and requests that use only those names
never call the lookup. Stored presets may name presets from :presets or
other stored presets, and ImagePipe fetches the names they reference in
further calls. :max_preset_lookups (default 32) caps how many distinct
names one request may look up. A request fails with 400 when its URL names
more stored presets than the cap. It fails with 500 when the presets that
stored definitions reference push the total over the cap.
Build URLs for stored presets
The URL configuration from ImagePipe.url_config/2 has
preset_lookup: true in its :validate_against, so the builder accepts
names missing from :presets and leaves them to the server.
ImagePipe.validate/2 runs the lookup, for a full check before you hand out
a URL:
builder =
  ImagePipe.URL.new(ImagePipe.url_config(MyApp.Images))
  |> ImagePipe.URL.group(presets: ["spring-sale"])

{:ok, _warnings} = ImagePipe.validate(MyApp.Images, builder)
A builder in another application passes preset_lookup: true in its
:validate_against.
Retire a stored preset
Return "" for a retired name instead of deleting its row. Its URLs keep
working, without the preset's options. A preset that added a watermark, a
crop that hides part of the image, or a size cap should usually stay
instead, since its URLs would quietly lose it.
Check the lookup
Request a stored preset. Each request that calls the lookup emits the
[:image_pipe, :preset, :lookup] span, whose stop metadata counts the
definitions fetched and the calls to fetch/2 (see
telemetry events). The default Logger logs failed
lookups as warnings. ImagePipe.PresetLookup lists the status each
lookup result gives.


  

    Elixir configuration

An ImagePipe configuration holds the settings that apply to every image you
serve or process: sources, caches, limits, output defaults, presets, and URL
settings such as signing keys. You build it with ImagePipe.config/1,
which lists every option with its default.
config =
  ImagePipe.config(
    base_url: "/images",
    keys: [signing_key],
    sources: [
      media: [
        adapter: ImagePipe.Source.File,
        match: :path,
        options: [root: "/srv/images", root_id: "media"]
      ]
    ],
    presets: %{"card" => "w=400/h=300/fit=cover"},
    max_input_pixels: 40_000_000,
    quality: 82
  )
A mount, an instance, or a call to ImagePipe.run/4 takes this
configuration. Invalid options raise ArgumentError when you build it.
Where settings belong
	Setting	Examples	Set with
	Configuration	Sources, caches, limits, output defaults, presets, and URL settings (signing keys, source encryption keys, base URL)	ImagePipe.config/1
	A source	Root directory, allowed hosts, timeouts, S3 credentials	The source's options:, listed in its adapter's docs, such as ImagePipe.Source.HTTP
	A mount	CORS, HTTP cache headers, debug headers	ImagePipe.Plug options on the forward
	An instance	Its name, URL settings for mounts with different keys (mounts:), and which detection models load at startup (detector_warmup:)	ImagePipe.child_spec/1
	A request	Size, crop, effects, format, quality	URL options, or ImagePipe.URL.group/2 and ImagePipe.URL.output/2
	A direct call	The Accept value, header and cookie values for cached copies	accept: and request_inputs: on ImagePipe.run/4

A mount checks request URLs against the configuration's URL settings, or
those of the named set it picks with mount:. To build URLs in the same
app, get those settings with ImagePipe.url_config/2, adding
mount: :signed for a mount that picks the named set :signed. A separate
app needs the same keys (see
shared URL settings).
Which setting wins
When the same setting is given in more than one place:
	Options passed to an inline mount next to config: replace that
configuration's options. A mount of an instance accepts only mount options
and mount:, which picks one of the named sets of URL settings in the
instance's mounts:.
	Each entry in an instance's mounts: applies its URL settings on top of
the instance's. A setting the entry leaves out keeps the instance's value,
so a mount that sets only source_encryption_keys still checks the
instance's signing keys. For a mount that doesn't check signatures, set
keys: [], and source_encryption_keys: [] if the instance has them.
	Options passed to an instance next to config: replace that
configuration's options.
	Options passed to ImagePipe.run/4 or ImagePipe.write/5 replace the
configuration's options for that call.
	A request's own options win over the configuration's defaults. A URL with
q=90 uses quality 90 whatever quality says.
	Presets apply in a fixed order: request_defaults first, then the named
presets in the order the URL lists them, then the request's own options.
See presets.

Encoder defaults
:jpeg_options, :png_options, :webp_options, and :avif_options set
encoder defaults. They take the same keyword lists as the options of the same
name in ImagePipe.URL.output/2:
config =
  ImagePipe.config(
    jpeg_options: [interlace: true],
    webp_options: [effort: 5]
  )

builder =
  ImagePipe.URL.new()
  |> ImagePipe.URL.output(format: :jpeg, jpeg_options: [interlace: false])
A request's settings replace the configuration's field by field, so this
builder encodes a baseline JPEG and keeps any other JPEG defaults. The
fields are listed in encoder options
under their URL names. Hyphens become underscores, and progressive and
subsample have different builder names, listed in
URL option names.
WebP encodes at effort: 4 and AVIF at effort: 3 unless :webp_options or
:avif_options set another :effort. AVIF also encodes without chroma
subsampling (subsample_mode: :off) unless :avif_options sets another
:subsample_mode. See
WebP options and
AVIF options for the time and size tradeoff.
Limits and cached images
The limits, such as max_input_pixels and max_result_width, set the largest
images ImagePipe processes. They don't apply to images already in the
cache. After you lower a limit, cached images that exceed it are still
served from the cache.


  

    Configuring image_pipe_server

The server reads its configuration once at boot, from a TOML file and from
environment variables. The guides describe what the settings
do, with a tab for the server wherever its syntax differs.
An application that builds URLs for the server must match some of them, as
listed in shared URL settings.
Sources and precedence
	The library's defaults.
	Standard AWS_ variables, for the S3 credential options that
container_credentials and web_identity leave out (see
S3 credentials).
	The TOML file named by IPS_CONFIG, or /etc/image_pipe/config.toml, or
the file's contents in IPS_CONFIG_TOML on a platform that can't mount
files. The default file is optional, so a deployment can use only
environment variables. A missing file named by IPS_CONFIG, or setting
both IPS_CONFIG and IPS_CONFIG_TOML, stops the server.
	IPS_ environment variables, which override single settings in the TOML
configuration.

A small file:
[url]
keys = ["0123abcd…"]

[sources.static]
adapter = "file"
match = "path"
root = "/data/images"
root_id = "static"

[sources.tmdb]
adapter = "http"
match = { prefix = "tmdb" }
base_url = "https://image.tmdb.org/t/p/original"
path_pattern = '[a-zA-Z0-9_-]+\.(jpg|jpeg|png|webp)'
stable = "immutable"
cache_policy = { storage = "allow" }

[cache.output]
root = "/var/cache/image_pipe/output"
max_size_bytes = 10_000_000_000

[processing]
quality = 82

[pool]
max_concurrency = 8
max_queue = 16
Environment variables
A variable names a setting by its path in the file: IPS_, then the levels
joined with __ and written in upper case. Single underscores stay part of a
name.
IPS_URL__KEYS=0123abcd…
IPS_SOURCES__TMDB__ADAPTER=http
IPS_SOURCES__TMDB__MATCH__PREFIX=tmdb
IPS_SOURCES__TMDB__BASE_URL=https://image.tmdb.org/t/p/original
IPS_PROCESSING__QUALITY=82

	Levels are lowercased, so a source written as [sources.TMDB] in the file
can't be overridden from the environment. Use lowercase source names.
	Lists are comma-separated, such as IPS_URL__KEYS=0123abcd…,4567ef01…, or
have one entry per line.
	A variable ending in _FILE reads the value from that file, without
trailing whitespace, for Docker and Kubernetes secrets:
IPS_URL__KEYS_FILE=/run/secrets/signing_keys. A secret file can hold one
list entry per line.
	Setting the same value twice is an error, such as IPS_URL__KEYS together
with IPS_URL__KEYS_FILE, or with IPS_url__keys, since levels are
lowercased.
	A list variable with no entries, or a _FILE variable whose file has none,
is an error, so an empty signing-keys secret stops the server instead of
turning off signature checks.
	Settings whose own name ends in _file, such as the web_identity
provider's token_file, take the variable's value as the path instead:
IPS_SOURCES__MEDIA__CREDENTIALS__TOKEN_FILE=/var/run/secrets/eks.amazonaws.com/serviceaccount/token.
	Variables that Kubernetes sets for a Service named ips or ips-…, such
as IPS_SERVICE_HOST and IPS_PORT, are ignored. Every setting has a
__ in its name, and these never do.
	Settings that are awkward as variables, such as S3 buckets,
address_policy, or storage_inputs, belong in the file.

Values
TOML strings, numbers, booleans, arrays, and tables map onto the library's
options:
	Named values are strings: stable = "immutable", http_cache = "auto".
	Tagged values are tables with one entry: freshness = { fallback = 60 }.
	Tables with library-defined keys, such as format_quality = { webp = 80 },
accept only keys the library knows.
	adapter names a built-in source adapter: "file", "http", or "s3".
	match is "path" or a table of prefix and scheme rules, each a string
or an array.
	path_pattern is a regular expression, anchored by the adapter.
	HTTP sources take request_headers (a table of header names to values) and
bearer_token for origins behind an API key or a static token. Both can
come from _FILE variables. A shell can't export a variable named after a
header with a -, such as
IPS_SOURCES__TMDB__REQUEST_HEADERS__X-API-KEY_FILE. Docker, Compose, and
Kubernetes accept the name, so set it there. Otherwise, set the header under
request_headers in the TOML file.
	S3 credentials are { static = { access_key_id = "…", secret_access_key = "…" } }
or a provider: { provider = "instance_role" }, "container_credentials",
"web_identity", or "assume_role", with the provider's options in the same
table.

Some settings exist only in Elixir: functions (address_resolver, the
function form of address_policy, clock), req_options, custom source
adapters, detectors, and credential providers. The reference marks
them. Hosts that need them build their own release on top of image_pipe.
Errors
Invalid configuration stops the server at boot. The server prints the error,
which names the setting or variable, and exits with status 1. Errors about
the file's shape and types never quote a value. The library's own checks
may quote a non-secret value, such as an out-of-range quality, but never
a key, credential, token, or the contents of a _FILE:
invalid configuration: url.source_encryption_keys[0]: expected a hex-encoded 32-byte key
invalid configuration: processing.qualty: unknown setting
A file that isn't valid TOML is reported with its position and key, with the
values on the quoted line redacted. An error in IPS_CONFIG_TOML names the
variable in place of the path:
invalid TOML: unexpected newline in single-quoted string in /etc/image_pipe/config.toml on line 2, column 14:

    keys = <redacted value>
           ^
Reference
Every key the server accepts, generated from the loader's schemas. Types are
TOML types; defaults are the library's.
[server]
The HTTP listener. Times are in milliseconds. read_timeout closes connections that send nothing for that long, idle keep-alive connections included. max_connections rounds up to a multiple of 100 above 100 connections. With auth_token, requests other than the health checks must send Authorization: Bearer <token>. On shutdown, /health/ready answers 503 while the server keeps serving for shutdown_delay. Then in-flight requests get shutdown_timeout to finish. health_port serves the health checks on a separate listener, outside max_connections. See health and shutdown.
	Key	Type	Default
	port	integer 0–65535	8080
	bind	string	"0.0.0.0"
	mount_path	string	"/"
	shutdown_delay	integer ≥ 0	5000
	shutdown_timeout	integer ≥ 0	15000
	read_timeout	integer > 0	10000
	max_connections	integer > 0	2048
	auth_token	string	
	health_port	integer 0–65535	

[url]
How the server checks request URLs: the signing keys and the keys that decrypt enc/ image paths. See signing URLs and rotating keys.
	Key	Type	Default
	keys	array of hex strings, each at least 64 digits	[]
	source_encryption_keys	array of hex strings, each a 32-byte key	[]

[sources.<name>]
One table per source. The table name is the source's name. Besides
adapter and match, a source takes its adapter's options.
	Key	Type	Default
	adapter	"file" or "http" or "s3"	
	match	"path" or table	
	match.prefix	array of string or string	
	match.scheme	array of string or string	

adapter = "file"
	Key	Type	Default
	root	string	
	root_id	string	
	verify	"stat" or "hash"	"stat"
	copy	"none" or "keep"	"none"
	stable	"auto" or "immutable"	"auto"
	internal_cache	"enabled" or "disabled"	"enabled"
	http_cache	"inherit" or "validators" or "auto" or "public" or "private"	"inherit"
	cache_policy.storage	"origin" or "allow" or "deny"	
	cache_policy.freshness	"origin" or { fallback = … } or { force = … } (integer ≥ 0)	
	cache_policy.stale_while_revalidate	"origin" or "disabled" or { force = … } (integer ≥ 0)	

adapter = "http"
	Key	Type	Default
	allowed_hosts	array of string	
	base_url	string	
	receive_timeout	integer ≥ 0	
	fetch_timeout	integer > 0	
	connect_timeout	integer ≥ 0	
	pool_timeout	integer ≥ 0	
	max_redirects	integer ≥ 0	0
	stable	"auto" or "immutable"	"auto"
	internal_cache	"enabled" or "disabled"	"enabled"
	http_cache	"inherit" or "validators" or "auto" or "public" or "private"	"inherit"
	cache_policy.storage	"origin" or "allow" or "deny"	
	cache_policy.freshness	"origin" or { fallback = … } or { force = … } (integer ≥ 0)	
	cache_policy.stale_while_revalidate	"origin" or "disabled" or { force = … } (integer ≥ 0)	
	path_pattern	string (regular expression)	
	address_policy.allow	array of string	
	address_policy.allow_loopback	boolean	
	address_policy.allow_unspecified	boolean	
	address_policy.allow_link_local	boolean	
	address_policy.allow_private	boolean	
	address_policy.allow_unique_local	boolean	
	address_policy.allow_multicast	boolean	
	address_policy.allow_broadcast	boolean	
	address_policy.allow_cgnat	boolean	
	address_policy.allow_reserved	boolean	
	request_headers	table of string	
	bearer_token	string	

Elixir only: req_options, address_resolver.
adapter = "s3"
	Key	Type	Default
	region	string	
	endpoint	string	
	receive_timeout	integer ≥ 0	
	fetch_timeout	integer > 0	
	connect_timeout	integer ≥ 0	
	pool_timeout	integer ≥ 0	
	stable	"auto" or "immutable"	"auto"
	internal_cache	"enabled" or "disabled"	"enabled"
	http_cache	"inherit" or "validators" or "auto" or "public" or "private"	"inherit"
	cache_policy.storage	"origin" or "allow" or "deny"	
	cache_policy.freshness	"origin" or { fallback = … } or { force = … } (integer ≥ 0)	
	cache_policy.stale_while_revalidate	"origin" or "disabled" or { force = … } (integer ≥ 0)	
	credentials	{ static = {...} } or { provider = "...", ... }	
	buckets	table of the S3 settings above	

Elixir only: req_options.
S3 credentials
Static credentials:
	Key	Type	Default
	static.access_key_id	string	
	static.secret_access_key	string	
	static.token	string	

Or a credential provider and its options. assume_role takes base
credentials in the same forms. container_credentials without
relative_uri, full_uri, auth_token, or auth_token_file takes each
one whose variable is set from AWS_CONTAINER_CREDENTIALS_RELATIVE_URI,
AWS_CONTAINER_CREDENTIALS_FULL_URI, AWS_CONTAINER_AUTHORIZATION_TOKEN,
and AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE. web_identity fills each of
token_file, role_arn, region, and role_session_name that the
table leaves out, from AWS_WEB_IDENTITY_TOKEN_FILE, AWS_ROLE_ARN,
AWS_REGION, and AWS_ROLE_SESSION_NAME respectively.
provider = "assume_role":
	Key	Type	Default
	base	{ static = {...} } or { provider = "...", ... }	
	role_arn	string	
	region	string	
	external_id	string	
	role_session_name	string	
	receive_timeout	integer ≥ 0	
	connect_timeout	integer ≥ 0	

provider = "container_credentials":
	Key	Type	Default
	base_url	string	
	full_uri	string	
	relative_uri	string	
	auth_token	string	
	auth_token_file	string	
	receive_timeout	integer ≥ 0	
	connect_timeout	integer ≥ 0	

provider = "instance_role":
	Key	Type	Default
	base_url	string	
	ttl_seconds	integer > 0	
	receive_timeout	integer ≥ 0	
	connect_timeout	integer ≥ 0	

provider = "web_identity":
	Key	Type	Default
	token_file	string	
	role_arn	string	
	region	string	
	role_session_name	string	
	receive_timeout	integer ≥ 0	
	connect_timeout	integer ≥ 0	

[cache]
Caches on the local filesystem: output for processed images, input for originals. Their root directories must be separate, neither inside the other. Each cache needs root and max_size_bytes. See caching processed images.
	Key	Type	Default
	output.max_size_bytes	integer > 0	
	output.root	string (absolute path)	
	output.max_body_bytes	integer ≥ 0	
	input.max_size_bytes	integer > 0	
	input.root	string (absolute path)	
	storage_inputs	array of { header = … } or { cookie = … } (string)	

[processing]
Defaults and limits for every image the server processes. The limits on originals, intermediate images, and results are described in limiting work per request.
	Key	Type	Default
	max_body_bytes	integer > 0	10000000
	max_input_pixels	integer > 0	40000000
	max_input_frames	integer > 0	1000
	svg.font_dirs	array of string	[]
	svg.fallback_family	string	
	svg.max_bytes	integer > 0	10000000
	svg.max_render_work	integer > 0	100000000
	svg.max_render_pixels	integer > 0	
	max_result_width	integer > 0	8192
	max_intermediate_pixels	integer > 0	100000000
	max_result_height	integer > 0	8192
	max_result_pixels	integer > 0	40000000
	auto_avif	boolean	true
	auto_webp	boolean	true
	quality	integer 1–100	80
	format_quality	table of integer > 0	{ avif = 63, webp = 79 }
	strip_metadata	boolean	true
	keep_copyright	boolean	true
	stripped_dpi	integer 1–65535	72
	strip_color_profile	boolean	true
	preserve_hdr	boolean	false
	skip_processing_formats	array of "avif" or "webp" or "jpeg" or "png" or "jpeg_xl" or "heif" or "tiff" or "jpeg2000" or "gif"	[]
	autoquality	boolean	false
	autoquality_target	integer or number	75
	detector	"default"	"default"
	detector_required	boolean	false
	source_cache_policy.storage	"origin" or "allow" or "deny"	
	source_cache_policy.freshness	"origin" or { fallback = … } or { force = … } (integer ≥ 0)	
	source_cache_policy.stale_while_revalidate	"origin" or "disabled" or { force = … } (integer ≥ 0)	
	format_order	array of "avif" or "webp"	
	jpeg_options.interlace	boolean	
	jpeg_options.subsample_mode	"auto" or "on" or "off"	
	jpeg_options.trellis_quant	boolean	
	jpeg_options.overshoot_deringing	boolean	
	jpeg_options.optimize_scans	boolean	
	jpeg_options.quant_table	integer 0–8	
	png_options.interlace	boolean	
	png_options.palette	boolean	
	png_options.bitdepth	1 or 2 or 4 or 8 or 16	
	png_options.filter	"none" or "sub" or "up" or "avg" or "paeth" or "all"	
	webp_options.lossless	boolean	
	webp_options.near_lossless	boolean	
	webp_options.smart_subsample	boolean	
	webp_options.preset	"default" or "photo" or "picture" or "drawing" or "icon" or "text"	
	webp_options.effort	integer 0–6	
	avif_options.subsample_mode	"auto" or "on" or "off"	
	avif_options.effort	integer 0–9	
	watermarks.<name>.source	string	
	watermarks.<name>.opacity	number	1.0
	request_watermarks	boolean	false
	presets	table of string	
	request_defaults	string	
	detector_warmup	"all" or false or array of string	"all"

Elixir only: max_preset_lookups, preset_lookup, telemetry_prefix, clock.
[pool]
How many images are processed at once, and how long requests wait for a turn. Times are in milliseconds. max_concurrency defaults to the number of CPU cores the server can use. See limiting concurrent processing.
	Key	Type	Default
	max_concurrency	integer > 0	
	max_queue	integer ≥ 0	64
	queue_timeout	integer > 0	10000
	processing_timeout	integer > 0	30000

[http]
Response settings: the CORS origin, whether requests may ask for debug headers, and the HTTP cache headers. See serving images through a CDN.
	Key	Type	Default
	allow_origin	string	
	allow_debug_headers	boolean	false
	http_cache	"validators" or "auto" or "public" or "private"	"validators"

[telemetry]
log_level is the lowest level the server logs. log_requests logs each request and its stages at info, and failures and degraded results at warning. With trust_traceparent, a request with a W3C traceparent header joins the caller's trace when tracing is on. Any client can send that header. With trust_request_id, an incoming x-request-id of 1 to 200 letters, digits, and -_.:+/= tags the request's log lines instead of a generated ID.
	Key	Type	Default
	log_level	"error" or "info" or "debug" or "emergency" or "alert" or "critical" or "warning" or "notice"	"info"
	log_requests	boolean	false
	trust_traceparent	boolean	false
	trust_request_id	boolean	false



  

    Shared URL settings

These settings must match between an application that builds URLs with
image_pipe_url and the image_pipe_server or ImagePipe.Plug that serves
them. A mismatch makes the server reject URLs the builder produced.
Building URLs for the server walks through
setting up both sides.
ImagePipe.Plug takes the builder's settings under the same names: pass
the same keys and source encryption options to ImagePipe.config/1, and a
base_url for URLs it builds itself. Where
a Plug host spells a setting differently, the entry says so.
Signing keys
The hex-encoded HMAC keys that sign each URL. The server's list must hold the
first key in the builder's list, which is the one the builder signs with.
When neither side has keys, URLs are unsigned. See
signing URLs and rotating keys.
Elixir (URL builder)
ImagePipe.URL.config(keys: [System.fetch_env!("IMAGE_PIPE_SIGNING_KEY")])
image_pipe_server
[url]
keys = ["0123abcd…"]
Or IPS_URL__KEYS=0123abcd…, comma-separated for several keys. See
[url].
On a mismatch:
	A signature that no server key verifies answers 403 with the body
invalid signature.
	An unsigned URL sent to a server with keys answers 403 with the body
invalid signature.
	A signed URL sent to a server without keys answers 400. The body points
at the sig= segment with sig is not accepted: no signing keys are configured.

Source encryption keys
The 32-byte keys, written as 64 hex digits, that encrypt the source into an
enc/<token> segment. Generate one with openssl rand -hex 32. The builder
encrypts with the first key. The server decrypts with any key in its list.
See source concealment.
Elixir (URL builder)
ImagePipe.URL.config(
  keys: [System.fetch_env!("IMAGE_PIPE_SIGNING_KEY")],
  source_encryption_keys: [System.fetch_env!("IMAGE_PIPE_SOURCE_KEY")],
  encrypt_source: true
)
image_pipe_server
[url]
keys = ["0123abcd…"]
source_encryption_keys = ["89abcdef…"]
Or IPS_URL__SOURCE_ENCRYPTION_KEYS=89abcdef…, comma-separated for several
keys. See [url].
encrypt_source (encrypt every source) and iv_mode (whether a source
always encrypts to the same token) are builder settings. The server decrypts
every token without them. Its [url] doesn't accept them, and the server
stops at boot with url.encrypt_source: unknown setting.
Encrypted watermark sources (wm-enc) use the same keys. Encryption keys
without signing keys, or an encryption key equal to a signing key, make
ImagePipe.URL.config/1 and ImagePipe.config/1 raise, and stop
image_pipe_server at boot.
On a mismatch:
	A token that no server key decrypts answers 404 with the body
not found.
	An enc/ URL sent to a server without source encryption keys answers
400. The body points at the token with enc/ is not accepted: no source encryption keys are configured.

Base URL and mount path
The builder's base_url is the address clients use, including the path the
server serves images under. The signature covers only the path after that
prefix, so the prefix can change without re-signing.
Elixir (URL builder)
ImagePipe.URL.config(base_url: "https://images.example.com/images", keys: keys)
image_pipe_server
[server]
mount_path = "/images"
The host part of the address comes from DNS, a proxy, or a CDN in front of
the server. With auth_token set in [server], image requests must also
send Authorization: Bearer <token>. [url] doesn't accept base_url, and the server stops at boot
with url.base_url: unknown setting. See
[server].
A Plug host's prefix is the path its router mounts ImagePipe.Plug at, such
as forward "/images", ImagePipe.Plug, …. Its base_url only prefixes URLs
built with ImagePipe.url_config/2. The Plug doesn't check it.
On a mismatch:
	A path outside mount_path answers 404 with an empty body.
	A base_url path longer than mount_path leaves extra segments in front
of the signature. With signing keys, the request answers 403 with
invalid signature. Without them, it answers 400 with the parse error.
	With [server] auth_token set, a request without the bearer token answers
401 with an empty body. A URL can't carry that header, so a browser
loading builder URLs gets 401 unless a proxy or CDN in front of the
server adds it.

Preset names
URLs carry preset names, such as preset=card. The server applies its
current definition of each name, so the builder needs no definitions to build
URLs. The signature covers the name only, so changing a definition on the
server keeps signed URLs valid. Define a preset on the server before the app
builds URLs with it, and keep it there while those URLs are in use. The server
answers 400 to a URL with a preset it doesn't have. See
presets.
Elixir (URL builder)
ImagePipe.URL.config(
  keys: keys,
  validate_against: [
    presets: %{"card" => "w=400/h=300/fit=cover"},
    request_defaults: "q=80"
  ]
)
validate_against, a copy of the server's presets, request defaults, and
watermark settings, is optional. It lets ImagePipe.URL.validate/1 and
ImagePipe.URL.url/3 check plans against the server's presets, request
defaults, and watermark settings. It never changes a generated URL. preset_lookup: true says the
server resolves names missing from presets with a lookup, so the builder
leaves them to it. See ImagePipe.URL.validate/1.
image_pipe_server
[processing]
request_defaults = "q=80"

[processing.presets]
card = "w=400/h=300/fit=cover"
See [processing].
A Plug host defines them as presets: and request_defaults: in
ImagePipe.config/1, and may add a preset_lookup:. Its builder gets them
filled in with ImagePipe.url_config/2.
On a mismatch:
	A name the server doesn't define answers 400. The body points at the
preset= option with unknown preset: card.
	A validate_against copy that differs from the server gives wrong
validation results in the builder. The URLs stay the same, and the server checks them
against its own definitions.

Source prefixes and schemes
The URL carries the whole source string, escaped or encrypted, and the
server routes it by its first path segment or its scheme. The string must
start with a prefix or scheme a server source serves. The source's name
(static in [sources.static]) never appears in URLs. See
routing image paths to sources.
Elixir (URL builder)
ImagePipe.URL.url!(builder, "media/photos/beach.jpg")
ImagePipe.URL.url!(builder, "https://assets.example.com/beach.jpg")
image_pipe_server
[sources.media]
adapter = "file"
match = { prefix = "media" }
root = "/data/media"
root_id = "media"

[sources.web]
adapter = "http"
match = { scheme = ["http", "https"] }
allowed_hosts = ["assets.example.com"]
See [sources.<name>].
A Plug host configures the same rules as match: in sources: of
ImagePipe.config/1.
On a mismatch:
	A path that no prefix matches, on a server without a match = "path"
source, answers 404 with source not found. With a match = "path"
source, that source looks the path up and answers 404 when nothing is
there.
	A URL whose scheme no source matches, such as https://…, s3://…, or
asset://…, answers 400 with invalid source.

Watermarks
wm=<name> selects a watermark image the server defines. See
watermark assets.
Elixir (URL builder)
config =
  ImagePipe.URL.config(
    keys: keys,
    validate_against: [
      presets: %{"card" => "w=400/h=300/fit=cover"},
      watermarks: [:logo],
      request_watermarks: true
    ]
  )

builder = ImagePipe.URL.new(config)
ImagePipe.URL.group(builder, watermark: :logo)
ImagePipe.URL.group(builder, watermark_source: "brand/badge.png")
watermarks and request_watermarks in validate_against
are optional. With watermarks, ImagePipe.URL.validate/1 and
ImagePipe.URL.url/3 check watermark: names against the server's. With
request_watermarks: false, they reject watermark_source:, as a server
without request_watermarks does. true, or leaving it out, lets watermark
sources through. validate_against always checks presets too, so list the
server's presets next to the watermark settings.
image_pipe_server
[processing]
request_watermarks = true

[processing.watermarks.logo]
source = "brand/logo.png"
See [processing].
A Plug host defines them as watermarks: and request_watermarks: in
ImagePipe.config/1, and its builder gets both filled in with
ImagePipe.url_config/2. request_watermarks lets URLs name their own
watermark source (watermark_source: in the builder, wm-src64 or wm-enc
in the URL).
On a mismatch:
	A name the server doesn't define answers 400. The body points at the
wm= option with unknown watermark. A builder whose validate_against
lists the names returns an :unknown_watermark issue instead of a URL.
	A watermark source in the URL, on a server without request_watermarks,
answers 400 with request watermark sources are not enabled. A builder
whose validate_against has request_watermarks: false returns a
:watermark_source_disabled issue instead of a URL.



  

    Cache storage

ImagePipe has two caches: cache stores complete processed responses, and
input_cache stores originals fetched from remote sources. Both store files
on disk and take a keyword list, such as
[root: "/var/cache/image_pipe/processed", max_size_bytes: 5_000_000_000].
In Elixir, each cache needs an ImagePipe instance (see
ImagePipe.child_spec/1). image_pipe_server runs one itself. The
options are listed in ImagePipe.Cache.FileSystem, and the server's
[cache] keys in the
server configuration reference.
Setting up the caches is covered in
Caching processed images, and how long cached
images stay valid in Caching and freshness.
Requests that use the cache
The cache is read after the request is parsed, its signature checked, and its
source resolved. A request that fails any of those steps returns its error
without reading the cache or fetching the source.
ImagePipe.run/4 uses the same caches when its input is
{:source, identifier} and it gets the same ImagePipe.config/1 as the Plug.
It selects the same cached copy as a Plug request only when given the same
accept and request_inputs (see
sharing cache entries).
{:file, path} and {:binary, bytes} inputs never use either cache.
Source cache settings
The source_cache_policy option sets the cache policy for every source. A
source's own cache_policy option replaces it field by field, and the S3
adapter also accepts one per bucket:
source_cache_policy: [
  storage: :origin,                 # :origin | :allow | :deny
  freshness: {:fallback, 300},      # :origin | {:fallback, seconds} | {:force, seconds}
  stale_while_revalidate: :origin   # :origin | :disabled | {:force, seconds}
]
ImagePipe.Source.CachePolicy describes each field. The other per-source
settings, stable, internal_cache, and http_cache, are listed in
ImagePipe.Source.CacheSettings:
	stable: :immutable marks a source whose identifiers always name the same
bytes.
	internal_cache: :disabled turns off both caches for the source. The
default, :enabled, caches whatever the source's storage policy allows.
	http_cache is described in HTTP cache headers.

What is stored
The processed-image cache stores successful responses only. A failed
request, and a crop that fell back to a default because
content detection failed, are never stored. A
response larger than the cache's max_body_bytes is delivered but not
stored.
A watermarked response is stored or reused only when the original and every
watermark source permit storage and have internal caching enabled.
A stored response keeps its body, content type, and two response headers:
vary and cache-control. Header names are stored in lower case.
Each original's version and its origin freshness headers are also stored in
the processed-image cache. They let
processed images outlive their original,
and count against the processed-image cache's size.
Cache key inputs
Each stored response is selected by:
	The original's version (see
originals and processed images).
	The processing options. Two spellings of the same options select the same
entry.
	The output format. For a URL without a format option this is the format
chosen from Accept, not the Accept header itself.
	The content detector and model, when the crop uses detection.
	The URL's cachebuster.
	The values of the request headers and cookies named in storage_inputs.
	The credentials and headers the source sends to its origin, as a hash.	ImagePipe.Source.S3 uses the configured credentials: static keys, or
the provider and its options. Temporary credentials from a provider don't
change the key when they rotate.
	ImagePipe.Source.HTTP uses the resolved auth: value in its
req_options. A function or MFA tuple is called once per request, so a
new token selects new entries. With auth: :netrc or {:netrc, path},
the source reads the file again about a second after it changes, and its
new credentials select new entries too.



The URL's expiry, signature, filename, attachment option, and debug
option don't select a different entry.
The originals cache uses the original's identifier, the cachebuster, the
storage_inputs values, and the origin credentials. Processing options and
output format don't, so every size and format of one original shares one
stored copy.
A source's name isn't part of the key, so renaming a source keeps its entries.
For a custom source, every option apart from the cache settings stable,
cache_policy, internal_cache, and http_cache is part of the key. Within
one source, the identity a custom adapter returns from resolve/3 must name
everything that selects different origin bytes, or two different originals can
share cache entries (see Writing a custom source).
A function in the options of any source is hashed by its module, its place
in that module, and the values it captures. The auth: function of
ImagePipe.Source.HTTP is the exception, described above. A redeploy keeps
the key unless the function or the code around it changes, and functions that
capture different values select different entries. An option that holds a pid
or a reference, or a function that captures one, can change the key after a
restart or redeploy.
Originals cache
input_cache needs a root separate from the processed-image cache's. Neither root may be inside the
other. Each cache has its own size limit and eviction. Serving a processed
image from the cache doesn't count as a request for its original.
	Originals are stored byte for byte, including their EXIF and ICC data.
	Local files are copied in only when their source sets copy: :keep (see
copy files from network storage).
	A download is stored only once it completes.
	When a request fails to decode a stored original, the cache hashes it
again and removes it only if it no longer matches the SHA-256 hash
recorded when it was stored. An intact original stays cached for the other
sizes and formats made from it.
	Making a new processed image from a stored original applies the current
max_body_bytes and pixel limits. Processed images already in the cache
are still served after you lower those limits.
	Downloads in progress, and originals being read by a request, can take the
cache over its max_size_bytes for as long as those requests run.

Some originals, such as those the originals cache keeps, are written to a
temporary file while they download, in the image_pipe directory under the
system temporary directory (see System.tmp_dir/0). Only the user running
ImagePipe can open that directory. When that path is a symlink, a file, or
another user's directory, those originals are held in memory instead, up to
max_body_bytes each. On a host shared with other users, set TMPDIR to a
directory of your own.
Writing entries
A response is processed and streamed to the client at the same time, and
written to the cache as it streams. The response never waits for the cache's
disk: each chunk is written as it arrives, and the entry is synced and stored
after the response is sent. The entry is stored
only when:
	the encoder finished,
	every chunk reached the client,
	and the body stayed within max_body_bytes.

A client disconnect, a failure after the first chunk, or a body over
max_body_bytes leaves nothing in the cache. The
client still receives the full response in the last case.
An original downloaded for a request is stored in the background too, while
the request processes it. The details kept to recheck an original are stored
in the processed-image cache. Without an originals cache, storing those
details takes one of the processed-image cache's 64 writes, or runs in the
request when none is free.
A cache drops a write when:
	it has 64 writes in progress,
	its unfinished writes hold more than 256 MiB, or a twentieth of its
max_size_bytes when that is smaller,
	the client is more than 8 MiB ahead of a response's write,
	a response's write is still unfinished 30 seconds after the response
started.

The response is still delivered, and the
[:cache, :stage] event reports the
dropped write.
A write counts toward the unfinished writes as it goes, so an entry larger
than that limit is never stored. A cache of 100 MB, for example, never
stores an image over 5 MB. The cache's files can take up to
max_size_bytes plus the limit on unfinished writes, plus evicted originals
that requests are still reading.
Cache errors never fail a request. A failed write is logged and reported in
telemetry, and the response is delivered without being stored. A failed or
invalid read is treated as a miss, and the image is processed again under the
same key.
Coordination limits
Each node coordinates fetching originals, making processed images, and
background checks (see
request coalescing):
	Up to 64 originals can be fetched or checked at once, with up to 1,024
requests waiting for them. Past either limit, a request fetches its
original itself, without waiting. A request waiting for an HTTP or S3
original gives up after waiting that source's fetch_timeout (see
ImagePipe.Source.HTTP and ImagePipe.Source.S3) plus one second, and
answers 504. When the original isn't stored 2 seconds after it was
downloaded, the next waiting request takes over, and downloads it again
if it still isn't stored.
	Up to 16 background checks run at once. Each has a 60-second deadline.
After a check of an original finishes, that original isn't checked in the
background again for one second.
	Up to 64 processed images can be made at once while other requests wait for
them, with up to 1,024 requests waiting. A request waits at most 60 seconds,
and at most 2 seconds after the image was sent if it isn't stored by then.
Past any of these limits, a request processes the image itself, still
subject to the processing pool.

Files on disk
ImagePipe.Cache.FileSystem names files by hash. Paths never contain request
paths, source identifiers, header values, or cookie values. Each entry is a
body file and a metadata file holding the body's size and SHA-256 hash.
Each body is flushed to disk before it appears in the cache, so a crash or
power loss can't leave a cached body with missing data.
Before reading a cached body, the cache checks that its size matches its
metadata. An entry that fails the check, has invalid metadata, or can't be
read is logged and treated as a miss. Only the size is checked when a body is
read, so never change cache files in place: a changed body of the same size
is served as it is. A body removed after the check, for example by
eviction, is still sent in full from the file already opened,
as a chunked response without content-length.
A path that leads outside root through a symlink fails as a cache error.
Each node checks each entry's directory under root the first time it uses
it and remembers each directory that passes. A directory later replaced by a
symlink leading outside root isn't noticed until the node restarts, so
restart nodes after changing symlinks under root. Anyone who can create
files in root can change cached images anyway, so only the user running
ImagePipe must be able to write there.
ImagePipe.Cache.FileSystem.get/2 returns the whole body as a binary, for
callers outside the Plug.
Cache root owner file
Each root serves one node. When an ImagePipe instance (see
ImagePipe.child_spec/1) starts, it writes a .image-pipe-owner file naming
its hostname into each cache's root. The instance rewrites the file every 5
seconds and deletes it when it stops. A node that restarts with the same
hostname takes the root over at once.
When the file names another hostname, the instance logs a warning, starts
without that cache, and checks the file every 25 seconds:
	While the other node keeps rewriting the file, the instance logs an error
once.
	Once the file is gone, or hasn't changed since the last check, the
instance takes the root over, reads the file back 5 seconds later, and
starts using the cache. If another node took the root at the same time,
the instance keeps checking.

A waiting instance starts using the cache:
	about 30 seconds after it starts, when the other node was already gone,
for example killed with kill -9
	within 30 seconds of the other node stopping and deleting the file
	within about a minute of the other node stopping without deleting the file

A running node that finds its file rewritten by another node logs an error
and runs without that cache, watching the file as a starting instance does.
This happens when two nodes with the same hostname share a root (the node
that started later keeps it), or when a node stops rewriting its file for 25
to 50 seconds, depending on when the waiting node checks, while another node
waits for the root, as on a hung network mount.
If the instance can't write the file, for example because root isn't
writable, it logs a warning and uses the cache anyway.
Leftover files
A node that stops abruptly, for example after a crash or kill -9, can leave
temporary entry files behind, links that requests used to hold originals
open, and bodies that no metadata file names. A running node can leave them
too, for example when a request is killed while its image is being written.
Metadata files the cache can't read, such as ones another ImagePipe version
wrote, count as left behind too, and so do their bodies. ImagePipe deletes
them in the background once they are more than an hour old:
	In each cache's root, after its startup scan and every 24 hours while the
instance runs.
	In the image_pipe directory under the system temporary directory
(TMPDIR, or /tmp), where originals are staged while they download,
when the :image_pipe application starts and every 24 hours after.

The [:cache, :sweep] event reports what each cleanup removed (see
cache events).
Size limit
The cache evicts entries to stay under max_size_bytes. It keeps the
entries that are requested often and took the most work to make for their
size, so an AVIF made with automatic quality outlasts a JPEG thumbnail
requested as often.
Cache process and restarts
Each root runs one process that tracks the cache's size and chooses which
entries to keep. Only an instance starts that process (see
ImagePipe.child_spec/1 and
Add a processed-image cache).
Request counts live only in memory. After a restart they start from zero,
and entries already on disk are next in line for eviction, roughly those
that took the least work for their size first, until they are requested
again.
Work to make an entry
The work to make a processed image is estimated from what its request did:
	the original's format and size, and whether it has transparency
	the output's format, size, and encoder effort
	operations with a cost of their own, such as
trim, blur,
sharpen, and
rotate by an angle other than a quarter
turn, each by the size of the image it runs on
	each quality that automatic quality
tries
	object detection

The estimate isn't timed, so a busy server doesn't make entries look more
expensive. Originals in the originals cache are scored by how long their
download took.
Eviction and startup scan
max_size_bytes caps the total size of stored bodies in the root:
	To make room for a write, the cache picks 16 entries at random, chooses
the one least worth keeping, and repeats until the write fits. If the new
entry is worth more than the chosen entries on average, the cache evicts
them and stores it. Otherwise it rejects the write and evicts nothing. A
rejected entry requested at least six times is stored anyway one time in	The stored bodies never exceed the cap, except briefly while the
startup scan runs: until the scan has counted the entries on disk, writes
are measured against only the entries counted so far.


	An entry larger than the limit on unfinished writes is never stored (see
writing entries).
	On startup the process lists the entries on disk in the background,
reading only file names. If the cache is over the cap, for example after
you lower max_size_bytes, it evicts in batches until it's under, so
requests can use the cache between batches. Then it deletes
leftover files.

A write that waits more than 5 seconds for the cache process is reported as
a cache write error with
error: :admission_timeout. The cache process still handles the queued write
and stores or rejects the entry as usual.
Eviction limitations
	A crash between writing a body and writing its metadata can leave a body
file the cache doesn't track. Its size isn't counted against
max_size_bytes. The first cleanup of leftover files
after it is an hour old deletes it, which can be up to a day later.
	Two writes to the same key at once both store their body. The last one
wins, and the other body is deleted.
	Entries an earlier ImagePipe version stored in another format aren't
counted against max_size_bytes. A cleanup of
leftover files deletes them, which can be up to a day
after the upgrade for files written in its last hour.

The admission and eviction telemetry events are listed in
cache events.


  

    HTTP cache headers

ImagePipe generates Cache-Control, ETag, Age, and Vary headers for
successful GET and HEAD image responses, and answers If-None-Match with
304 Not Modified. The http_cache setting chooses which headers it sends:
Plug
forward "/images", ImagePipe.Plug,
  http_cache: :auto,
  sources: [...]
image_pipe_server
[http]
http_cache = "auto"
Putting a CDN in front is covered in
Serving images through a CDN, and where cache
lifetimes come from in Caching and freshness. The
telemetry events are listed in
HTTP cache events.
Header modes
	Value	Headers
	validators (default)	An ETag. Sources whose files can change also get their source lifetime
	auto	Cache-Control: public, max-age=31536000, immutable and an ETag. private in some cases (see Vary)
	public	The same as auto, always public
	private	The same as auto, always private

In every mode:
	Sources whose files can change get their
source lifetime in place of the one-year lifetime.
	A response that may not be stored gets Cache-Control: no-store and no
ETag. That covers a source whose storage is denied, by its origin or by
configuration (see
storage permission), and a
crop that fell back to a default because
content detection failed.
	A URL with an expiry gets a lifetime that ends with it (see
expiring URLs).

Per-source modes
A source's http_cache setting replaces the global value for that source.
Its default, inherit, uses the global value. A source of per-user uploads
can be private while other sources stay public:
Plug
uploads: [
  adapter: ImagePipe.Source.File,
  match: [prefix: "uploads"],
  options: [root: "/srv/uploads", root_id: "uploads", http_cache: :private]
]
image_pipe_server
[sources.uploads]
adapter = "file"
match = { prefix = "uploads" }
root = "/srv/uploads"
root_id = "uploads"
http_cache = "private"
Source lifetimes
A response from a source whose files can change gets the original's
lifetime as max-age, and its age as Age. Making a
new size or format of the original doesn't restart that lifetime.
	An origin no-cache adds no-cache, or must-revalidate when the
source forces a lifetime.
	An origin must-revalidate, proxy-revalidate, or s-maxage adds
must-revalidate.
	A stale-while-revalidate window that applies to the original is added
as stale-while-revalidate. A window forced by the source drops the
no-cache and must-revalidate above.
	A source with no lifetime from its origin and no fallback lifetime gets
max-age=0. Local files have no origin, so they get max-age=0 unless
their source sets a fallback lifetime (see the
Plug settings or the
server's [sources.<name>] keys).

For example, an original fetched 60 seconds ago with
Cache-Control: max-age=3600 gives:
Cache-Control: public, max-age=3600
Age: 60
Immutable source headers
A source marked immutable (stable set to immutable, see
immutable sources) is the
only kind that gets the one-year lifetime from the header modes
table, as long as storage is allowed. In validators mode it gets only an
ETag. Its ETag comes from the original's identifier, such as its path or
URL, instead of its content. An S3 object addressed by a version ID counts as
immutable without being marked.
Expiring URLs
A URL with an expires time never gets a cache
lifetime that outlasts it:
	max-age and s-maxage are lowered to the time left.
	stale-while-revalidate and stale-if-error are dropped.
	must-revalidate is added.

In validators mode, a response from an immutable source that carries a
generated ETag gets Cache-Control: public, max-age=<seconds left>, must-revalidate,
with private in place of public when storage_inputs names a cookie.
Vary
A URL without a format option can get AVIF or WebP chosen from the
request's Accept header. Its response then carries:
Vary: Accept
A URL with a format option doesn't vary by Accept. Neither does any URL
when the server can return neither AVIF nor WebP, because they're turned off
or the server can't encode them. The auto_avif and auto_webp settings
turn them off
(Plug,
server).
Headers named in storage_inputs are added to Vary too, in lower case,
sorted, without duplicates, and ahead of Accept. With these settings and no
format in the URL, the response carries Vary: x-tenant, Accept:
Plug
storage_inputs: [{:header, "x-tenant"}, {:cookie, "session"}]
image_pipe_server
[cache]
storage_inputs = [{ header = "x-tenant" }, { cookie = "session" }]
Cookies never appear in Vary, since it names headers only. So when
storage_inputs names a cookie, auto and validators send private in
place of public, on cache hits and 304 responses as well. public sends
public anyway, for a host that guarantees the responses are the same for
every user.
In a Plug app, a Vary header set by an earlier Plug is merged with
ImagePipe's. After Vary: Accept-Encoding, the response carries
Vary: Accept-Encoding, Accept. An earlier Vary: * is kept as it is (see
headers set by the host).
ETag
A generated ETag is strong and looks like "ipr1-<hash>". It is computed
from the request before the original is fetched or processed. It changes
when any of these change:
	The original's version (see
originals and processed images).
	The processing options. Two spellings of the same options give the same
ETag.
	The output format.
	The content detector or model, when the crop uses detection. A 304 is
never sent for an image made by a different detector.

The URL's cachebuster and the storage_inputs values select a different
entry in ImagePipe's own cache, but don't change the ETag. A new cachebuster
on an unchanged image stores a new copy, and clients that already have the
image still get a 304 (see cache key inputs).
A CDN keys on the raw URL. Two URLs that spell the same options differently
get the same ETag but are stored as two CDN objects.
An origin's own ETag is used only to check the original with the origin. It
never becomes a response ETag.
Conditional requests
A GET or HEAD whose If-None-Match lists the generated ETag gets
304 Not Modified without decoding, processing, or encoding the image. The
comparison is weak, so both of these match "ipr1-token":
If-None-Match: "ipr1-token"
If-None-Match: W/"ipr1-token"
Whether ImagePipe contacts the source first depends on the source:
	A local immutable source answers 304 without reading the file, unless
the source keeps copies of its files in the originals cache.
	A remote immutable source whose storage is allowed in its cache policy
answers 304 without contacting the origin.
	Any other source answers 304 without contacting the origin while its
original is within its lifetime. This needs one of ImagePipe's caches,
which store the original's lifetime. Without them, the original is
downloaded or read on every request, and the 304 is sent once its
content matches.
	An original past its lifetime is checked with its origin before the 304
is sent (see
originals and processed images).
	Within a stale-while-revalidate window, a processed image that is
already cached gets its 304 at once (see
stale-while-revalidate).

If-None-Match: * matches only a response served from ImagePipe's cache.
On a cache miss the request is processed and returns 200. A header that
mixes * with listed tags is treated as *.
A HEAD response carries the same ETag, Cache-Control, and Vary as the
matching GET. OPTIONS gets 204. Other methods get 405 before the URL
is parsed or the cache is read.
Headers set by the host
In a Plug app, headers set by an earlier Plug take precedence over generated
ones, in every mode:
	An earlier Cache-Control is kept. On an expiring URL,
a capped copy replaces it unless it has no-store. ImagePipe may still
add its ETag.
	An earlier ETag is kept, and ImagePipe sends no generated ETag. A
request that matches the earlier ETag doesn't get a 304.
	A response with Set-Cookie gets no generated Cache-Control or ETag.
	An earlier Cache-Control: no-store stops the generated ETag.
	An earlier Vary: * stops the generated Cache-Control and ETag.
	Plug.Conn's default Cache-Control: max-age=0, private, must-revalidate
counts as unset. The same directives in another order, such as
private, max-age=0, must-revalidate, count as set.

A source whose storage is denied, by its origin or by configuration, gets
Cache-Control: no-store even when an earlier Plug set Cache-Control or
Set-Cookie.
Allowing storage in the source's cache policy overrides an origin's denial
(see the Plug settings or the
server's [sources.<name>] keys).
Vary: Accept is sent whenever the format comes from Accept, even when the
generated Cache-Control and ETag are not, unless an earlier Plug set
Vary: *.
Custom validators
ImagePipe generates only ETag validators and answers only
If-None-Match. It doesn't send Last-Modified or answer
If-Modified-Since. In a Plug app, those are left to Plugs that run before
ImagePipe.


  

    Error responses

ImagePipe answers every failure that happens before response headers are sent
with a status and a short text/plain message. A failure after headers have
been sent abandons the response before it is complete instead, as described
in failures during streaming.
Errors never become cache entries. Telemetry events carry more
detail than the response, which deliberately says less.
How statuses are chosen
	4xx means the request can't succeed as written against this deployment:
the URL is malformed or unauthorized, the source doesn't exist, or the source
isn't an image ImagePipe will process.
	5xx means ImagePipe, its host configuration, or the origin failed. The
same request may succeed later or on another deployment.
	Sources are concealed. A client learns that a source wasn't found,
couldn't be processed, or that the origin failed. It never learns an origin's
status code, whether ImagePipe's credentials were rejected, or which of
the source's path or network rules refused the request. Those all read as
404 source not found.
	One failure, one status. A source that's too large gets 413 whether the
limit is on its bytes, its pixels, or its frames.
	Missing capability is 501. A well-formed request for something this
deployment isn't built or configured to do, such as an output format without
an encoder or detection without a detector, may succeed elsewhere.

Status table
Request
	Status	When
	400	The URL doesn't parse, fails validation, names more stored presets than the configuration allows, or names a source scheme that no configured source serves. Validation fails for sig on a server without signing keys, enc/ or wm-enc on a server without source encryption keys, or a detect class that the configured detector doesn't support. The body lists the problems.
	403	A required signature is missing or wrong. The body is always invalid signature.
	404	No key on the server decrypts an encrypted source token.
	405	The method isn't GET, HEAD, or OPTIONS. The response carries Allow.
	410	The request's expires time has passed.
	500	A looked-up preset definition is invalid, or the presets that stored definitions reference bring the request above the number of lookups the configuration allows.
	501	Detection was requested, the configuration requires it, and the detector can't detect the requested classes in this build. When detection isn't required, such requests fall back to attention cropping.
	503	The preset lookup is unavailable, or detection was requested, the configuration requires it, and the detection models aren't downloaded yet.

All of these return before source resolution, fetch, or cache access.
Source
	Status	When
	404	Nothing exists at the source path, or the source's rules refuse it: a path that doesn't match the source's allowed paths, a denied host, address, scheme, or bucket, a directory where a file was expected. Also when the origin answers 401, 403, 404, or 410.
	413	The source body exceeds max_body_bytes.
	500	A local file or a cached original exists but can't be read, source credentials are unavailable, or a custom source adapter returns an invalid result.
	502	The origin is unreachable, answers any other error status, redirects badly, or sends a truncated or malformed response.
	504	The origin doesn't answer in time.

Decode and processing
	Status	When
	400	The request's geometry is impossible for this image, such as a crop region outside it.
	413	The decoded image exceeds max_input_pixels or declares more frames than allowed.
	415	The source isn't a supported image.
	422	The transform can't be applied to this image, its dimensions exceed a native limit, a frame exceeds max_intermediate_pixels when buffered, downsampled, or delivered, or the requested page doesn't exist.
	500	Encoding failed, detection failed and the configuration requires it, or an unexpected internal error occurred.
	501	The requested output format has no encoder in this build.
	503	Processing is overloaded, queued too long, unavailable, or exceeded its deadline.



  

    Telemetry event reference

Every :telemetry event ImagePipe emits, grouped by stage. Attaching
handlers is covered in Monitoring with telemetry, and how
events become traces in Request tracing.
Event names
An event name is the telemetry prefix, then the stage, then a suffix for
spans. The prefix is [:image_pipe] unless telemetry_prefix sets another
(see ImagePipe.config/1). Names on
this page leave out the prefix, so [:request] is emitted as
[:image_pipe, :request, :start], [:image_pipe, :request, :stop], and
[:image_pipe, :request, :exception].
There are two kinds of event:
	Span. Emitted with :telemetry.span/3 conventions: a :start event,
then either :stop or :exception. Stop metadata includes the start
metadata.
	One-shot. A single event with no suffix. Some one-shot names end in
:stop, such as [:cache, :eviction, :stop], but have no matching :start.

Which events a request emits depends on its path. A conditional 304 or an
output-cache hit emits no fetch, decode, transform, or encode events.
Measurements
Spans carry the measurements of :telemetry.span/3:
	:start: :system_time and :monotonic_time.
	:stop and :exception: :duration and :monotonic_time.

Durations use the native time unit. Convert them with
System.convert_time_unit/3. One-shot events have no measurements unless
their entry lists some.
Common metadata
These keys mean the same on every event that carries them. A key whose value
would be nil is left out of the metadata.
	:result (atom): the outcome. See result values.
	:error (atom): the error category from ImagePipe.Error.tag/1, on
failures.
	:status (integer): the HTTP status, on events that know it.
	:cache (atom): the cache outcome, on cache events.
	:pool (:input or :output): which cache pool emitted the event.
	:output_format (atom): the output format, such as :webp.
	:source_name (atom): the source that served the request. Absent for
{:file, _} and {:binary, _} inputs.
	:telemetry_span_context (reference): added by :telemetry.span/3 to
correlate the events of one span.

:exception events also carry :kind, :reason, and :stacktrace.
Metadata never includes request paths, source URLs, signatures, or
credentials. What events contain
explains what to watch for in your own handlers.
Result values
The request outcome, used by [:request], [:send], [:source, :watermark],
and [:cache, :refresh]:
	:ok
	:options: an OPTIONS request answered with 204.
	:not_modified: a conditional request answered with 304.
	:method_not_allowed: a method other than GET, HEAD, or OPTIONS.
	:parser_error: the URL, signature, or encrypted source was invalid.
	:plan_error: the options can't be served, such as an unavailable detector.
	:source_error: the original couldn't be fetched.
	:processing_error: decoding, processing, encoding, or streaming failed.

Stages add their own values: :cache_error on cache events,
:materialize_error on [:transform, :materialize], :output_error on
[:output, :negotiate], :client_closed on [:deliver], and :error for a stage failure with no finer category. Each
entry lists the values its event uses.
Request events
[:request]
Span. Wraps the whole request, starting before parsing. ImagePipe.run/4
emits it too, around plan checks and the shared source, transform, and output
stages. ImagePipe.write/5 writes its destination after the span closes.
	Start metadata: none.
	Stop metadata:	:result (atom): a request result value. When a
response fails after streaming has started, it matches the [:send]
result.
	:status (integer): the response status. Plug requests only.
	:error (atom): the error category, on failure. ImagePipe.run/4
leaves it out for :parser_error and :plan_error.



[:parse]
Span. Plug requests only. Wraps signature verification, source decryption,
preset lookup, and URL parsing. Why a request was rejected is on the
[:request] stop.
	Start metadata: none.
	Stop metadata:	:result (atom): :ok or :error.
	:sig_key_index (integer): the position in the key list of the key that
verified the signature (0 for the first key), on success. Absent for an unsigned request.
The default Logger shows it as (signing key 1).



[:request, :ignored_options]
One-shot. Emitted after parsing when the URL wrote options that have no
effect, which the request ignores.
ImagePipe.run/4 emits it too, for options the plan sets. Options that a
preset or the request defaults supply aren't reported. The default Logger
logs it at its base level, as
image_pipe request ignored options: ok (fit, enlarge).
	Metadata:	:options (list of strings): the URL keys of the ignored options, such
as ["fit", "enlarge"]. Never their values.
	:locations (list): where each option is, as in
ImagePipe.Plan.Spec.Issue. Not copied to trace spans.



[:preset, :lookup]
Span. Emitted when a request names presets the static preset map doesn't
define, so ImagePipe.PresetLookup is called. Nested in [:parse], or in
[:request] for ImagePipe.run/4.
	Start metadata: :names (list of strings), the preset names of the first
batch.
	Stop metadata:	:result (atom): :ok or :error.
	:fetched (integer): definitions the lookup returned.
	:batches (integer): calls to fetch/2.
	:reason (atom): :too_many_presets, :lookup_unavailable, or
:invalid_definition, on failure.



[:processing, :admission]
Span. Emitted for requests that generate an image under a
processing pool. Measures the wait for a pool slot.
	Start metadata: :active and :queued (integer), the pool's jobs before
this request.
	Stop metadata: :result (atom), one of :admitted, :overloaded,
:queue_timeout, :cancelled, :worker_down, or :unavailable.

[:processing, :execute]
Span. Follows a successful admission and measures the admitted job until its
stream is cleaned up, including pauses while the client reads. The pool stops
the span when the worker dies, too. Spans of the generation stages nest in it.
After a timeout or cancellation, the span remains open until the worker
finishes, matching the lifetime of its processing slot.
	Start metadata: :active and :queued (integer).
	Stop metadata: :result (atom), one of :ok, :processing_error,
:timeout, :cancelled, :worker_down, or :unavailable.

[:send]
Span. Plug requests only. Wraps every response the Plug sends: images,
error responses, info and placeholder bodies, 304, the OPTIONS 204, and
the 405.
	Start metadata: :result (atom), the request result being sent.
	Stop metadata:	:result (atom): the result after sending. :processing_error when a
streamed response failed partway.
	:status (integer): the sent status.



[:deliver]
Span. Nested in [:send] for streamed image responses. Measures sending the
encoded chunks to the client, not encoding them.
	Start metadata:	:output_format (atom): the format sent.
	:skipped (true): the original is sent unchanged under
skip_processing_formats, and :output_format is its format.


	Stop metadata:	:result (atom): :ok, :processing_error when the stream failed, or
:client_closed when the client disconnected.
	:status (integer): the response status.
	:stream_phase (atom): where a failure happened, such as :encode or
:client. On failure only.
	:error (atom): the error category, on failure.



Source events
[:source, :resolve]
Span. Wraps routing the request to a source and the source adapter's
resolve/3.
	Start metadata: :source_name (atom).
	Stop metadata:	:result (atom): :ok or :source_error.
	:error (atom): the error category, on failure.



[:source, :fetch]
Span. Wraps the source adapter's fetch/3. For HTTP and S3 sources it nests
in [:source, :stage], and for file sources in [:source, :fetch_decode].
	Start metadata: :source_name (atom).
	Stop metadata:	:result (atom): :ok, :not_modified when the origin confirmed a
cached original with 304, or :source_error.
	:error (atom): the error category, on failure. See
[:source, :fetch_decode] for the categories.



[:source, :stage]
Span. Wraps downloading or revalidating an HTTP or S3 original, including
storing it in the input cache. It runs whether or not a cache is configured,
and is skipped when a cached original is still fresh.
	Start metadata: none.
	Stop metadata:	:result (atom): :ok, :source_error, or another request result.
	:error (atom): the error category, on a source error. The categories
are those of [:source, :fetch_decode].



[:source, :fetch_decode]
Span. Wraps opening the original, decoding it, and checking the body, pixel,
and frame limits. It stops before transforms run. libvips decodes lazily, so
decode outcomes are reported here, and pixel work is timed by
[:transform, :materialize] and [:encode].
output=info decodes the original a second time, and emits this span twice,
when it has the blurhash flag. It does the same for the lqip-css flag when
the request has one group, no resize, and no effects sized in pixels, because
that placeholder can then use a smaller decode. Both flags share the second
decode, and its span wraps only the decode.
	Start metadata: none.
	Stop metadata on success:	:result (atom): :ok.
	:detected_source_format (atom): the format read from the file's
signature, such as :jpeg, or :unknown.
	:source_format_resolution (atom): :detected when the signature named
the format, or :libvips_codec when libvips told AVIF and HEIF apart.
	:original_dims ({width, height}): the stored image size.
	:loaded_dims ({width, height}): the size actually decoded.
	:load_option ({:shrink, integer} or {:scale, float}): the
shrink-on-load option, when one was used.
	:achieved_shrink (%{w: float, h: float}): how much smaller the
decoded image is than the stored one, per axis. 1.0 when the original
was decoded at full size.
	:source_frames (integer): the frames or pages the original declares.
Only one is decoded.
	:page (integer): the page selected with page, when the request set
one.


	Stop metadata for an original sent unchanged under
skip_processing_formats: :result (:ok), :detected_source_format,
and :skipped (true).
	Stop metadata on failure:	:result (atom): :source_error or :processing_error.
	:error (atom): the error category. Source errors include
:body_too_large (the body crossed max_body_bytes), :connect_error,
:receive_timeout, :truncated_body, :connection_reset,
:connection_closed, :transport_error, :invalid_body,
:redirect_not_followed, :invalid_redirect, :too_many_redirects, and
:bad_status (the origin answered with a non-success status). Processing
errors include :decode, :input_limit, :page_out_of_range, and
:unsupported_source_format.
	:limit (:pixels or :frames): with :input_limit, the limit that
rejected the original (max_input_pixels or max_input_frames).
	:page and :source_frames (integer): with :page_out_of_range, the
requested page and the frames the original has. The response is 422.
	:detected_source_format (atom): with :unsupported_source_format, the
rejected format, such as :bmp or :unknown, or :svg without the
image_pipe_svg package.
	:source_loader (string): with :unsupported_source_format, when the
signature names a supported format but libvips chose a loader for
another, such as "dcrawload".



[:source, :decode_open]
Span. Wraps one libvips open of an image, during
[:source, :fetch_decode] or while a watermark image
is decoded. A request opens the original once to read its header, once more
to read a page selected with page, and again when decoding needs other
options than the header read, such as a streamed download or a smaller decode
size. The default Logger doesn't log it.
	Start metadata:	:access (atom): :sequential or :random.
	:page (integer): the page selected with page, when the open selects
one.


	Stop metadata: :result (atom), :ok or :processing_error.

[:source, :svg_render]
Span. Wraps rendering an SVG: parsing it, estimating the rendering cost, and
rendering it at the size the request needs. An SVG original renders during
[:source, :fetch_decode], and an SVG watermark
during [:transform, :execute].
	Start metadata: :asset (atom), :original or :watermark.
	Stop metadata on success:	:result (atom): :ok.
	:intrinsic_dims ({width, height}): the SVG's own size in pixels.
	:rendered_dims ({width, height}): the size it rendered at.
	:work (integer): the estimated rendering work, which :svg's
:max_render_work limits.
	:peak (integer): the estimated pixels of intermediate images held at
once, which :svg's :max_render_pixels limits.
	:images (integer): embedded raster images drawn, counting each draw.
	:image_pixels (integer): the pixels those draws decode.


	Stop metadata on failure:	:result (atom): :processing_error.
	:error (atom): :decode for an SVG that doesn't parse, or
:input_limit.
	:limit (atom): with :input_limit, the limit that rejected the SVG:
:svg_bytes, :svg_elements (too many elements once reused content,
such as <use> copies and markers, is counted at each use),
:svg_entities (entity references that would expand past 1,000,000
characters), :svg_text (more than 10,000 bytes of text in one
<text> element, or 1,000,000 in all), :svg_nesting (embedded SVGs
nested too deep), :pixels (an original's render, or an embedded image,
is over max_input_pixels), :svg_render_work, :svg_render_pixels,
or :svg_render_extent (drawn geometry reaches more than 32,767 pixels
from the canvas, which the renderer can't draw).



[:source, :watermark]
Span. Wraps getting one watermark image, in its own process while the main
original is fetched. That image's source and input-cache spans nest in it.
	Start metadata: :phase (atom), :prepare when its identity is checked
before the conditional check, or :open when its bytes are read after an
output-cache miss.
	Stop metadata: :result (atom), a request result value.

Cache events
[:cache, :lookup]
Span. Wraps the output-cache lookup.
	Start metadata: :pool (:output), :cache_key (string, the hash of the
cache key looked up), :entry (atom), and :cache (:disabled) when no
output cache is configured. :entry is :response for a processed
response, or :source_record for the record of the original that
responses were made from.
	Stop metadata:	:result (atom): :ok, or :cache_error when the read failed.
	:cache (atom): :disabled, :hit, :miss, or :read_error. A read
error is served as a miss.
	:bytes (integer): the size of the cached body, on a hit for a processed
response. The span ends before the body is read, so its duration doesn't
include reading it.
	:cache_key and :entry: as on start.
	:error (atom): the error category, on a read error.



[:cache, :input]
Span. Wraps opening and checking an original in the input cache. Not emitted
when the output cache hits.
	Start metadata: :pool (:input).
	Stop metadata:	:result (atom): :ok, or :cache_error when the read failed.
	:cache (atom): :hit, :miss, or :read_error. A read error falls
back to the origin.
	:bytes (integer): the size of the reused original, on a hit.



[:cache, :refresh]
Span. Wraps the background check of a stale original that
stale-while-revalidate
starts. It runs outside any request.
	Start metadata: :pool (:input).
	Stop metadata: :result (atom), a request result value.

[:cache, :write]
Span. Wraps committing an entry to either pool. Writes of processed images
and placeholders run after the response is sent. Writes of originals and the
details kept to recheck them run while the request processes the original. A
write nests under the request's span and can end after it.
	Start metadata: :pool (atom), and :cache_key (string, the hash of the
entry's cache key).
	Stop metadata:	:result (atom): :ok or :cache_error.
	:cache (atom): :write when stored, or :write_error. A cache that
declines the entry to stay under its size limit
reports :admission_rejected (output pool) or :stage_skipped (input
pool).
	:error (atom): the error category, on an output-pool write error.
	:output_format (atom): the stored format. Output pool only.
	:estimated_cost_us (integer): the estimated
work to make the entry, in
microseconds, comparable only with other entries' estimates. The cache
scores entries by it. Output pool only, and not on source records.
	:bytes (integer): the size of the entry's body. On :write, the span's
duration includes syncing the body to disk, so :bytes divided by the
duration gives a rough write speed. The duration also includes waiting for
the admission decision.
	:cache_key (string): as on start.



A write error after a streamed response doesn't fail the response, because
the body was already sent.
[:cache, :stage]
One-shot. Emitted when a cache write stops before committing the entry.
The default Logger logs dropped writes at :warning.
	Metadata:	:pool (atom): :output for a processed image or placeholder, :input
for an original or the details kept to recheck it.
	:cache (atom): :stage_skipped when the body crossed max_body_bytes,
:stage_abandoned when delivery stopped early or the stream failed,
:stage_dropped when the cache dropped the write to keep up with its
storage (see writing entries), or
:stage_error when opening or writing the staged entry failed. Writes
of originals report only :stage_dropped, with :writer_limit,
:pending_limit or :deadline.
	:result (atom): :ok for skipped, abandoned and dropped entries,
:cache_error otherwise.
	:reason (atom): why the entry was skipped, abandoned or dropped, such
as :too_large. A dropped write has :writer_limit (the cache already
runs its maximum number of writes), :pending_limit (its unfinished
writes hold too many bytes), :lagging (the client got too far ahead of
the write), or :deadline (a response's write was unfinished 30 seconds
after it started, or an original's writes waited past the
2-second limit and another request may have stored it since).
	:error (atom): the error category, for :stage_error.
	:output_format (atom), or nil for an original or a body that isn't
an image, such as a BlurHash.
	:cache_key (string): the hash of the entry's cache key, or of the
original's source for an original.



[:cache, :coordination]
One-shot. Emitted when concurrent requests for the same original or image
are coordinated (see request coalescing).
	Metadata:	:operation (atom): :source (fetching an original), :refresh
(a background refresh), or :output (generating an image).
	:pool (atom): :input for :source and :refresh, :output for
:output.
	:result (atom): for :source and :refresh, one of :acquired,
:started, :coalesced, :backoff, or :busy, and for :source
also :timeout (it stopped waiting for another request's download).
For :output, :acquired (this request generates), :waiting (it
waits for another), :ready (it can check the cache again), :bypass
(it generates on its own), or :busy (coordination is at capacity).
	:reason (atom): :deadline on an :output :bypass when the image
wasn't stored within 2 seconds of being sent (see
coordination limits).



[:cache, :sweep]
Span. Emitted each time ImagePipe checks for
leftover files, whether or not it finds any:
	For a cache, after its startup scan and then every 24 hours.
	For staged originals, when the :image_pipe application starts and every
24 hours after.

The default Logger logs a check that deleted nothing at :debug.
	Start metadata: :pool (atom): :output or :input for a cache, :staging
for staged originals.
	Stop metadata:	:result (atom): :ok.
	:bytes (integer): total size of the deleted files.
	For a cache, :pins, :temps and :bodies (integer): how many
originals held open by requests, temporary writes, and bodies no
metadata named were deleted.
	For a cache, :unreadable (integer): how many metadata files the cache
can't read were deleted. Their bodies are counted in :bodies.
	For :staging, :staged (integer): how many staged originals were
deleted.



[:cache, :admission]
Span. Emitted by a cache when it decides whether to keep a new entry.
	Start metadata: :pool (atom).
	Stop metadata:	:result (atom): :admitted or :rejected.
	:reason (atom): why the entry was rejected.
	:victim_count (integer): entries evicted to make room.



[:cache, :eviction, :stop]
One-shot. Emitted each time a cache evicts entries to stay under its size
limit.
	Measurements: :count (integer), entries evicted, and :bytes
(integer), their total size.
	Metadata: :pool (atom), and :trigger (atom): :admission for the
entries a write evicts to make room, or :startup for each batch the
startup scan evicts to get under a lowered cap.

Transform events
[:transform, :execute]
Span. Wraps all processing of the image.
	Start metadata:	:operations (list of atoms): the requested operations, in order.
	:operation_count (integer): their number.


	Stop metadata:	:result (atom): :ok or :processing_error.
	:error (atom): the error category, on failure.



Requested and executed operations can differ: :crop_guided and
:crop_region run as :crop, :canvas runs as :extend_canvas, and one
requested operation can run as several. :operation_count can therefore
differ from the number of [:transform, :operation] spans.
[:transform, :input_color_management]
Span. Nested in [:transform, :execute]. Wraps preparing the decoded image's
colors once before processing, including when nothing needs to change.
	Start metadata: none.
	Stop metadata:	:result (atom): :ok, or :processing_error when an embedded ICC
profile is corrupt or unsupported (the response is 415).
	:working_space (atom): the libvips color interpretation processing
uses, such as :VIPS_INTERPRETATION_sRGB or :VIPS_INTERPRETATION_B_W
(grayscale). With preserve_hdr, an HDR original keeps
:VIPS_INTERPRETATION_RGB16 or :VIPS_INTERPRETATION_GREY16.
	:imported? (boolean): true when the embedded ICC profile was used to
convert the image, as for CMYK. RGB and grayscale originals keep their
values and profile.



[:transform, :operation]
Span. Nested in [:transform, :execute], once per executed operation. libvips
evaluates lazily, so the duration measures building the pipeline, not pixel
work, except for a [:transform, :materialize] nested in it.
[:transform, :materialize] and [:encode] time pixel work.
	Start metadata:	:operation (atom): the executed operation, such as :resize.
	:params (struct): the operation and its parameters.


	Stop metadata:	:result (atom): :ok or :error.
	:dims ({width, height}): the image size after the operation, on
success.



[:transform, :materialize]
Span. Wraps computing the image into memory. Every generated image is
computed at least once, at the latest just before encoding.
	Start metadata: none.
	Stop metadata:	:result (atom): :ok, or :materialize_error when the copy failed
(the response is 415).
	:dims ({width, height}): the size of the computed image, on success.
After orientation, the size as displayed.



Where the span nests depends on why the image is computed:
	Before an operation that needs the whole image at once (trim, rotation by
an arbitrary angle, smart or detection crops, or a resize after such a
rotation): in that [:transform, :operation].
	When EXIF orientation, rotation, or flips are applied: directly in
[:transform, :execute].
	Just before encoding: in the request span, or in
[:processing, :execute] under a processing pool.

[:transform, :detect]
Span. Wraps running the configured detector for detect crops and
anchor=smart-face. The duration is the real inference time, including the
first load of a model.
	Start metadata:	:classes (list of strings, or :all): the requested classes.
	:weights (map): the requested weight per class.


	Stop metadata:	:regions (integer): the regions the detector returned.
	:result (atom): :detected (at least one region), :no_regions (the
detector found nothing, and the crop uses attention instead),
:unavailable (the detector reported it is unavailable), or :error
(the detector failed or returned an invalid result).



:result describes the detector, not the crop. A :detected result whose
regions all lie outside the image still crops by attention.
[:transform, :detect, :model]
Span. Nested in [:transform, :detect] when the bundled composite detector
(the default) runs, once per model that ran.
	Start metadata:	:detector (module): the model's detector module, such as
ImagePipe.Transform.Detector.ImageVision.Face.
	:model (term): the detector's identity/1 for this request.
	:classes (list of strings, or :all): the classes sent to this model.


	Stop metadata:	:result (atom): :ok or :error.
	:regions (integer): the regions this model returned. 0 on error.



The union of :classes across a request's model spans is the set of classes
actually detected. A requested class that appears in none was unknown to
every model and was dropped.
Keep detector identities free of secrets
A custom detector's identity/1 appears in :model, which every attached
handler receives, including exporters to third parties.
[:transform, :detect, :skipped]
One-shot. Emitted instead of [:transform, :detect] when a request asks for
detection but no detector is configured. The crop uses attention instead.
	Metadata: :classes (list of strings, or :all) and :result
(:no_detector).

[:transform, :detect, :blend]
One-shot. Emitted for anchor=smart-face when a face was found and blended
with the attention point. Coordinates are normalized to 0..1.
	Metadata:	:attention ({x, y}): the libvips attention point.
	:face ({x, y}): the area-weighted center of the faces.
	:blended ({x, y}): the point used, (1 - weight) * attention + weight * face.
	:weight (float): the face weight.



The difference between :attention and :blended is how far the faces moved
the crop.
Output events
[:output, :negotiate]
Span. Wraps choosing the output format from the request, the original's
format, and whether the final image has alpha.
	Start metadata: :output_mode (atom), :explicit when the request set a
format, or :automatic when it is negotiated from Accept.
	Stop metadata:	:result (atom): :ok, or :output_error when no acceptable format
exists.
	:output_format (atom): the chosen format, on success.
	:error (atom): the error category, on failure.



[:output, :terminal]
Span. Wraps producing an output=info, output=blurhash, or
output=lqip-css body. Not emitted for a cache hit or a 304.
	Start metadata:	:terminal (atom): :info, :blurhash, or :lqip_css.
	:placeholders (list of atoms): for :info, the placeholders the body
includes (:blurhash, :lqip_css), possibly none.


	Stop metadata: :result (atom), :ok or a request
result value.

[:output, :clamp]
One-shot. Emitted when the final image is larger than the result limits or
the format allows, and is scaled down before encoding. WebP allows 16383
pixels per side, AVIF 16384, and JPEG 65500. The default result limit of
8192 pixels per side is usually lower.
	Measurements: :scale (float), the scale factor applied, below 1.0.
	Metadata:	:format (atom): the output format.
	:source_dimensions ({width, height}): the size before scaling.
	:dimensions ({width, height}): the size after scaling.
	:limits (map): the limits applied, %{max_width, max_height, max_pixels}, each an integer or :infinity.



Encode events
[:encode]
Span. Wraps building the encoder and producing the first encoded chunk, which
forces the image's pixel work. Nested in the request span, or in
[:processing, :execute] under a processing pool.
	Start metadata: :output_format (atom).
	Stop metadata:	:result (atom): :ok, or :processing_error when encoding failed
before the first chunk (the response is 500).
	:output_format (atom).
	:error (atom): the error category, such as :empty_stream, on failure.



[:encode, :search]
Span. Nested in [:encode]. Wraps the search for an encoder quality, run for
autoquality or for a max_bytes limit on a format with a quality setting.
The search encodes the image at several qualities and delivers one of those
encodes.
	Start metadata:	:objective (atom): :ssimulacra2 for autoquality, or :none (only a
max_bytes limit).
	:min_quality and :max_quality (integer): the quality range searched
for the format. Absent for :none.
	:target (number): the SSIMULACRA2 target. Absent for :none.
	:max_bytes (integer): the byte limit, when set.


	Stop metadata:	:result (atom): :ok or :processing_error.
	:error (atom): the error category, on failure.
	:chosen_quality (integer): the delivered quality.
	:chosen_bytes (integer): the delivered size.
	:iterations (integer): encodes performed.
	:outcome (atom): :hit (the target or limit was met), :best_effort
(it wasn't, and the highest quality in range was used, or the lowest
for max_bytes).
	:limiting_factor (atom): with :best_effort, why. :ceiling (the
target needed a higher quality than the range allows), or :max_bytes
(the limit couldn't be met even at the lowest quality).
	:final_score (float): the delivered quality's SSIMULACRA2 score, for
:ssimulacra2.
	:scorer (atom): :full when the whole image was scored, or :crop
when crops of a large image were scored instead.
	:tiles_scored (integer): crops scored, at most 16. :crop only.



[:encode, :search, :probe]
Span. Nested in [:encode, :search], once for each new encode. A quality
the search already encoded emits nothing again.
	Start metadata:	:quality (integer): the quality tried.
	:phase (atom): :objective (searching for the target) or :cap
(lowering quality to meet max_bytes).


	Stop metadata:	:bytes (integer): the encoded size.
	:index (integer): which encode this is, from 1.
	:score (float): the score computed. Absent for :none.
	:scorer (atom): :full or :crop.
	:tiles_scored (integer): crops scored. :crop only.
	:result (atom): :processing_error, on failure.
	:error (atom): the error category, on failure.



Probe cost spans
Spans nested in [:encode, :search, :probe] that split its time. They time
real work, unlike [:transform, :operation]. The default Logger doesn't log
them.
	[:encode, :search, :probe, :encode]: the encode, for every objective.
Start metadata :quality, stop metadata :result and :bytes, or
:result and :error on failure.
	[:encode, :search, :probe, :ssimulacra2, :decode]: decoding the encoded
candidate. Start metadata :bytes, stop metadata :result.
	[:encode, :search, :probe, :ssimulacra2, :metric]: computing one score, over
the whole image or over the crops. Start metadata :tiles_scored for crop
scoring, stop metadata :result and :score.

[:encode, :search, :probe, :chosen]
One-shot. Emitted once when the search finishes, naming the probe whose
encode is delivered.
	Metadata:	:quality (integer): equals :chosen_quality.
	:bytes (integer): equals :chosen_bytes.
	:phase (atom): the phase that encoded it, :objective or :cap.
	:index (integer): that encode's index.
	:score (float): its score. Absent for :none.
	:scorer (atom) and :tiles_scored (integer): as on the probe.



HTTP cache events
One-shot events about the Cache-Control and ETag headers of a response
(see HTTP caching). None carries a path, source
identity, cache key, or ETag value.
[:http_cache, :prepare]
One-shot. Emitted when the response's cache headers are built.
	Metadata:	:effective_mode (atom): the http_cache mode in use, :validators,
:auto, :public, or :private.
	:byte_identity (atom): :strong.
	:etag (boolean): whether the response has an ETag.



[:http_cache, :conditional, :match]
One-shot. Emitted when a conditional request is answered with 304, whether
it matched before the output-cache lookup or after an output-cache hit.
	Metadata: :method (atom), :get or :head.

[:http_cache, :fallback, :no_store]
One-shot. Emitted when a response is marked no-store because it is a
fallback.
	Metadata:	:reason (atom): :detection_failed, when a crop used attention because
detection failed.
	:source_name (atom).



[:http_cache, :cache_hit, :headers]
One-shot. Emitted when an output-cache hit is sent.
	Metadata:	:etag (boolean): whether the response has an ETag.
	:generated_cache_headers (boolean): whether ImagePipe generated
Cache-Control headers.
	:representation_headers (boolean): whether it added headers such as
Vary.



Debug events
[:debug, :collect, :error]
One-shot. Emitted when reading the original's details for
debug headers fails. The details are collected on every
generation, whether or not debug headers are on. The request continues
without them.
	Metadata: :error (atom), the error category.



  

    Debug response headers

Debug headers show how one response was produced: what the original was,
which output was chosen, how quality was picked, whether the cache was used,
and how long each stage took. They are X-ImagePipe-* headers plus a
standard Server-Timing header, and they are off by default.
Enabling debug headers
Debug headers need a setting in the server's configuration:
Plug
forward "/images", ImagePipe.Plug,
  sources: [...],
  allow_debug_headers: true
image_pipe_server
[http]
allow_debug_headers = true
A request then adds the debug option, for
example /w=400/debug/src/cat.jpg. Without the setting, debug is ignored.
debug doesn't change the image, the cache key, or the ETag. The details
are recorded on every response that is generated, so a cached response
created before you allowed debug headers has them too.
Security and disclosure
debug is part of the signed path. Sign a new URL to add it to a signed
request.
With debug headers on, a response can reveal the original's size, format,
and color details, the output settings, the quality search results, the
operations applied, the cache key, and timings. Leave
allow_debug_headers off if your deployment treats any of that as private.
Header catalogue
Each header carries one value. A header whose value is unknown is left out.
Original image
	Header	Example	Meaning
	X-ImagePipe-Source-Format	jpeg	Format of the original
	X-ImagePipe-Source-Size	184320	Size of the original in bytes
	X-ImagePipe-Source-Width	4000	Width of the original in pixels
	X-ImagePipe-Source-Height	3000	Height of the original in pixels
	X-ImagePipe-Source-Color-Space	VIPS_INTERPRETATION_sRGB	Color space of the original, as libvips names it: VIPS_INTERPRETATION_sRGB for RGB, VIPS_INTERPRETATION_B_W for grayscale, VIPS_INTERPRETATION_CMYK for CMYK, VIPS_INTERPRETATION_RGB16 for 16-bit RGB
	X-ImagePipe-Source-ICC	true	Whether the original has an embedded color profile
	X-ImagePipe-Source-Bit-Depth	8	Bits per channel
	X-ImagePipe-Source-Alpha	false	Whether the original has transparency
	X-ImagePipe-Source-Orientation	6	EXIF orientation of the original (1 to 8), before it is applied
	X-ImagePipe-Shrink	w=2.0;h=2.0	How much the original was scaled down while decoding, per axis. Large originals are decoded at a reduced size when the output is much smaller

Output
	Header	Example	Meaning
	X-ImagePipe-Output-Format	avif	Format of the response
	X-ImagePipe-Output-Negotiated	true	true when the format was chosen from the Accept header, false when the request set it
	X-ImagePipe-Output-Accept	image/avif,image/webp,*/*	The request's Accept header
	X-ImagePipe-Output-Width	1200	Width of the response image
	X-ImagePipe-Output-Height	900	Height of the response image
	X-ImagePipe-Output-Quality	72	Encoder quality used, or default when the encoder's own default applied
	X-ImagePipe-Output-Stripped	true	Whether metadata was removed
	X-ImagePipe-Output-Color-Profile	strip	The profile the response used: strip, preserve_source (for profile=preserve), srgb, display_p3, or adobe_rgb

Automatic quality
Present only when automatic quality
searched for a quality.
	Header	Example	Meaning
	X-ImagePipe-AQ-Score	75.4	SSIMULACRA2 score of the delivered image
	X-ImagePipe-AQ-Target	75.0	The target score
	X-ImagePipe-AQ-Quality-Min	20	Lowest quality the search could choose
	X-ImagePipe-AQ-Quality-Max	90	Highest quality the search could choose
	X-ImagePipe-AQ-Iterations	3	Number of encodes the search made
	X-ImagePipe-AQ-Outcome	hit	hit (target met) or best_effort (not met: the highest quality the search tries, or the lowest for max-bytes)
	X-ImagePipe-AQ-Limiting-Factor	ceiling	With best_effort, why: ceiling (the target needed a higher quality than the range allows), or max_bytes (the byte limit couldn't be met)
	X-ImagePipe-AQ-Scorer	crop	full when the whole image was scored, crop when sample areas of a large image were scored instead
	X-ImagePipe-AQ-Tiles	9	Number of sample areas scored, with crop

Cache and operations
	Header	Example	Meaning
	X-ImagePipe-Cache	hit	hit when the response came from the output cache, otherwise miss
	X-ImagePipe-Cache-Key	a1b2c3…	The response's cache key, 64 hexadecimal characters. Absent on a generated image that won't be stored, such as when no cache is configured
	X-ImagePipe-Pipeline	resize,crop,sharpen	The operations applied, in order

Ignored options
	Header	Example	Meaning
	X-ImagePipe-Ignored-Options	fit,enlarge	Options the URL wrote that have no effect, so the request ignored them. Absent when there are none

Info and placeholder responses
output=info, output=blurhash, and output=lqip-css responses have the
cache and operation headers, but no original-image, output-image, or automatic
quality headers. Their Server-Timing has only total, plus cache on a
cache hit.
Server-Timing
Durations are in milliseconds:
Server-Timing: decode;dur=8.123, transform;dur=21.0, encode;dur=140.5, total;dur=181.2
	decode: fetching and decoding the original.
	transform: processing.
	encode: encoding.
	total: from fetching the original to the first encoded bytes.
	cache: reading the response from the output cache. Only on a cache hit.

A cache hit repeats the durations recorded when the response was generated,
and adds cache:
Server-Timing: decode;dur=8.123, transform;dur=21.0, encode;dur=140.5, cache;dur=1.5, total;dur=181.2


  

    ImagePipe

ImagePipe serves and processes images inside Elixir applications or as a
standalone image server. Use its Plug endpoint for on-demand HTTP images, its
Elixir API for jobs and uploads, or both with shared plans, configuration, and
caches. Image and libvips power processing.
plan =
  ImagePipe.URL.new()
  |> ImagePipe.URL.group(resize: [width: 400, height: 300, fit: :cover])
  |> ImagePipe.URL.output(format: :webp, quality: 82)

{:ok, result} = ImagePipe.run(ImagePipe.config(), plan, {:file, "photos/original.jpg"})
File.write!("thumbnail.webp", result.data)
The equivalent path for a configured source on an /images mount is:
/images/w=400/h=300/fit=cover/format=webp/q=82/src/photos/original.jpg
Documentation
Start with the documentation overview.
Try the demo
The repository includes the ImagePipe Fiddle, a Phoenix demo app with visual
controls, URL editing, source selection, and tracing.
Running the Fiddle
covers starting it from a repository checkout.
[image: ImagePipe Fiddle]


  

    Changelog

This changelog follows Keep a Changelog.
Releases use Semantic Versioning.
Unreleased
0.2.0 - 2026-10-13
Added
	SVG sources, when the optional image_pipe_svg package is installed.
An SVG renders straight at the size the request needs, so it stays sharp
at any size, and a resize can make it larger than its own width and
height without enlarge, up to the input pixel limit, past which the
rendered image is enlarged. Regions and crops in pixels measure the SVG at
its own size. With no format and no negotiated format, the result is a
PNG. Watermark images can be SVGs too, and render at the size they're
drawn. Without image_pipe_svg, SVG sources still fail with 415.
	The :svg option configures SVG sources: :font_dirs and
:fallback_family for the fonts SVG text renders in (no system fonts are
used), and :max_bytes, :max_render_work, and :max_render_pixels to
limit the work an SVG can cause.
	A [:source, :svg_render] span wraps rendering an SVG original or
watermark, with its intrinsic and rendered sizes and the estimated work,
and names the limit that rejected an SVG. The default Logger logs it.
	cache and input_cache delete metadata files they can't read, such as
ones another ImagePipe version wrote, and their bodies, once the files are
more than an hour old. The [:cache, :sweep] event reports them as
:unreadable.
	[:cache, :stage] reports writes the cache drops to keep up with its
storage as :stage_dropped, for processed images and originals, and
carries :pool. The default Logger logs dropped writes at :warning.
	[:cache, :coordination] carries reason: :deadline when a request stops
waiting for another request's image because it wasn't stored in time.
	The image_pipe.request span carries a request_id attribute when Logger
metadata has a :request_id, such as the one Plug.RequestId sets.
	The [:cache, :lookup], [:cache, :write], and [:cache, :stage]
telemetry events carry :cache_key, the hash of the entry's cache key, and
[:cache, :lookup] carries :entry, which says whether it read a processed
response or a source record. The tracer adds them to their spans and span
events.
	The [:cache, :write] stop event carries :estimated_cost_us, the work
the cache estimates it took to make a processed image. The tracer adds it
to the span.
	The [:cache, :write] stop event carries :bytes, the size of the stored
body, so dividing it by the span's duration gives a rough write speed for the
cache storage. [:cache, :lookup] carries :bytes on a hit for a processed
response. The tracer adds :bytes to both spans, and the default Logger
logs it.
	A [:source, :decode_open] span wraps each time libvips opens the original,
so a trace shows how often a request opens it. The default Logger doesn't log
it.

Changed
	With image_pipe_svg installed, cache keys and ETags include the resvg
version, the fonts, and the fallback family, so every cached image misses
once after installing it, and again after changing the fonts or fallback
family, or upgrading image_pipe_svg to a version that renders SVGs
differently.
	Breaking: An HTTP source's allowed_hosts entry without a port allows
only the scheme's default port, 80 or 443, including for redirect targets.
Before, any port on a listed host was reachable. Add an entry with the port,
such as "assets.example.com:8443", for an origin on another port. A
base_url with a non-default port needs that port in allowed_hosts when you
set the list. A malformed entry, such as "assets.example.com:https", now
fails at startup.
	A response to a URL with expires drops stale-while-revalidate and
stale-if-error, including ones the host sets, because caches can't use them
alongside its must-revalidate.
	Processed images and originals cached by an earlier version are not
reused, because the cache key changed and entry files are named
differently. The cache refills as requests come in, and deletes the old
files as
leftover files.
	Requests for PNG and other sources that need no shrink-on-load open the
source once instead of twice, which saves about 0.3 ms per request.
	A custom detector's identity/1, available?/1, and ready?/1 receive only
:classes, as detect/2 already did. They no longer see the mount's other
configuration.
	Breaking: The source identifiers a custom source adapter receives are
ImagePipe.Source.Path, ImagePipe.Source.URL, and ImagePipe.Source.Object.
Replace ImagePipe.Plan.Source.Path, .URL, and .Object in your adapter.
	Breaking: A source's internal_cache takes :enabled or :disabled,
and defaults to :enabled. Replace internal_cache: :auto, which meant the
same as :enabled.
	Breaking: ImagePipe.Source.S3.CredentialProvider.fetch_credentials/2
takes the bucket and the provider's options. Change your provider's
fetch_credentials/3 to fetch_credentials/2 by dropping the third
argument, which was always [].
	Breaking: cache and input_cache take the file system cache's options
directly. Replace cache: {ImagePipe.Cache.FileSystem, root: "..."} with
cache: [root: "..."], and the same for input_cache. The server's
[cache] configuration is unchanged.
	Breaking: The tracer now creates OpenTelemetry spans as they happen, and
needs the OpenTelemetry SDK in your application. Remove the exporter:
option from ImagePipe.Telemetry.attach_tracer/1 and the
ImagePipe.Telemetry.Trace.OtelIdGenerator id_generator setting from your
:opentelemetry configuration. To print spans without a backend, use the
SDK's stdout exporter. Span and trace IDs now come from the SDK, and each
span reaches the SDK when it ends, not when the request finishes.
	A request's spans join the trace of the span that is current when the
request starts, such as one from your Phoenix or Bandit instrumentation.
This includes ImagePipe.run/4 in an instrumented job. With
extract_inbound: true, the inbound traceparent applies only when no span
is current.
	Spans your own code opens inside ImagePipe's processes, such as in a custom
source or detector, nest under the request's spans, with or without the
tracer attached.
	A request that continues an inbound trace follows the caller's sampled
flag under the SDK's default parent-based sampler. It was always recorded
before.
	Breaking: [:cache, :eviction, :stop] reports the entries a write
evicts, with trigger: :admission, and the startup scan's batches with
trigger: :startup. Update handlers that match trigger: :reconcile.
	Responses no longer wait for the cache's disk. A processed image is stored
in the background after it's sent, and a downloaded original while the
request processes it. The [:cache, :write] span can end after the
request.
	A request waiting for another request's image or original stops waiting
when the image or original isn't stored 2 seconds after it was sent or
downloaded.
	When the disk can't keep up, writes are dropped, and unfinished writes
count against max_size_bytes. An entry larger than a twentieth of
max_size_bytes, or 256 MiB, is never stored (see
writing entries).
	trim is faster on images under a megapixel: 2 ms instead of 6.5 ms on a
256×256 image.
	Breaking: cache and input_cache need max_size_bytes, and an
ImagePipe instance (see ImagePipe.child_spec/1). Add max_size_bytes to
each cache, and to the options of ImagePipe.Cache.FileSystem.get/2, and
move a configuration with a cache from ImagePipe.Plug options or an
ImagePipe.run/4 call into an instance. run/4 with an instance name
can't set cache or input_cache per call.
	Breaking: Each root of cache and input_cache serves one node. An
instance writes a .image-pipe-owner file into each cache's root.
While another node keeps that file updated, the instance logs an error and
runs without that cache, and it takes the root over once the other node
stops. Give each replica its own cache directories, such as its own volume.
When a node is killed, a node on another host that starts after the kill
takes over its root about 30 seconds after starting.
	cache and input_cache keep the entries that are requested often and
took the most work to make for their size. For a processed image, that work
is estimated from the request instead of timed (see
work to make an entry).
On startup a cache reads only file names, so a large cache is ready sooner.

Removed
	Breaking: ImagePipe.Transform.Detector.Composite.new/1 and
default/0. A detector is configured as a module, so a composite struct
could not be configured. Configure ImagePipe.Transform.Detector.Composite
itself to get the default face and object detectors.
	Breaking: Bounded caches keep request counts in memory only. Remove
node_id, state_dir, flush_interval, cleanup_interval, and
state_ttl from cache and input_cache. After a restart, a bounded
cache keeps its entries and learns again which are requested most. You can
delete the .cache_state directory under each bounded cache's root.
	The [:cache, :warm_start], [:cache, :flush, :stop], and
[:cache, :cleanup, :stop] telemetry events.
	Breaking: The eviction_victim_limit and reconcile_interval options
of cache and input_cache. Remove them from your configuration. A write
now evicts every entry it needs before it's stored, so the stored bodies
stay under max_size_bytes once the startup scan has run, and the cache no
longer runs a background eviction pass every minute.
	Breaking: The window_ratio, sketch_depth, sketch_width,
aging_sample_size, doorkeeper_cardinality, doorkeeper_fpr, and
path_prefix options of cache and input_cache. Remove them from your
configuration. The cache no longer reads or cleans up the old entries under
a path_prefix directory, so delete that directory.
	Breaking: The rescan_interval option of cache and input_cache, and
the [:cache, :rescan] telemetry event. Remove rescan_interval from your
configuration. A cache deletes leftover files after its startup scan
and then every 24 hours.
	[:cache, :stage] no longer reports cache: :stage_cleanup_error.
Discarding a staged entry doesn't fail.
	Breaking: ImagePipe.Telemetry.Trace.LogExporter,
ImagePipe.Telemetry.Trace.OpenTelemetryExporter,
ImagePipe.Telemetry.Trace.OtelIdGenerator,
ImagePipe.Telemetry.Trace.Span, ImagePipe.Telemetry.Trace.Context, and
the ImagePipe.Telemetry.Trace.Exporter behaviour.

Fixed
	[:cache, :write] reports a write error instead of cache: :write when
the cache's process isn't running, since nothing was stored.
	A crop placed with focus on an image with an EXIF orientation other than
1 or 5 could land one pixel off from the same crop on an untagged image,
when the crop's position fell on a half pixel.
	With max-bytes, a quality search that ran out of encode attempts
shipped the lowest quality, even when it had already encoded a higher one
that fit the budget. It now ships the highest encoded quality that fits. When
only the lowest quality fits, the X-ImagePipe-AQ-Outcome debug header and
the [:encode, :search] telemetry event report hit instead of
best_effort.
	With allow_origin set, cross-origin scripts can send conditional
requests such as If-None-Match, and can read response headers such as
ETag and Content-Disposition. Preflight requests now get
Access-Control-Allow-Headers: *, and responses get
Access-Control-Expose-Headers: *.
	A comma inside a quoted Accept parameter, as in
image/webp;x="a,b";q=0, no longer splits the entry. The split dropped the
q=0, so ImagePipe could choose a format the client had excluded.
	input_cache rejects max_body_bytes instead of ignoring it, and
configuration fails with an unknown-option error. Remove the option from
input_cache.
	Concurrent fetches from an HTTP source (ImagePipe.Source.HTTP) just after
startup could exit with :noproc. They now wait for the connection pool to
start.
	A CMYK or other non-RGB source with an embedded color profile and more
pixels than max_intermediate_pixels fails with 422, like other oversized
images, instead of 415.
	The source cache stores and reuses originals whose Cache-Control has a
qualified private="..." or no-cache="..." naming only headers ImagePipe
doesn't keep, such as private="Set-Cookie". They were treated as
unqualified private (never stored) or no-cache (revalidated on every
request).

0.1.0 - 2026-10-09
Added
First release of ImagePipe, with image processing powered by
elixir-image/image,
Vix, and libvips.
	Serve transformed images on demand from Phoenix or any Plug application
through ImagePipe.Plug. Reuse the same processing plans and configuration
for uploads, files, and background jobs through the Elixir API.
	Read originals from local files, HTTP(S), S3-compatible storage, or custom
source adapters.
	Compose resizing, cropping, orientation, effects, and watermarks in explicit
processing groups, with optional face and object detection, or your own
detector.
	Define reusable presets and request defaults in your configuration,
statically or through a host preset lookup backed by a database or cache.
	Encode JPEG, PNG, WebP, and AVIF, with format negotiation, quality controls,
byte budgets, and color-profile policies. Automatic quality gives each image
the lowest quality that still looks as good as a target you choose. Generate
BlurHash, LQIP CSS, and image-info JSON.
	Configure input and output caches, conditional HTTP responses, streamed
delivery, request safety limits, and processing concurrency. Observe requests
through telemetry, logging, and tracing.



  

    LICENSE

                             Apache License
                       Version 2.0, January 2004
                    http://www.apache.org/licenses/
   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
	Definitions.
"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.
"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.
"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.
"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.
"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.
"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.
"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work
(an example is provided in the Appendix below).
"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.
"Contribution" shall mean any work of authorship, including
the original version of the Work and any modifications or additions
to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent
to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."
"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

	Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

	Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

	Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:
(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and
(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and
(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.
You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

	Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

	Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

	Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

	Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

	Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.


   END OF TERMS AND CONDITIONS
   APPENDIX: How to apply the Apache License to your work.
  To apply the Apache License to your work, attach the following
  boilerplate notice, with the fields enclosed by brackets "[]"
  replaced with your own identifying information. (Don't include
  the brackets!)  The text should be enclosed in the appropriate
  comment syntax for the file format. We also recommend that a
  file or class name and description of purpose be included on the
  same "printed page" as the copyright notice for easier
  identification within third-party archives.
   Copyright 2026 Håvard Lindset
   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at
   http://www.apache.org/licenses/LICENSE-2.0
   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.


  

    
ImagePipe.PresetLookup behaviour
    



      
Resolves presets that the static :presets map does not define, while a
request is served.
Configure an implementation with ImagePipe.config/1 or the
{ImagePipe, ...} child spec:
ImagePipe.config(
  presets: %{"card" => "w=400/h=300/fit=cover"},
  preset_lookup: {MyApp.Presets, repo: MyApp.Repo},
  sources: [...]
)
Storing presets in a database walks
through an implementation, and Presets explains how presets
combine.
When the lookup is called
Static presets shadow the lookup: a name the map defines is never fetched,
and a request that names only static presets never calls it. Looked-up
presets may reference static and looked-up names. Static presets may
reference only static names. :request_defaults never involves the
lookup.
ImagePipe.Plug calls fetch/2 while parsing a request, after signature
verification, and ImagePipe.run/4 and ImagePipe.validate/2 call it too,
always before any source or cache access. Each call receives the unresolved
names for one nesting level, so a request without nested looked-up
references makes one call. :max_preset_lookups (default 32) caps the
distinct names one request may look up, counting the names in the request
and the names their definitions reference. The URL builder never calls the
lookup.
Results and statuses
	Lookup result	Plug status	ImagePipe.run/4 error
	A requested name is missing from the map	400	{:invalid_request, issues}
	{:error, reason}, a raise, an exit, a value other than {:ok, map}, or a non-string fragment	503	{:preset, :lookup_unavailable}
	A fragment that doesn't parse, references an unknown preset, or forms a cycle	500	{:preset, :invalid_definition}
	The request itself names more than :max_preset_lookups presets to look up	400	{:preset, :too_many_presets}
	References in looked-up definitions bring the total above :max_preset_lookups	500	{:preset, :invalid_definition}

Names in the returned map that were not requested are ignored. Each call
emits the [:image_pipe, :preset, :lookup] telemetry span.
Caching
ImagePipe does not cache lookup results. fetch/2 runs on the request
path, so cache results in the implementation (ETS, :persistent_term,
Cachex) and bound backend timeouts in the client configuration. Changing a
preset's definition changes the cache key and ETag of requests that use
it.

      


      
        Summary


  
    Callbacks
  


    
      
        fetch(names, options)

      


        Returns the option fragment for each requested name the backend defines.



    


    
      
        validate_options(keyword)

      


        Validates the lookup's options once, when the configuration is built.



    





      


      
        Callbacks


        


  
    
      
    
    
      fetch(names, options)



        
          
        

    

  


  

      

          @callback fetch(names :: [String.t()], options :: keyword()) ::
  {:ok, %{required(String.t()) => String.t()}} | {:error, term()}


      


Returns the option fragment for each requested name the backend defines.
Fragments use the same grammar as static :presets strings, such as
"w=400/h=300/fit=cover". Omit names the backend does not define, and a
request selecting one fails with 400. Return "" for a retired name to
keep its URLs working without options. Return {:error, reason} when the
backend is unavailable, and the request fails with 503.

  



  
    
      
    
    
      validate_options(keyword)



        
          
        

    

  


  

      

          @callback validate_options(keyword()) :: {:ok, keyword()} | {:error, term()}


      


Validates the lookup's options once, when the configuration is built.
Return {:ok, options} with the options fetch/2 receives.
{:error, reason} makes ImagePipe.config/1 raise ArgumentError.

  


        

      


  

    
ImagePipe 
    



      
Processes images in your own code, and holds the configuration that
ImagePipe.Plug serves images with.
builder =
  ImagePipe.URL.new()
  |> ImagePipe.URL.group(resize: [width: 400, height: 300, fit: :cover])
  |> ImagePipe.URL.output(format: :webp)

{:ok, result} = ImagePipe.run(ImagePipe.config(), builder, {:file, "cat.jpg"})
config/1 builds a configuration, ImagePipe.URL describes what to do to
the image, and run/4 returns the result. write/5 writes it to a file
instead. Processing images in Elixir walks
through it.
An instance is a supervised process that holds a configuration and starts
the processes its caches need. Run one with child_spec/1 when a mount's
configuration reads runtime values, such as environment variables, or when
the configuration uses a cache. ImagePipe.Plug mounts, run/4,
write/5, validate/2, and url_config/2 find it by name.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(options)

      


        Returns a child specification that runs a named ImagePipe instance.



    


    
      
        config(options \\ [])

      


        Builds the configuration that ImagePipe.Plug mounts, instances, and
run/4 use.



    


    
      
        run(config, builder, input, options \\ [])

      


        Runs a builder's plan on an image and returns the encoded result.



    


    
      
        url_config(config_or_name, options \\ [])

      


        Returns the URL settings a configuration or a running instance serves, for
building URLs with ImagePipe.URL.new/1.



    


    
      
        validate(config, builder)

      


        Checks a builder's plan as this configuration would serve it.



    


    
      
        write(config, builder, input, path, options \\ [])

      


        Runs a builder's plan like run/4, then writes the result to path.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(options)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Returns a child specification that runs a named ImagePipe instance.
Start the instance in your application's supervision tree, before the
endpoint that mounts it. Its options are evaluated when the application
starts, so they can read environment variables:
children = [
  {ImagePipe,
   name: MyApp.Images,
   sources: [...],
   cache: [root: "/var/cache/image_pipe/processed", max_size_bytes: 5_000_000_000]},
  MyAppWeb.Endpoint
]
Mount it with the :instance option of ImagePipe.Plug, and pass its name
to run/4, write/5, validate/2, and url_config/2.
A configuration with cache or input_cache must be used through an
instance, which starts the processes that track each cache's size.
An ImagePipe.Plug mount without :instance, and run/4 with a
configuration from config/1, raise ArgumentError for a configuration
with a cache.
Caching processed images covers setting up a
cache.
Options
	:name (atom/0) - Required. Name that ImagePipe.Plug mounts, ImagePipe.run/4, ImagePipe.write/5, ImagePipe.validate/2, and ImagePipe.url_config/2 use to find the instance. It also names the instance's supervisor.

	:mounts (keyword/0) - Named sets of URL options, such as [signed: [keys: [key]]]. An ImagePipe.Plug mount picks one with its :mount option, so mounts with different signing keys share one instance and its caches. Each set takes the URL options of ImagePipe.config/1 (:base_url, :keys, :encrypt_source, :source_encryption_keys, :iv_mode) and applies them on top of the instance's own, so an option a set leaves out keeps the instance's value. For a mount that doesn't check signatures, set keys: [], and source_encryption_keys: [] if the instance has them. The default value is [].

	:config (ImagePipe.Config.t/0) - A configuration from ImagePipe.config/1 to start from. The other options override it.

	:detector_warmup (:all, false, or a list of class names) - Which detector classes to load models for when the instance starts, using ImagePipe.Transform.Detector.Warmup. :all loads every model, a list such as ["face"] loads only the models those classes need, and false loads none. Nothing is loaded when the configuration's detector isn't available. A class the detector doesn't support raises ArgumentError. The default value is :all.


Every option of config/1 is accepted too. Invalid options raise
ArgumentError when the child specification is built, before the
instance starts.

  



    

  
    
      
    
    
      config(options \\ [])



        
          
        

    

  


  

      

          @spec config(keyword()) :: ImagePipe.Config.t()


      


Builds the configuration that ImagePipe.Plug mounts, instances, and
run/4 use.
config =
  ImagePipe.config(
    sources: [
      media: [
        adapter: ImagePipe.Source.File,
        match: :path,
        options: [root: "/srv/images", root_id: "media"]
      ]
    ],
    presets: %{"card" => "w=400/h=300/fit=cover"},
    quality: 82
  )
Invalid options raise ArgumentError, without credentials in the message.
Building a configuration reads no sources or caches. Inspecting one hides its
values.
Elixir configuration shows which settings belong here and
which belong to a mount, a source, or a request.
keys and source_encryption_keys set which URLs an ImagePipe.Plug
mount accepts. base_url, encrypt_source, and iv_mode only affect URLs
built from the configuration with url_config/2.
Options
	:base_url (String.t/0) - Prefix for generated URLs: an HTTP(S) URL such as
"https://cdn.example.com/images", a root-relative path such as
"/images", or a relative path such as "images". A trailing / is
removed. Path segments use unescaped ASCII letters, digits, -, .,
_, or ~. A base URL with credentials, a query string, a fragment,
an empty segment, or a . or .. segment raises. With the default,
URLs start with /, such as /w=400/src/cat.jpg. The default value is "".

	:keys (list of hex-encoded String.t/0) - Signing keys, each at least 64 hex digits (32 bytes), such as
the output of openssl rand -hex 32. A shorter key raises
ArgumentError. The first key signs generated URLs. The server
accepts a signature from any key in the list, so keep an old
key while URLs signed with it are in use. Without keys, URLs
are unsigned and the server rejects signed ones. The default value is [].

	:encrypt_source (boolean/0) - Encrypts the source, and any watermark source, in generated URLs,
which then use enc/<token> instead of src/<path>. Requires
:source_encryption_keys. A server with encryption keys
decrypts enc/ sources regardless of this option. The default value is false.

	:source_encryption_keys (list of hex-encoded String.t/0) - Keys that encrypt and decrypt sources, each 32 bytes written as
64 hex digits in either case, such as the output of
openssl rand -hex 32. The first key encrypts. The server
decrypts with any key in the list. The keys must differ from
the signing keys, and setting them requires :keys. The default value is [].

	:iv_mode (:deterministic or :random) - How ImagePipe.URL.url/3 picks the initialization vector for an
encrypted source. :deterministic derives it from the source with
a secret key, so one source always gives the same URL.
:random gives a new URL on every call. The default value is :deterministic.

	:sources (keyword/0) - Named sources that originals are read from, as name: [adapter: module, match: rule, options: [...]]. See sources.

	:source_cache_policy (keyword/0) - Default cache storage and freshness policy for every source. See ImagePipe.Source.CachePolicy and source cache settings.

	:max_body_bytes (pos_integer/0) - Maximum size of an original, in bytes. A larger original fails the request. The default value is 10000000.

	:max_input_pixels (pos_integer/0) - Maximum pixels of a decoded original. For an animation, counts the frames composited to reach the requested page. A larger original fails the request. The default value is 40000000.

	:max_input_frames (pos_integer/0) - Maximum frames or pages an original may declare. An original with more fails the request. The default value is 1000.

	:svg (keyword/0) - How SVG originals render. Rendering needs the optional image_pipe_svg package; without it, SVG originals fail with 415 and setting this option raises. The default value is [].
	:font_dirs (list of String.t/0) - Directories searched, with their subdirectories, for the TrueType and OpenType fonts (.ttf, .otf, .ttc, .otc) that SVG text renders in. System fonts are never used, so without fonts SVG text isn't drawn. A directory that doesn't exist, or a file that isn't a valid font, raises. The default value is [].

	:fallback_family (String.t/0) - Font family that text renders in when the SVG names a family that isn't loaded, or a generic one such as sans-serif. Must be one of the fonts in :font_dirs. Without it, that text isn't drawn.

	:max_bytes (pos_integer/0) - Maximum size of an SVG original, in bytes. A larger one fails the request. The default value is 10000000.

	:max_render_work (pos_integer/0) - Maximum estimated work to render an SVG: the pixels its layers, masks, filters, and images process, weighted by how slow each is. The default allows about a second of rendering. A heavier SVG fails the request before it renders. The default value is 100000000.

	:max_render_pixels (pos_integer/0) - Maximum pixels, at 4 bytes each, of an SVG's images held at once while it renders: the canvas, plus a layer for each group with opacity, a filter, a clip path, or a mask. Defaults to four times :max_input_pixels, a canvas of the largest size allowed and three layers, which with the default :max_input_pixels is about 640 MB. An SVG that needs more fails the request before it renders.



	:max_result_width (pos_integer/0) - Maximum output width. Larger results are scaled down to fit. The default value is 8192.

	:max_intermediate_pixels (pos_integer/0) - Maximum pixels in a decoded frame buffered, downsampled, or delivered during processing. Larger frames fail with 422. Lazy intermediate frames may be larger when a crop reduces them before those steps. The default value is 100000000.

	:max_result_height (pos_integer/0) - Maximum output height. Larger results are scaled down to fit. The default value is 8192.

	:max_result_pixels (pos_integer/0) - Maximum output pixels. Larger results are scaled down to fit. The default value is 40000000.

	:processing_pool (atom/0 or pid/0) - A running ImagePipe.ProcessingPool, by name or PID, that limits how many images are processed at once. See limiting concurrent processing.

	:auto_avif (boolean/0) - Serve AVIF when the request's Accept header lists it. The default value is true.

	:auto_webp (boolean/0) - Serve WebP when the request's Accept header lists it. The default value is true.

	:format_order (list of :avif and :webp) - Which format wins when Accept lists both. A format left out of the list comes after the listed ones. The default value is [:avif, :webp].

	:quality (pos_integer/0) - Encoder quality, 1..100, for formats without a :format_quality. The default value is 80.

	:format_quality (map of atom/0 to pos_integer/0) - Quality per output format, 1..100. Each format it sets replaces that format's default. A request's q replaces this table, and its format-q replaces the entries for the formats it lists. See format-q. The default value is %{avif: 63, webp: 79}.

	:strip_metadata (boolean/0) - Remove EXIF, XMP, and other optional metadata from the output. The default value is true.

	:keep_copyright (boolean/0) - Keep copyright and artist fields when stripping metadata. The default value is true.

	:stripped_dpi (pos_integer/0) - Density written to the output, 1..65535, when metadata is stripped and the request has no dpi. The default value is 72.

	:strip_color_profile (boolean/0) - Convert the output to sRGB (or gray) and leave out the original's ICC profile. false keeps the original's profile. The default value is true.

	:preserve_hdr (boolean/0) - Keep high bit depth in output formats that support it. The default value is false.

	:skip_processing_formats (list of atom/0) - Original formats, such as [:gif], served unchanged instead of processed when the request names no other format and draws no watermark. The unchanged original keeps its metadata, including any location data, and only :max_body_bytes limits it. See formats. The default value is [].

	:autoquality (boolean/0) - Picks each image's quality to meet :autoquality_target by encoding and scoring several qualities. A request can turn it on or off and set its own target with autoquality. The default value is false.

	:autoquality_target (number/0) - The SSIMULACRA2 score auto-quality aims for, above 0 and up to 100. The default value is 75.

	:jpeg_options (keyword/0) - Default JPEG encoder settings, as a keyword list with the fields of the jpeg_options: option of ImagePipe.URL.output/2, such as [interlace: true]. A request's settings win field by field. See encoder options and the builder names in URL option names.

	:png_options (keyword/0) - Default PNG encoder settings, as for :jpeg_options.

	:webp_options (keyword/0) - Default WebP encoder settings, as for :jpeg_options. :effort defaults to 4.

	:avif_options (keyword/0) - Default AVIF encoder settings, as for :jpeg_options. :effort defaults to 3 and :subsample_mode to :off.

	:detector (:default, nil, or module/0) - The detector for face and object detection. :default uses the built-in detector when its dependencies are installed, nil turns detection off, and a module uses a custom detector. See enabling detection. The default value is :default.

	:detector_required (boolean/0) - Fail requests that ask for detection when it can't run: 501 when the detector can't detect the requested classes in this build, 503 when its models aren't downloaded, and 500 when detection fails. With false, the crop falls back to attention cropping. anchor=smart-face always falls back. With true, ImagePipe.config/1 raises ArgumentError when the detector can't detect any class. The default value is false.

	:telemetry_prefix (list of atom/0) - Prefix of every telemetry event name. See telemetry. The default value is [:image_pipe].

	:clock ((-> integer())) - Returns the current Unix time in seconds, for checking a URL's expires. The system clock by default.

	:cache (keyword list) - Cache for processed images, stored on disk, such as [root: "/var/cache/image_pipe/processed", max_size_bytes: 5_000_000_000]. Takes the options of ImagePipe.Cache.FileSystem, and needs an instance (see ImagePipe.child_spec/1). See caching processed images. Off by default.

	:input_cache (keyword list) - Cache for originals fetched from sources. Takes the same options as :cache except :max_body_bytes. See originals cache. Off by default.

	:storage_inputs (list of {:header, name} or {:cookie, name}) - Request headers and cookies whose values select separate cached copies, such as [{:header, "x-tenant"}]. They aren't sent to the source and don't change the image. The default value is [].

	:watermarks (map of atom/0 to keyword/0) - Named watermark images that requests select with wm=name, as %{logo: [source: "brand/logo.png", opacity: 0.6]}. Names match [a-z0-9_-]+. :source is an image path that a configured source serves. :opacity, above 0 and at most 1, defaults to 1 and multiplies the request's wm-opacity. See watermarks. The default value is %{}.

	:request_watermarks (boolean/0) - Let requests overlay any image the configured sources serve, with wm-src64 or wm-enc, besides the named :watermarks. The default value is false.

	:presets (map of String.t/0 to fragment or ImagePipe.URL builder) - Named sets of options that URLs select with preset=name, as URL fragments such as %{"card" => "w=400/h=300/fit=cover"} or ImagePipe.URL builders. See defining presets. The default value is %{}.

	:request_defaults (fragment or ImagePipe.URL builder) - Options applied to the first group of every request, before presets and the request's own options. One group, with no preset.

	:preset_lookup ({module, keyword}) - Looks up preset names that :presets doesn't define, per request. See ImagePipe.PresetLookup and storing presets in a database.

	:max_preset_lookups (pos_integer/0) - Most distinct names one request may look up. Only with :preset_lookup. The default value is 32.
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          @spec run(
  ImagePipe.Config.t() | atom(),
  ImagePipe.URL.t(),
  {:file | :binary | :source, binary()},
  keyword()
) :: {:ok, ImagePipe.Result.t()} | {:error, term()}


      


Runs a builder's plan on an image and returns the encoded result.
builder =
  ImagePipe.URL.new()
  |> ImagePipe.URL.group(resize: [width: 400])
  |> ImagePipe.URL.output(format: :webp)

{:ok, result} = ImagePipe.run(ImagePipe.config(), builder, {:file, "photos/cat.jpg"})
result.content_type
#=> "image/webp"
config comes from config/1, or is the name of a running instance. A
configuration with a cache must be passed by its instance's name.
Presets and request defaults come from config, as for a request to an
ImagePipe.Plug mount. The builder's own URL configuration isn't used.
Matching source bytes, plans, settings, and Accept preferences give the
same result as an HTTP request.
Inputs
	{:source, source} - a source the configuration's
configured sources resolve, as for an HTTP
request: a path, an HTTP(S) URL such as
"https://assets.example.com/cat.jpg", an S3 identifier, or a custom
scheme. Pass the source without the src/ marker or the URL escaping
of the request path. The source's network, redirect, timeout, and
content-type policies apply. These inputs use the configuration's
caches, so run/4 and HTTP requests reuse each other's stored copies
when the plan, Accept preferences, and request inputs match.
	{:file, path} - a local file, by absolute path or relative to the
current working directory. Symlinks are followed, and the path must
end at a regular file. The path isn't confined to a directory. Use a
{:source, path} with an ImagePipe.Source.File source for that.
	{:binary, bytes} - an encoded image in memory, such as an upload.

{:file, path} and {:binary, bytes} inputs are never cached. Every input
is subject to :max_body_bytes, :max_input_pixels, and
:max_input_frames.
Options
Every option of config/1 overrides the configuration for this call, such
as max_input_pixels: 50_000_000. Invalid options raise ArgumentError.
An instance name takes the same options, except :cache and
:input_cache, which raise ArgumentError: the caches belong to the
instance.
run/4 and write/5 also take:
	:accept (String.t/0) - An HTTP Accept value, such as "image/avif,image/webp", for choosing the output format when the plan has no format. An empty value keeps the original's format where possible, as for a request without Accept (see output formats). :auto_avif, :auto_webp, and :format_order apply as configured. The default value is "".

	:request_inputs (keyword/0) - The header and cookie values named by the configuration's :storage_inputs, for {:source, source} inputs. They select the same stored copy as those values in an HTTP request. Header names are case-insensitive, and cookie names are case-sensitive. A missing value matches a request without it. They aren't sent to the source and don't change the result. The default value is [].
	:headers (list of {String.t(), String.t()}) - Header values, such as [{"x-tenant", "one"}]. Names must be valid header names, and values can't contain control characters. The default value is [].

	:cookies (map of String.t/0 to String.t/0) - Cookie values by name, such as %{"session" => "abc"}. The default value is %{}.




The builder's request controls behave as in a URL. cachebuster selects a
separate stored copy. expires is compared with the configuration's
:clock, and a plan is still valid at its exact expires second.
filename, attachment, and debug don't change the result.
Options that have no effect, such as fit: :cover without a width or
height, are ignored. The [:request, :ignored_options]
telemetry event reports the
ones the builder sets.
Return values
Returns {:ok, %ImagePipe.Result{}}, or {:error, reason}:
	{:invalid_request, issues} - an option is unknown or has an invalid
value, the builder's options don't combine, or it names an unknown
preset or watermark. issues is a list of
ImagePipe.Plan.Spec.Issue.
	:expired - the plan's expires time has passed.
	{:invalid_output, reason} - the output options can't be combined,
such as color_profile: {:convert, :srgb} with hdr: :preserve. A
configured default counts too.
	{:unsupported_output_format, format} - no encoder for the format.
	{:detector, reason} - detection is required and reason is
:unavailable or :not_ready, or the plan names detection classes
the detector lacks ({:unknown_classes, names}).
	{:preset, reason} - the configuration's preset lookup failed:
:too_many_presets when the plan names more presets to look up than
:max_preset_lookups allows, :lookup_unavailable, or
:invalid_definition.
	{:invalid_source, reason} - the input isn't one of the tuples above,
the source isn't valid UTF-8, or the source or a watermark_source in
the plan can't be parsed.
	{:source, reason} - the source or a watermark source couldn't be
read, such as {:source, :enoent} for a missing file,
{:source, :not_found} for a path no configured source matches, or
{:source, :body_too_large}.
	{:input_limit, reason} - the decoded image exceeds
:max_input_pixels or :max_input_frames.
	{:page_out_of_range, page, pages} - the builder's page doesn't
exist in the original.
	{:decode, reason} - the input isn't an image ImagePipe can decode.
	{:transform, reason} - processing failed, such as a region
outside the image.
	{:encode, reason} or {:encode, exception, stacktrace} - encoding
failed.
	{:processing, reason} - the processing pool rejected or stopped the
work, such as :overloaded, :queue_timeout, or :timeout.

The checks that don't need the image run first, so {:invalid_request, _},
:expired, {:invalid_output, _}, {:unsupported_output_format, _},
{:detector, _}, and {:preset, _} return before any source is read. Errors raised by
transform code propagate.
Resources
The result is complete when run/4 returns, and holds no open file,
source, or image. Source resources are closed before run/4 returns, on
success and on failure. The result is held in memory, so running large
outputs concurrently needs memory for each complete result.
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          @spec url_config(ImagePipe.Config.t() | atom(), keyword()) :: ImagePipe.URL.Config.t()


      


Returns the URL settings a configuration or a running instance serves, for
building URLs with ImagePipe.URL.new/1.
MyApp.Images
|> ImagePipe.url_config()
|> ImagePipe.URL.new()
|> ImagePipe.URL.group(resize: [width: 400])
|> ImagePipe.URL.url!("images/cat.jpg")
The result carries the configuration's presets, request defaults, and
watermark settings as its :validate_against option, so
ImagePipe.URL.validate/1 and ImagePipe.URL.url/3 check plans against
them.
Options
	:mount (atom/0) - One of the instance's :mounts, whose URL options the result uses instead of the instance's own.

Raises ArgumentError for an invalid option, when no instance with the
name is running or it has no mount with that name, or when :mount comes
with a configuration.
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          @spec validate(ImagePipe.Config.t() | atom(), ImagePipe.URL.t()) ::
  {:ok, [ImagePipe.Plan.Spec.Issue.t()]} | {:error, term()}


      


Checks a builder's plan as this configuration would serve it.
Applies request defaults and presets, including the preset lookup, then
checks the request, its output policy, and its watermark sources. Returns
{:ok, warnings}, the ImagePipe.Plan.Spec.Issue warnings for options
run/4 would ignore and for mistakes the builder repaired, or the error
run/4 would return, without reading a source or accessing a cache.

  



    

  
    
      
    
    
      write(config, builder, input, path, options \\ [])



        
          
        

    

  


  

      

          @spec write(
  ImagePipe.Config.t() | atom(),
  ImagePipe.URL.t(),
  {:file | :binary | :source, binary()},
  Path.t(),
  keyword()
) :: {:ok, ImagePipe.Result.t()} | {:error, term()}


      


Runs a builder's plan like run/4, then writes the result to path.
{:ok, result} =
  ImagePipe.write(ImagePipe.config(), builder, {:binary, upload}, "thumbs/cat.webp")
Takes the same inputs and options, and returns the same result, as
run/4. The file holds result.data, with an :info result written as
JSON. An existing file is overwritten.
The output format comes from the plan or from :accept, never from the
file name, so "cat.jpg" can hold WebP. Set format: with
ImagePipe.URL.output/2 to match the file name.
Returns run/4's errors, or {:error, {:destination, reason}} when the
file can't be written, such as {:destination, :enoent} for a missing
directory. The file is written after source resources are closed.

  


        

      


  

    
ImagePipe.Config 
    



      
Reusable host configuration shared by the Plug and direct execution.
Construct with ImagePipe.config/1. Configuration owns sources, caches,
processing defaults, storage partitions, presets, request defaults, and URL
settings (signing, source encryption, base URL). Inspection excludes its
values.
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          @type t() :: %ImagePipe.Config{
  instance: atom() | nil,
  options: keyword(),
  raw: keyword(),
  url: ImagePipe.URL.Config.t()
}


      



  


        

      


  

    
ImagePipe.Plug 
    



      
Serves ImagePipe's image API from a Plug or Phoenix router. Each place it is
plugged in is a mount, with its own options.
forward "/images", ImagePipe.Plug, sources: [...]
In a Plug.Router, pass the options as :init_opts:
forward "/images", to: ImagePipe.Plug, init_opts: [sources: [...]]
A mount answers GET, HEAD, and OPTIONS. Other methods get 405.
Getting started with Phoenix walks through
setting up a mount.
An inline mount accepts every option of ImagePipe.config/1, or a
:config built with it, plus the mount options below. It can't start the
processes a cache needs, so init/1 raises ArgumentError for a
configuration with :cache or :input_cache. To use a cache, read runtime
values, or share the configuration with ImagePipe.run/4, mount an
instance instead.
The URLs a mount serves are described in
Requesting images.
Mounting an instance
Phoenix evaluates forward options at compile time. When the configuration
reads runtime values, such as keys from environment variables, or uses a
cache, run it as an instance (see ImagePipe.child_spec/1) and
mount the instance by name:
forward "/images", ImagePipe.Plug, instance: MyApp.Images, http_cache: :auto
forward "/signed", ImagePipe.Plug, instance: MyApp.Images, mount: :signed
mount: :signed picks the URL settings named signed in the instance's
:mounts, such as mounts: [signed: [keys: [key]]] (see
ImagePipe.child_spec/1).
The configuration belongs to the instance, so with :instance a mount
accepts only the mount options below and :mount. Other options raise
ArgumentError. A request to a mount whose
instance isn't running, or whose :mount the instance doesn't define, raises
ArgumentError.
	:instance (atom/0) - Required. Name of a running instance (see ImagePipe.child_spec/1) whose configuration the mount serves.

	:mount (atom/0) - Name of one of the instance's :mounts, whose URL options check request URLs. Defaults to the instance's own URL options.


Mount options
These apply to one mount, inline or on an instance.
	:allow_origin (String.t/0) - CORS origin sent in Access-Control-Allow-Origin, such as "https://app.example.com" or "*". Scripts on that origin can read every response header, such as ETag and Content-Disposition, and send any request header except Authorization. Scripts can't read responses to requests sent with cookies. Without it, responses carry no CORS headers.

	:allow_debug_headers (boolean/0) - Lets a request's debug option add diagnostic headers to the response. See debug headers. The default value is false.

	:http_cache - Which HTTP cache headers responses carry. See HTTP cache headers. The default value is :validators.


init/1 validates the options. An instance mount looks up its instance and
:mount per request.

      




  

    
ImagePipe.Plug.StreamAbortedError exception
    



      
Raised by ImagePipe.Plug when a response fails after its 200 status and
headers were sent.
The response can't become an error response at that point. Over HTTP/1.1,
raising makes the server close the connection without completing the body,
so clients and CDNs see the response as truncated rather than complete. ImagePipe has
already logged the underlying failure. Its status is 500.
Over HTTP/2 with Bandit, ImagePipe.Plug raises Bandit's
Bandit.HTTP2.Errors.StreamError instead, so that Bandit resets the stream.

      




  

    
ImagePipe.ProcessingPool 
    



      
Limits how many images are processed at once, with a queue for requests that
wait for a turn and a deadline for each image.
children = [
  {ImagePipe.ProcessingPool, name: MyApp.Pool, max_concurrency: 8, max_queue: 16},
  {ImagePipe, name: MyApp.Images, processing_pool: MyApp.Pool, sources: [...]},
  MyAppWeb.Endpoint
]
Every configuration that names the pool with :processing_pool shares its
capacity, across mounts and ImagePipe.run/4 calls on the same node.
Workers finishing after a timeout or cancellation keep their slots until
their operations and cleanup finish.
Limiting concurrent processing covers choosing the
limits and what counts toward them.
Errors
ImagePipe.run/4 returns these errors, and a request gets a 503 for each:
	{:processing, :overloaded} - the queue is full.
	{:processing, :queue_timeout} - the request waited longer than
:queue_timeout.
	{:processing, :timeout} - the image took longer than
:processing_timeout.
	{:processing, :unavailable} - the pool isn't running.

Options
	:name (atom/0) - Name that ImagePipe.config/1's :processing_pool refers to.

	:max_concurrency (pos_integer/0) - Required. Most images processed at once.

	:max_queue (non_neg_integer/0) - Most requests waiting for a turn. A request that finds the queue full fails with {:processing, :overloaded}. With 0, requests never wait. The default value is 64.

	:queue_timeout (pos_integer/0) - Longest wait for a turn, in milliseconds. A request that waits longer fails with {:processing, :queue_timeout}. The default value is 10000.

	:processing_timeout (pos_integer/0) - Request deadline once processing starts, in milliseconds, from reading the original to sending the last byte. A request that takes longer fails with {:processing, :timeout}. Its worker keeps the slot until the current operation and cleanup finish. The default value is 30000.
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        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


        Starts a pool with validated admission and timeout options.



    


    
      
        stats(pool)

      


        Returns the number of workers holding processing slots and of requests waiting, as
%{active: 3, queued: 0}.
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Returns a specification to start this module under a supervisor.
See Supervisor.
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Starts a pool with validated admission and timeout options.
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Returns the number of workers holding processing slots and of requests waiting, as
%{active: 3, queued: 0}.
Active workers include those finishing after a timeout or cancellation.

  


        

      


  

    
ImagePipe.Result 
    



      
The complete output of ImagePipe.run/4 or ImagePipe.write/5.
{:ok, result} = ImagePipe.run(config, builder, {:file, "photos/cat.jpg"})
{result.format, result.width, result.height}
#=> {:webp, 400, 300}
A result holds no open file, source, or image. Its fields depend on the
plan's terminal output option:
	terminal	data	content_type	Also set
	:image	Encoded image bytes	The image's MIME type, such as "image/webp"	format, width, height
	:blurhash	BlurHash string	"text/plain"	
	:lqip_css	CSS color string, such as "#47a8f53d"	"text/plain"	
	:info	Map with string keys	"application/json"	

format can be a format ImagePipe only reads, such as :gif, when the
configuration's :skip_processing_formats returns the original unchanged.
An :info result has terminal: :info, also for a plan with
terminal: {:info, [:blurhash]}. Its map has two keys:
	"source" - the original's "format", "mime_type", "width",
"height", "orientation" (the EXIF value), "pages", and "size"
in bytes when known. Width and height are as displayed, after EXIF
orientation.
	"result" - the output's "width", "height", and "dpr", plus
"blurhash" and "lqip_css" when requested.

degraded? is true when a detect crop fell back to attention-based
cropping because detection failed. Such a result isn't stored in the
cache, and retrying later may give the detected crop.
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          @type t() :: %ImagePipe.Result{
  content_type: String.t(),
  data: binary() | map(),
  degraded?: boolean(),
  format: ImagePipe.Format.source_format() | nil,
  height: pos_integer() | nil,
  terminal: :image | :info | :blurhash | :lqip_css,
  width: pos_integer() | nil
}


      



  


        

      


  

    
ImagePipe.Source behaviour
    



      
Behaviour for source adapters, and the shape of the :sources option of
ImagePipe.config/1.
Configuring sources
:sources is a keyword list of sources. Each has a name, an adapter, the
image paths it serves, and the adapter's options:
sources: [
  media: [
    adapter: ImagePipe.Source.File,
    match: [prefix: "media"],
    options: [root: "/srv/images", root_id: "media"]
  ],
  web: [
    adapter: ImagePipe.Source.HTTP,
    match: [scheme: ["http", "https"]],
    options: [allowed_hosts: ["assets.example.com"]]
  ]
]
	:adapter - ImagePipe.Source.File, ImagePipe.Source.HTTP,
ImagePipe.Source.S3, or a module implementing this behaviour.
	:match - which image paths reach the source: :path, or a keyword
list of :prefix and :scheme rules. The rules are listed in
routing image paths to sources.
	:options - the adapter's options, checked by its
validate_options/1. The default value is [].

Building a configuration with an invalid source raises ArgumentError.
The source's name appears in
telemetry events as :source_name.
Adapters
An adapter's callbacks receive its own validated options and a set of
runtime limits, never the rest of the configuration. Writing one is covered
in Writing a custom source.
Errors
An adapter fails a request by returning {:error, {:source, reason}}. Each
reason below gives the listed status, as it does for the built-in adapters:
	:not_found - 404.
	{:bad_status, code} - the origin's HTTP status. 401, 403, 404,
and 410 give 404. Any other status gives 502.
	:body_too_large - 413.
	:receive_timeout - 504.
	:unreadable and :credentials_unavailable - 500.

Any other reason gives 502. To choose the status, lead the reason with
a class: {:source, {class, detail}}, where class is :bad_request
(400), :not_found (404), :payload_too_large (413),
:unsupported_media (415), :server_error (500), :not_implemented
(501), :bad_gateway (502), or :gateway_timeout (504). The detail
never reaches the response body. Error responses lists every
status.
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        error()

      


    


    
      
        parsed()

      


        A parsed image source: a path, an absolute URL, or a storage object.



    





  
    Callbacks
  


    
      
        fetch(t, keyword, keyword)

      


        Fetches the original's bytes as an ImagePipe.Source.Response, with
exactly one of stream or path. A stream is subject to the
:max_body_bytes limit.



    


    
      
        identifiers(options)

      


        Receives the options returned by validate_options/1 and returns the
identifier structs resolve/3 accepts with them, from
ImagePipe.Source.Path, ImagePipe.Source.URL, and
ImagePipe.Source.Object. A source whose match rules would route another
identifier to the adapter fails configuration.



    


    
      
        resolve(parsed, keyword, keyword)

      


        Describes an image without fetching it.



    


    
      
        validate_options(keyword)

      


        Checks the source's :options when the configuration is built. The options
it returns are passed to resolve/3 and fetch/3. An error fails the
configuration with ArgumentError.
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          @type error() :: {:source, atom() | tuple()}
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          @type parsed() ::
  ImagePipe.Source.Path.t()
  | ImagePipe.Source.URL.t()
  | ImagePipe.Source.Object.t()


      


A parsed image source: a path, an absolute URL, or a storage object.
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      fetch(t, keyword, keyword)



        
          
        

    

  


  

      

          @callback fetch(ImagePipe.Source.Resolved.t(), keyword(), keyword()) ::
  {:ok, ImagePipe.Source.Response.t()}
  | {:not_modified, ImagePipe.Source.Origin.t()}
  | {:error, error()}


      


Fetches the original's bytes as an ImagePipe.Source.Response, with
exactly one of stream or path. A stream is subject to the
:max_body_bytes limit.
The third argument holds runtime limits: :max_body_bytes, the transport
timeouts, and the telemetry prefix. {:not_modified, origin} answers a
revalidation of origin headers the adapter returned before.
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          @callback identifiers(options :: keyword()) :: [module()]


      


Receives the options returned by validate_options/1 and returns the
identifier structs resolve/3 accepts with them, from
ImagePipe.Source.Path, ImagePipe.Source.URL, and
ImagePipe.Source.Object. A source whose match rules would route another
identifier to the adapter fails configuration.

  



  
    
      
    
    
      resolve(parsed, keyword, keyword)



        
          
        

    

  


  

      

          @callback resolve(parsed(), keyword(), keyword()) ::
  {:ok, ImagePipe.Source.Resolved.t()} | {:error, error()}


      


Describes an image without fetching it.
The first argument is the requested image as one of the structs from
identifiers/1, with the source's matching prefix or custom scheme
removed. The returned ImagePipe.Source.Resolved
holds:
	identity - a keyword list that names the original, with atom keys
and strings, numbers, booleans, nil, non-module atoms, or lists of
them as values. It must include everything that selects different
bytes, or two originals share cache entries.
	internal_cache, http_cache, and cache_semantics - built with
ImagePipe.Source.CacheSettings.fields/2.
	fetch - any data fetch/3 needs.

The third argument holds runtime limits. Return
{:error, {:source, reason}} for a source the adapter can't serve. The
status each reason gives is listed under errors. Any
other return value fails the request with 500.
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          @callback validate_options(keyword()) :: {:ok, keyword()} | {:error, term()}


      


Checks the source's :options when the configuration is built. The options
it returns are passed to resolve/3 and fetch/3. An error fails the
configuration with ArgumentError.

  


        

      


  

    
ImagePipe.Source.File 
    



      
Source adapter for image files below a directory.
media: [
  adapter: ImagePipe.Source.File,
  match: :path,
  options: [root: "/srv/images", root_id: "media"]
]
It resolves path sources, so photos/beach.jpg and /photos/beach.jpg both
read /srv/images/photos/beach.jpg. Paths can't leave the root. A path that
names no regular file is not found. Setting up a mount is covered in
Serving images from local files.
A file that isn't stable: :immutable is identified by the SHA-256 of its
bytes. After hashing, its size, mtime, ctime, inode, and device are kept,
and a later request whose stat matches reuses the hash without reading the
file. Stat times have one-second resolution, so a file whose mtime or ctime
falls in the second it was hashed is hashed again on the next request. On
a network filesystem the times come from the server's clock.
Options
	:root (String.t/0) - Required. Directory the source serves. A relative path is expanded against the working directory when the configuration is built.

	:root_id (String.t/0) - Required. Stable name for the directory. Caches identify the source's files by :root_id and path instead of by :root, so keep the name when the directory moves, and change it when the directory holds different files. File sources with the same :root_id share cache entries and must have the same :root.

	:verify (:stat or :hash) - How a file that can change is checked. :stat reuses the file's hash while its size, timestamps, inode, and device are unchanged. :hash reads and hashes the file on every check, for filesystems whose times can't be trusted, such as a network filesystem whose server clock can lag behind this host's. The default value is :stat.

	:copy (:none or :keep) - :keep stores a copy of each original in the originals cache, so other sizes and formats don't read the file again. Use it on network filesystems such as EFS or NFS. Needs :input_cache configured. The default value is :none.

	:stable (:auto or :immutable) - :immutable marks an immutable source: an identifier always names the same bytes, so its originals and processed images never expire and are never revalidated. With :auto, each original is identified by its content. See immutable sources. The default value is :auto.

	:cache_policy (keyword/0) - Cache policy for this source, with the fields of ImagePipe.Source.CachePolicy. Each field it sets replaces that field of the :source_cache_policy of ImagePipe.config/1. A source with stable: :immutable can't set a :freshness duration or a :stale_while_revalidate window. The default value is [].

	:internal_cache (:enabled or :disabled) - :disabled keeps this source's originals and processed images out of the caches, including images that use this source for a watermark. :enabled caches what the source's storage policy allows. The default value is :enabled.

	:http_cache (:inherit, :validators, :auto, :public, or :private) - HTTP cache headers for responses from this source. :inherit uses the mount's :http_cache (see ImagePipe.Plug), and any other value replaces it. See per-source modes. The default value is :inherit.



      




  

    
ImagePipe.Source.HTTP 
    



      
Source adapter for images fetched over HTTP and HTTPS.
web: [
  adapter: ImagePipe.Source.HTTP,
  match: [scheme: ["http", "https"]],
  options: [allowed_hosts: ["assets.example.com"]]
]
It resolves URL sources such as https://assets.example.com/beach.jpg and,
with :base_url, path sources. Setting up a mount is covered in
Serving images from an HTTP origin.
Before connecting, and again for each redirect, the adapter checks the
scheme and host, resolves the host, and denies the fetch unless every
resolved address is public or allowed by :address_policy. It then connects
to a checked address while keeping the hostname for the Host header and
TLS verification. Why is explained in
Source network policy. A denied fetch fails
with {:source, :denied_scheme}, {:source, :denied_host}, or
{:source, :denied_address}, which answer 404.
Options
	:allowed_hosts (list of String.t/0) - Hosts the adapter may connect to, compared without case. A bare entry such as "assets.example.com" allows only the scheme's default port, 80 or 443. Name another port as "assets.example.com:8443", or "[::1]:8080" for an IPv6 address. Redirects can't leave the list. Required unless :base_url is set, which defaults it to the base URL's host and port. A list given with :base_url must allow that host and port.

	:base_url (String.t/0) - Origin that path sources are served from, such as "https://images.example.com/originals". Each path segment is percent-encoded and appended, so beach.jpg fetches https://images.example.com/originals/beach.jpg. Must be an http or https URL with a host and no query, fragment, or credentials. Without it, the adapter serves only URL sources.

	:path_pattern (Regex.t/0) - Regular expression that the whole path, segments joined with /, must match. Other paths are not found, and the origin is never contacted. Requires :base_url.

	:req_options (keyword/0) - Options for Req.request/1, such as headers: or auth:. The adapter drops :url, :base_url, :method, :body, :params, :into, :retry, :redirect, and :max_redirects, and a host header. Setting Req's :adapter or :unix_socket is a configuration error, because both connect somewhere other than the address the source checked (Source network policy). It also drops range, accept, and accept-encoding headers, except on a source with internal_cache: :disabled that isn't immutable. Requests for one URL must always return the same bytes, because cached originals and processed images are reused per URL. The default value is [].

	:receive_timeout (non_neg_integer/0) - Milliseconds to wait for the response and between body chunks. The default value is 5000.

	:fetch_timeout (pos_integer/0) - Milliseconds for the whole download, from the first request to the last body byte, including redirects. A connection attempt can run past it by up to connect_timeout. Requests waiting for the same original give up after waiting this long plus one second. The default value is 30000.

	:connect_timeout (non_neg_integer/0) - Milliseconds to wait for a connection. The default value is 5000.

	:pool_timeout (non_neg_integer/0) - Milliseconds to wait for a free connection from the pool. The default value is 5000.

	:max_redirects (non_neg_integer/0) - Redirects to follow. Each target is checked against :allowed_hosts and :address_policy. A redirect beyond the limit fails the request with 502. The default value is 0.

	:address_policy (keyword/0 or (:inet.ip_address(), atom() -> boolean())) - Which non-public addresses the adapter may connect to. See Address policy. The default value is [].

	:address_resolver ((String.t() -> {:ok, [:inet.ip_address()]} | {:error, term()})) - Resolves a hostname to the addresses to check and connect to, such as a caching resolver. An address the adapter connected to for the same scheme, host, and port in about the last minute is tried first, because it may still have an open connection. The rest are tried in the order returned, without duplicates. An error, an empty list, or an exception denies the fetch. The default resolver returns IPv4 addresses before IPv6 addresses.

	:stable (:auto or :immutable) - :immutable marks an immutable source: an identifier always names the same bytes, so its originals and processed images never expire and are never revalidated. With :auto, each original is identified by its content. See immutable sources. The default value is :auto.

	:cache_policy (keyword/0) - Cache policy for this source, with the fields of ImagePipe.Source.CachePolicy. Each field it sets replaces that field of the :source_cache_policy of ImagePipe.config/1. A source with stable: :immutable can't set a :freshness duration or a :stale_while_revalidate window. The default value is [].

	:internal_cache (:enabled or :disabled) - :disabled keeps this source's originals and processed images out of the caches, including images that use this source for a watermark. :enabled caches what the source's storage policy allows. The default value is :enabled.

	:http_cache (:inherit, :validators, :auto, :public, or :private) - HTTP cache headers for responses from this source. :inherit uses the mount's :http_cache (see ImagePipe.Plug), and any other value replaces it. See per-source modes. The default value is :inherit.


Address policy
By default the adapter connects only to public addresses. :address_policy
takes a keyword list that also allows some categories or ranges:
address_policy: [allow: ["10.0.5.0/24"], allow_loopback: true]
	:allow - a list of CIDR ranges, such as "10.0.5.0/24" or
"fd00::/8".
	:allow_loopback - 127.0.0.0/8 and ::1.
	:allow_unspecified - 0.0.0.0/8 and ::.
	:allow_link_local - 169.254.0.0/16 and fe80::/10.
	:allow_private - 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16.
	:allow_unique_local - fc00::/7.
	:allow_multicast - 224.0.0.0/4 and ff00::/8.
	:allow_broadcast - 255.255.255.255.
	:allow_cgnat - 100.64.0.0/10.
	:allow_reserved - other non-public ranges: benchmarking and
documentation ranges, 240.0.0.0/4, NAT64 64:ff9b::/96, and IPv6
addresses outside 2000::/3.

Each category takes true or false. Categories treat IPv4-mapped and
6to4 IPv6 addresses as the IPv4 address they contain. An IPv4 range in
:allow also matches an address in IPv4-mapped form, such as
::ffff:10.0.5.7, but not in 6to4 form.
Or pass a function that receives each resolved address as a tuple and its
category (:public, or one of the categories above without allow_) and
returns true to allow it. It replaces the built-in decision, and any
result other than true, or an exception, denies the address:
address_policy: fn _ip, category -> category in [:public, :private] end
HTTP/2
The adapter fetches over HTTP/1.1 by default. It reuses idle connections,
but each connection carries one fetch at a time, so concurrent fetches open
a connection each. protocols: [:http2] in :req_options fetches over
HTTP/2 from an origin that supports it, such as Cloudflare or Google Cloud
Storage:
options: [
  allowed_hosts: ["assets.example.com"],
  req_options: [connect_options: [protocols: [:http2]]]
]
Concurrent fetches from that origin then share one connection per resolved
address. Against an origin that only speaks HTTP/1.1, such as an Amazon S3
endpoint, every fetch fails with {:source, :connect_error}.
protocols: [:http2, :http1] works with any origin and uses HTTP/2 when the
origin offers it, but still sends one request at a time on each connection.

      




  

    
ImagePipe.Source.S3 
    



      
Source adapter for objects in S3 and S3-compatible storage.
media: [
  adapter: ImagePipe.Source.S3,
  match: [scheme: "s3"],
  options: [
    default: [
      region: "us-east-1",
      endpoint: "https://s3.us-east-1.amazonaws.com",
      credentials: {:provider, ImagePipe.Source.S3.InstanceRole, []}
    ]
  ]
]
It resolves object sources written s3://bucket/key or
s3://bucket/key?revision. Setting up a mount is covered in
Serving images from S3.
A revision is an S3 version ID, written as the whole query
(?3HL4kqtJlcpX, not ?versionId=3HL4kqtJlcpX). The adapter requests that
version, and the object is treated as immutable. The response must carry a
matching x-amz-version-id header, or the fetch fails with 502. Without a
revision, the object's Cache-Control, ETag, and Last-Modified headers
set its cache lifetime, as for an HTTP source.
Options
	:default (keyword/0) - Bucket settings for every bucket. Must include :region and :endpoint. The default value is [].

	:buckets (%{String.t() => keyword()}) - Bucket settings per bucket name, each merged over :default. When given, only the listed buckets are served, and other buckets are not found. Omitted, every bucket is served.


Bucket settings
:default and each entry of :buckets take these settings:
	:region (String.t/0) - Required. Region used to sign requests, such as "us-east-1".

	:endpoint (String.t/0) - Required. Base URL of the S3 API, such as "https://s3.us-east-1.amazonaws.com", with no path, query, or fragment. Objects are requested path-style, as <endpoint>/<bucket>/<key>.

	:credentials ({:static, keyword()} or {:provider, module(), keyword()}) - Credentials that sign requests. Every bucket needs them, from :default or its own settings. See Credentials.

	:req_options (keyword/0) - Options for Req.request/1, such as headers:. The adapter drops :url, :base_url, :method, :body, :params, :into, :retry, :redirect, :max_redirects, :auth, and :aws_sigv4, and the authorization, host, x-amz-content-sha256, and x-amz-security-token headers. It also drops range, accept, and accept-encoding headers, except on a source with internal_cache: :disabled that isn't immutable. Requests for one object must always return the same bytes. The default value is [].

	:receive_timeout (non_neg_integer/0) - Milliseconds to wait for the response and between body chunks. The default value is 5000.

	:fetch_timeout (pos_integer/0) - Milliseconds for the whole download, from the request to the last body byte. A connection attempt can run past it by up to connect_timeout. Requests waiting for the same object give up after waiting this long plus one second. The default value is 30000.

	:connect_timeout (non_neg_integer/0) - Milliseconds to wait for a connection. The default value is 5000.

	:pool_timeout (non_neg_integer/0) - Milliseconds to wait for a free connection from the pool. The default value is 5000.

	:stable (:auto or :immutable) - :immutable marks an immutable source: an identifier always names the same bytes, so its originals and processed images never expire and are never revalidated. With :auto, each original is identified by its content. See immutable sources. The default value is :auto.

	:cache_policy (keyword/0) - Cache policy for this source, with the fields of ImagePipe.Source.CachePolicy. Each field it sets replaces that field of the :source_cache_policy of ImagePipe.config/1. A source with stable: :immutable can't set a :freshness duration or a :stale_while_revalidate window. The default value is [].

	:internal_cache (:enabled or :disabled) - :disabled keeps this source's originals and processed images out of the caches, including images that use this source for a watermark. :enabled caches what the source's storage policy allows. The default value is :enabled.

	:http_cache (:inherit, :validators, :auto, :public, or :private) - HTTP cache headers for responses from this source. :inherit uses the mount's :http_cache (see ImagePipe.Plug), and any other value replaces it. See per-source modes. The default value is :inherit.


Credentials
	{:static, access_key_id: id, secret_access_key: secret} - fixed keys.
Add token: for temporary credentials with a session token. A nil
token is the same as leaving token: out, and an empty string is
rejected.
	{:provider, module, options} - a module implementing
ImagePipe.Source.S3.CredentialProvider, which fetches credentials
and refreshes them before they expire. ImagePipe includes
ImagePipe.Source.S3.InstanceRole,
ImagePipe.Source.S3.ContainerCredentials,
ImagePipe.Source.S3.WebIdentity, and
ImagePipe.Source.S3.AssumeRole.

Credentials from a provider are cached per provider, options, and bucket.
Expired credentials are never sent. When they can't be refreshed, requests
fail with {:source, :credentials_unavailable}, which answers 500.

      




  

    
ImagePipe.Source.CachePolicy 
    



      
Cache storage and freshness policy for originals and processed images.
ImagePipe.config(
  source_cache_policy: [storage: :origin, freshness: {:fallback, 300}],
  sources: [...]
)
:source_cache_policy in ImagePipe.config/1 sets the policy for every
source. A source's own :cache_policy replaces it field by field. All
durations are in seconds. See
source cache settings and
caching and freshness.
An immutable source has no
freshness deadline, even when it inherits a finite :freshness, but still
needs :storage to allow storing. Its own :cache_policy can't set a
:freshness duration or a :stale_while_revalidate window.
Options
	:storage (:origin, :allow, or :deny) - Whether originals and processed images may be stored. :origin, the default, stores unless the origin sends no-store or private. :allow stores despite them, and :deny never stores. Vary: * from the origin prevents storage in every mode.

	:freshness (:origin, {:fallback, seconds}, or {:force, seconds}) - How long a stored copy stays fresh. :origin, the default, uses the origin's lifetime and revalidates on every request when there is none. {:fallback, seconds} applies only when the origin sends no lifetime. {:force, seconds} replaces the origin's lifetime, including no-cache. Neither makes a response storable that :storage doesn't allow.

	:stale_while_revalidate (:origin, :disabled, or {:force, seconds}) - How long an expired copy may still be served while it is refreshed. :origin, the default, uses the origin's stale-while-revalidate, which an origin no-cache, must-revalidate, proxy-revalidate, or s-maxage turns off. :disabled serves no expired copies. {:force, seconds} sets the window, whatever the origin sends.
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        merge(defaults, overrides)

      


        Merges validated policies field by field, with source settings taking precedence.



    


    
      
        validate(opts)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: keyword()
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          @spec merge(t(), t()) :: t()


      


Merges validated policies field by field, with source settings taking precedence.
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          @spec validate(term()) :: {:ok, t()} | {:error, String.t()}


      



  


        

      


  

    
ImagePipe.Source.CacheSemantics 
    



      
Source-owned cache facts used by internal and HTTP cache decisions.
byte_identity seeds must be deterministic, non-secret, and stable across
nodes for the same source bytes. The core validates the tagged shape but does
not validate seed contents structurally.
A strong byte identity is only valid when stable? is true. A source whose
bytes can change uses byte_identity: :content and stable?: false: its
identity is the SHA-256 of the original bytes, taken when they're fetched.
copy? asks ImagePipe to keep a local copy of the original, in the input
pool when internal_cache allows, so other variants of it don't read it from
its origin again. Remote adapters set it. A source that returns a local path
without it is read where it is, and hashed in place when it has a content
identity.
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          @type byte_identity() :: {:strong, term()} | :content
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          @type t() :: %ImagePipe.Source.CacheSemantics{
  byte_identity: byte_identity(),
  copy?: boolean(),
  policy: ImagePipe.Source.CachePolicy.t(),
  stable?: boolean()
}


      



  


        

      


  

    
ImagePipe.Source.CacheSettings 
    



      
Cache settings shared by source adapters.
The built-in adapters accept these options, and a custom adapter can append
schema/0 to its own option schema to accept them too:
@schema NimbleOptions.new!([bucket: [type: :string, required: true]] ++ CacheSettings.schema())
After validating, validate/1 rejects a lifetime or stale window on an
immutable source. fields/2 then turns the validated options into the
cache fields of ImagePipe.Source.Resolved. Their effect is explained in
Caching and freshness.
Options
	:stable (:auto or :immutable) - :immutable marks an immutable source: an identifier always names the same bytes, so its originals and processed images never expire and are never revalidated. With :auto, each original is identified by its content. See immutable sources. The default value is :auto.

	:cache_policy (keyword/0) - Cache policy for this source, with the fields of ImagePipe.Source.CachePolicy. Each field it sets replaces that field of the :source_cache_policy of ImagePipe.config/1. A source with stable: :immutable can't set a :freshness duration or a :stale_while_revalidate window. The default value is [].

	:internal_cache (:enabled or :disabled) - :disabled keeps this source's originals and processed images out of the caches, including images that use this source for a watermark. :enabled caches what the source's storage policy allows. The default value is :enabled.

	:http_cache (:inherit, :validators, :auto, :public, or :private) - HTTP cache headers for responses from this source. :inherit uses the mount's :http_cache (see ImagePipe.Plug), and any other value replaces it. See per-source modes. The default value is :inherit.
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        fields(opts, source)

      


        Returns the :internal_cache, :http_cache, and :cache_semantics fields
of ImagePipe.Source.Resolved.



    


    
      
        immutable?(opts)

      


        Whether the options mark the source as immutable.



    


    
      
        schema()

      


        NimbleOptions schema entries for the shared cache settings.



    


    
      
        validate(opts)

      


        Rejects a TTL or stale-while-revalidate window on an immutable source, which
has no freshness deadline. Returns the options unchanged when valid.
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          @spec fields(keyword(), keyword()) :: keyword()


      


Returns the :internal_cache, :http_cache, and :cache_semantics fields
of ImagePipe.Source.Resolved.
Takes the validated options and:
	:stable? - whether this source's bytes can't change, either because
the options trust it or because the source itself pins them.
	:seed - the byte-identity seed used when the source is stable. It must
not contain secrets.
	:copy? - whether to keep a local copy of the original in the input
pool. Remote adapters pass true.

A source that isn't stable is identified by its content.

  



  
    
      
    
    
      immutable?(opts)



        
          
        

    

  


  

      

          @spec immutable?(keyword()) :: boolean()


      


Whether the options mark the source as immutable.

  



  
    
      
    
    
      schema()



        
          
        

    

  


  

      

          @spec schema() :: keyword()


      


NimbleOptions schema entries for the shared cache settings.

  



  
    
      
    
    
      validate(opts)



        
          
        

    

  


  

      

          @spec validate(keyword()) ::
  {:ok, keyword()} | {:error, {:invalid_source_config, String.t()}}


      


Rejects a TTL or stale-while-revalidate window on an immutable source, which
has no freshness deadline. Returns the options unchanged when valid.

  


        

      


  

    
ImagePipe.Source.Object 
    



      
Product-neutral bucket or container object source, such as s3://bucket/key.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ImagePipe.Source.Object{
  key: String.t(),
  revision: String.t() | nil,
  scheme: String.t(),
  scope: String.t()
}


      



  


        

      


  

    
ImagePipe.Source.Origin 
    



      
Origin cache evidence, kept separately from the source's byte identity.
Validators are used only for upstream conditional requests. A weak origin
ETag never becomes a strong representation ETag. Request header values and
the effective resource URL are digested; raw credentials are not retained.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        cache_state(origin, policy, stable?)

      


        Evaluates current host policy against retained origin evidence.



    


    
      
        matches?(origin, request_headers)

      


        Checks origin Vary against effective outbound request headers.



    


    
      
        validator_headers(origin)

      


        Returns origin validators, preferring ETag to Last-Modified.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ImagePipe.Source.Origin{
  headers: %{required(String.t()) => [String.t()]},
  received_at: integer(),
  requested_at: integer(),
  resource: binary(),
  status: integer(),
  vary: %{required(String.t()) => binary()}
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cache_state(origin, policy, stable?)



        
          
        

    

  


  

Evaluates current host policy against retained origin evidence.

  



  
    
      
    
    
      matches?(origin, request_headers)



        
          
        

    

  


  

Checks origin Vary against effective outbound request headers.

  



  
    
      
    
    
      validator_headers(origin)



        
          
        

    

  


  

Returns origin validators, preferring ETag to Last-Modified.

  


        

      


  

    
ImagePipe.Source.Path 
    



      
Root-relative path source.
scheme is set when the path was written with a custom scheme
(asset://catalog/42), which the server routes like a path prefix. It is
nil for bare paths.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ImagePipe.Source.Path{scheme: String.t() | nil, segments: [String.t()]}


      



  


        

      


  

    
ImagePipe.Source.Resolved 
    



      
Validated source information returned by an adapter's ImagePipe.Source.resolve/3.
Source adapters construct this value from canonical source intent. The
identity and cache_semantics fields describe cache-safe source identity.
fetch contains adapter-private data needed by the later fetch callback.
name is the configured source that resolved this value. ImagePipe sets it
after resolution, and it is nil for {:file, _} and {:binary, _}
inputs. Adapters leave it unset.

      


      
        Summary


  
    Types
  


    
      
        http_cache()

      


    


    
      
        internal_cache()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      http_cache()



        
          
        

    

  


  

      

          @type http_cache() :: :inherit | :validators | :auto | :public | :private


      



  



  
    
      
    
    
      internal_cache()



        
          
        

    

  


  

      

          @type internal_cache() :: :enabled | :disabled


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ImagePipe.Source.Resolved{
  cache_semantics: ImagePipe.Source.CacheSemantics.t(),
  fetch: term(),
  http_cache: http_cache(),
  identity: term(),
  internal_cache: internal_cache(),
  name: atom() | nil
}


      



  


        

      


  

    
ImagePipe.Source.Response 
    



      
Source bytes returned by an ImagePipe.Source adapter.
Exactly one of stream or path must be present. Streams are consumed
lazily and must release their resources when enumeration halts. Adapters
opening resources before enumeration also supply an idempotent close
function. Source.with_fetched/3 closes it even when no body is consumed.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        close(response)

      


        Releases a response obtained directly through Source.fetch/3.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ImagePipe.Source.Response{
  close: (-> :ok) | nil,
  origin: ImagePipe.Source.Origin.t() | nil,
  path: Path.t() | nil,
  stream: Enumerable.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      close(response)



        
          
        

    

  


  

Releases a response obtained directly through Source.fetch/3.

  


        

      


  

    
ImagePipe.Source.URL 
    



      
Absolute HTTP and HTTPS source.
path holds the URL's path segments with their percent-encoding, the form
the HTTP source sends to the origin.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ImagePipe.Source.URL{
  host: String.t(),
  path: [String.t()],
  port: :inet.port_number() | nil,
  query: String.t() | nil,
  scheme: :http | :https
}


      



  


        

      


  

    
ImagePipe.Source.S3.AssumeRole 
    



      
Credential provider that assumes an IAM role with STS AssumeRole, usually
a role in another account.
credentials:
  {:provider, ImagePipe.Source.S3.AssumeRole,
   base: {:provider, ImagePipe.Source.S3.InstanceRole, []},
   role_arn: "arn:aws:iam::123456789012:role/image-read",
   region: "eu-west-1"}
It signs the STS call with the :base credentials. Setting up credentials
is covered in Serving images from S3.
Options
	:base ({:static, keyword()} or {:provider, module(), keyword()}) - Required. Credentials allowed to assume :role_arn, in any form the :credentials option of ImagePipe.Source.S3 takes. They are cached and refreshed separately.

	:role_arn (String.t/0) - Required. ARN of the role to assume.

	:region (String.t/0) - Required. Region of the STS endpoint, sts.<region>.amazonaws.com, also used to sign the call.

	:external_id (String.t/0) - External ID that the role's trust policy requires.

	:role_session_name (String.t/0) - Session name for the assumed role. The default value is "image-pipe".

	:receive_timeout (non_neg_integer/0) - Milliseconds to wait for each response. The default value is 5000.

	:connect_timeout (non_neg_integer/0) - Milliseconds to wait for a connection. The default value is 5000.



      




  

    
ImagePipe.Source.S3.ContainerCredentials 
    



      
Credential provider for ECS, Fargate, and EKS container credentials.
credentials:
  {:provider, ImagePipe.Source.S3.ContainerCredentials,
   relative_uri: System.fetch_env!("AWS_CONTAINER_CREDENTIALS_RELATIVE_URI")}
Pass the values the platform sets in the AWS_CONTAINER_* environment
variables. Fetching fails when neither :full_uri nor :relative_uri is
given. Setting up credentials is covered in
Serving images from S3.
Options
	:base_url (String.t/0) - Base URL that :relative_uri is appended to. The default value is "http://169.254.170.2".

	:full_uri (String.t/0) - Full credentials URL, from AWS_CONTAINER_CREDENTIALS_FULL_URI. Takes precedence over :relative_uri. Must use https, a loopback host, or the ECS or EKS credential endpoint, so the token can't be sent to another host.

	:relative_uri (String.t/0) - Credentials path, from AWS_CONTAINER_CREDENTIALS_RELATIVE_URI. Must start with /.

	:auth_token (String.t/0) - Authorization header value, from AWS_CONTAINER_AUTHORIZATION_TOKEN.

	:auth_token_file (String.t/0) - Path of a file holding the Authorization header value, from AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE. The file is read again on every refresh, since the platform rotates it. Takes precedence over :auth_token.

	:receive_timeout (non_neg_integer/0) - Milliseconds to wait for each response. The default value is 2000.

	:connect_timeout (non_neg_integer/0) - Milliseconds to wait for a connection. The default value is 2000.



      




  

    
ImagePipe.Source.S3.CredentialProvider behaviour
    



      
Behaviour for S3 credential providers.
A provider fetches AWS credentials for a bucket. Select it in the
:credentials setting of ImagePipe.Source.S3:
credentials: {:provider, MyApp.VaultCredentials, path: "aws/creds/image-read"}
ImagePipe caches each result per provider, options, and bucket, and shares
it across requests. Temporary credentials are refreshed five minutes before
they expire. A cache entry is dropped after at least five minutes without a
request, and the next request fetches again. Credentials fetched by
ImagePipe.Source.S3.CredentialWarmup aren't dropped before their first
request. The built-in providers are listed under
Credentials.
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        credentials()

      


    


    
      
        expiry()

      


    


    
      
        scope()

      


    





  
    Callbacks
  


    
      
        fetch_credentials(scope, keyword)

      


        Fetches credentials for scope, the bucket name.



    


    
      
        validate_options(keyword)

      


        Checks the provider's options when the source is configured, so bad options
fail at startup instead of on the first request. Return :ok when the
provider takes no options.
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      credentials()



        
          
        

    

  


  

      

          @type credentials() :: keyword()


      



  



  
    
      
    
    
      expiry()



        
          
        

    

  


  

      

          @type expiry() :: DateTime.t() | :never


      



  



  
    
      
    
    
      scope()



        
          
        

    

  


  

      

          @type scope() :: String.t()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      fetch_credentials(scope, keyword)



        
          
        

    

  


  

      

          @callback fetch_credentials(scope(), keyword()) ::
  {:ok, credentials(), expiry()} | {:error, term()}


      


Fetches credentials for scope, the bucket name.
Returns a keyword list with :access_key_id, :secret_access_key, and an
optional :token, and an expiry: a DateTime for temporary credentials,
or :never. A result that has already expired, or any other expiry, is
rejected. When a refresh fails, the previous credentials are used until
they expire.
The result is shared by every request for the bucket, so it must depend
only on scope and the options.

  



  
    
      
    
    
      validate_options(keyword)



        
          
        

    

  


  

      

          @callback validate_options(keyword()) :: :ok | {:error, term()}


      


Checks the provider's options when the source is configured, so bad options
fail at startup instead of on the first request. Return :ok when the
provider takes no options.

  


        

      


  

    
ImagePipe.Source.S3.CredentialWarmup 
    



      
Fetches S3 credentials from a provider at startup, so the first request
for a bucket doesn't wait for them.
children = [
  {ImagePipe.Source.S3.CredentialWarmup,
   provider: ImagePipe.Source.S3.InstanceRole, opts: [], scope: "my-bucket"},
  MyAppWeb.Endpoint
]
ImagePipe doesn't start it. Add one per bucket. The children need no
explicit ids. Each warmup starts the fetch without blocking startup, then
stops. The credentials aren't dropped before the first request for the
bucket uses them. If the fetch fails, the first request fetches the
credentials instead.
Invalid options raise ArgumentError from start_link/1. A :provider
without validate_options/1 raises UndefinedFunctionError.
Options
	:provider (atom/0) - Required. The provider module, as in the source's :credentials.

	:scope (String.t/0) - Required. The bucket whose credentials to fetch.

	:opts (keyword/0) - The provider's options. They must equal the options in the source's :credentials. Otherwise requests use a different cache entry, and the warmed credentials are refreshed in the background without ever being used. The default value is [].
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        start_link(opts)
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      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
ImagePipe.Source.S3.InstanceRole 
    



      
Credential provider for the IAM role attached to an EC2 instance, including
Elastic Beanstalk, read from the instance metadata service (IMDSv2).
credentials: {:provider, ImagePipe.Source.S3.InstanceRole, []}
Setting up credentials is covered in
Serving images from S3.
Options
	:base_url (String.t/0) - Base URL of the instance metadata service. The default value is "http://169.254.169.254".

	:ttl_seconds (pos_integer/0) - Lifetime requested for each metadata session token, in seconds. The default value is 21600.

	:receive_timeout (non_neg_integer/0) - Milliseconds to wait for each response. The default value is 2000.

	:connect_timeout (non_neg_integer/0) - Milliseconds to wait for a connection. The default value is 2000.



      




  

    
ImagePipe.Source.S3.WebIdentity 
    



      
Credential provider for EKS IAM roles for service accounts (IRSA), using
STS AssumeRoleWithWebIdentity.
credentials:
  {:provider, ImagePipe.Source.S3.WebIdentity,
   token_file: System.fetch_env!("AWS_WEB_IDENTITY_TOKEN_FILE"),
   role_arn: System.fetch_env!("AWS_ROLE_ARN"),
   region: System.fetch_env!("AWS_REGION")}
It exchanges the token the cluster mounts into the pod for temporary
credentials. The STS call is unsigned, since the token authenticates it.
Setting up credentials is covered in
Serving images from S3.
Options
	:token_file (String.t/0) - Required. Path of the web identity token, from AWS_WEB_IDENTITY_TOKEN_FILE. The file is read again on every refresh, since the platform rotates it.

	:role_arn (String.t/0) - Required. ARN of the role to assume, from AWS_ROLE_ARN.

	:region (String.t/0) - Required. Region of the STS endpoint, sts.<region>.amazonaws.com.

	:role_session_name (String.t/0) - Session name for the assumed role. The default value is "image-pipe".

	:receive_timeout (non_neg_integer/0) - Milliseconds to wait for each response. The default value is 5000.

	:connect_timeout (non_neg_integer/0) - Milliseconds to wait for a connection. The default value is 5000.



      




  

    
ImagePipe.Cache.FileSystem 
    



      
Stores processed images, or originals, as files on local disk. The cache
and input_cache options take its options, and need an instance, which
starts the processes that track the cache's size (see
ImagePipe.child_spec/1):
children = [
  {ImagePipe,
   name: MyApp.Images,
   sources: sources,
   cache: [root: "/var/cache/image_pipe/processed", max_size_bytes: 5_000_000_000]},
  MyAppWeb.Endpoint
]
:max_size_bytes caps the stored bodies: a write evicts entries to make
room before it's stored, or is rejected. The cache keeps the entries that
are requested often and took the most work to make for their size.
To set up processed-image and originals caches, see
Caching processed images.
Options
	:root (absolute path (String.t/0)) - Required. Directory that holds the cache files. Must be an absolute path. The cache and input_cache roots must be separate, neither inside the other. Plug initialization fails otherwise.

	:pool (:input or :output) - Tags the cache's telemetry events with pool, so events from an originals cache can be told apart from the processed-image cache. Defaults to :output, or :input for a cache configured as :input_cache.

	:max_size_bytes (pos_integer/0) - Required. Cap, in bytes, on the total size of stored bodies. Writes evict the entries least worth keeping to stay under it: those requested least often and quickest to make for their size. An entry larger than a twentieth of the cap, or 256 MiB, is never stored.


The processed-image cache also accepts :max_body_bytes, a
non-negative integer or nil. Responses larger than :max_body_bytes are
delivered but not stored. The default nil stores responses of any size.
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        get(key, opts)

      


        Reads a cached response and materializes its complete body as a binary.



    





      


      
        Functions


        


  
    
      
    
    
      get(key, opts)



        
          
        

    

  


  

Reads a cached response and materializes its complete body as a binary.
Returns {:hit, entry}, :miss, or {:error, reason}. The cached file's
size is checked before reading, and its descriptor is closed before returning.

  


        

      


  

    
ImagePipe.Transform.Detector behaviour
    



      
Behaviour for detectors that find faces and objects for detect and
anchor=smart-face crops.
The default detector, ImagePipe.Transform.Detector.Composite, sends the
face class to ImagePipe.Transform.Detector.ImageVision.Face and object
classes to ImagePipe.Transform.Detector.ImageVision.Objects. To use
another model or a remote service, implement this behaviour and set the
:detector option of ImagePipe.config/1 to your module:
config = ImagePipe.config(sources: sources, detector: MyApp.Detector)
Writing a custom detector walks through an
implementation. Content-aware cropping explains
how the regions place the crop.
Callback options
Every callback receives a keyword list. Its :classes key holds the
requested class names, in their URL spelling ("face",
"traffic_light"), or :all. Other keys may be present. A detector
ignores the keys it doesn't use. supported_classes/1 is called with [].
Regions
detect/2 returns a list of region/0 maps.
	label must be one of the requested classes, or any class when
:classes is :all. ImagePipe doesn't filter the regions, so a region
with another label still moves the crop. Request weights such as
face:3 apply by label.
	box must hold four numbers. Any other shape makes the whole result a
detection error.
	A box with no width or height, or one that extends past the image's
edges, is ignored.
	score doesn't affect the crop, so a low-confidence region moves it as
much as a confident one.

Errors
detect/2 returns {:error, reason} instead of raising. With
detector_required: true, any error fails the request with 500. With
detector_required: false, the crop falls back to attention cropping, and
the response depends on reason:
	{:detector, :unavailable} means the detector can't run in this build,
for example because an optional dependency is missing. The response is
cached like any other. identity/1 must return a different value while
the detector is unavailable, or the fallback is stored under the
identity of the working model.
	Any other reason is a detection error. The response is sent with
Cache-Control: no-store and no ETag, and isn't stored.

A detector that runs several models returns an error when any of them
fails, not the regions the others found. A partial result is cached as if
it were complete.
A detector may instead let an unavailable model contribute no regions, as
ImagePipe.Transform.Detector.Composite does. Its identity/1 must then
change while the model is missing, so the result is cached apart from the
complete one.
anchor=smart-face falls back to attention cropping on any error, whatever
:detector_required is.
Availability and readiness
available?/1 and the optional ready?/1 are checked before a request
fetches its source, only when :detector_required is true and the
request uses detect:
	available?/1 returning false fails the request with 501.
	ready?/1 returning false fails it with 503. Without ready?/1,
the detector is ready whenever it is available.

ready?/1 should return true once warmup/1 has succeeded. An
ImagePipe instance calls warmup/1 at startup unless its
detector_warmup option is false.
With detector_required: true, ImagePipe.config/1 also calls
available?/1 with classes: [class] for each supported class, and
raises ArgumentError when it returns false for all of them.
With detector_required: false, requests call detect/2 directly.
ImagePipe.Transform.Detector.Warmup also skips a detector whose
available?/1 returns false.
Identity
identity/1 returns {module, term}, which becomes part of the cache key
and ETag of every response that used the detector. Change the term when
the model changes, for example by including the model version, so crops
made by the old model are replaced. It must return the same value for the
same model and options. Keep it free of secrets: telemetry handlers can
receive it.
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        region()

      


        A detected region of interest.



    





  
    Callbacks
  


    
      
        available?(opts)

      


        Returns whether the detector can run in this build, for example whether
its optional dependency is loaded.



    


    
      
        detect(image, opts)

      


        Detects regions in image for the classes in opts[:classes].



    


    
      
        identity(opts)

      


        Returns the detector's cache identity. See "Identity" above.



    


    
      
        ready?(opts)

      


        Returns whether detect/2 can run without first downloading model files.



    


    
      
        supported_classes(opts)

      


        Returns every class name this detector can produce, in the URL spelling.



    


    
      
        warmup(opts)

      


        Loads or downloads models ahead of the first request.



    





  
    Functions
  


    
      
        ready?(module, opts)

      


        Invoke the optional ready?/1 callback if the detector implements it, else
available?/1.



    


    
      
        warmup(module, opts)

      


        Invoke the optional warmup/1 callback if the detector implements it, else :ok.
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      region()



        
          
        

    

  


  

      

          @type region() :: %{
  label: String.t(),
  score: float(),
  box: {number(), number(), number(), number()}
}


      


A detected region of interest.
box is {x, y, width, height} in pixels of the image passed to
detect/2, measured from its top-left corner (x grows right, y grows
down).

  


        

      

      
        Callbacks


        


  
    
      
    
    
      available?(opts)



        
          
        

    

  


  

      

          @callback available?(opts :: keyword()) :: boolean()


      


Returns whether the detector can run in this build, for example whether
its optional dependency is loaded.

  



  
    
      
    
    
      detect(image, opts)



        
          
        

    

  


  

      

          @callback detect(image :: Vix.Vips.Image.t(), opts :: keyword()) ::
  {:ok, [region()]} | {:error, term()}


      


Detects regions in image for the classes in opts[:classes].
Returns {:ok, regions}, where an empty list means nothing was found, or
{:error, reason}. See "Regions" and "Errors" above.

  



  
    
      
    
    
      identity(opts)



        
          
        

    

  


  

      

          @callback identity(opts :: keyword()) :: {module(), term()}


      


Returns the detector's cache identity. See "Identity" above.

  



  
    
      
    
    
      ready?(opts)


        (optional)


        
          
        

    

  


  

      

          @callback ready?(opts :: keyword()) :: boolean()


      


Returns whether detect/2 can run without first downloading model files.
Optional. Without it, a detector is ready whenever available?/1 is
true. See "Availability and readiness" above.

  



  
    
      
    
    
      supported_classes(opts)



        
          
        

    

  


  

      

          @callback supported_classes(opts :: keyword()) :: [String.t()]


      


Returns every class name this detector can produce, in the URL spelling.
Called with [] to route classes and to reject unknown classes with 400.
It must not load a model, and must return the full list even when
available?/1 is false.

  



  
    
      
    
    
      warmup(opts)


        (optional)


        
          
        

    

  


  

      

          @callback warmup(opts :: keyword()) :: :ok | {:error, term()}


      


Loads or downloads models ahead of the first request.
Optional. ImagePipe.Transform.Detector.Warmup calls it with its :opts
plus :classes. It returns :ok or {:error, reason}. The worker logs
and retries errors.

  


        

      

      
        Functions


        


  
    
      
    
    
      ready?(module, opts)



        
          
        

    

  


  

      

          @spec ready?(module(), keyword()) :: boolean()


      


Invoke the optional ready?/1 callback if the detector implements it, else
available?/1.

  



  
    
      
    
    
      warmup(module, opts)



        
          
        

    

  


  

      

          @spec warmup(module(), keyword()) :: :ok | {:error, term()}


      


Invoke the optional warmup/1 callback if the detector implements it, else :ok.
The callback is optional for host-provided detectors, so its presence is checked
at this boundary.

  


        

      


  

    
ImagePipe.Transform.Detector.Composite 
    



      
Routes requested classes to an ordered list of detectors and merges their regions.
Each class goes to every child that lists it in supported_classes/1; :all
routes to every child, and unclaimed classes are dropped. Identity and
availability reflect only routed children, so an object-only request is
unaffected by a face-model change. A failing child fails the detection.
An unavailable child contributes no regions, and the other children's
regions are used. A child must return a different identity while it is
unavailable (see "Identity" in ImagePipe.Transform.Detector), so that
result is cached under its own key and replaced once the child is
available again. When every routed child is unavailable, the composite
returns {:error, {:detector, :unavailable}}. With detector_required: true, any unavailable routed child fails the request with 501 instead.
The default combines the face (YuNet) and object (RT-DETR) adapters.

      




  

    
ImagePipe.Transform.Detector.ImageVision.Face 
    



      
ImagePipe.Transform.Detector for faces, backed by the optional image_vision
dependency (Image.FaceDetection, YuNet). The dependency is not declared by
ImagePipe — hosts opt in. When absent, available?/1 is false and callers fall
back gracefully.
Faces with a confidence score below 0.6 are dropped before ImagePipe sees
them.

      




  

    
ImagePipe.Transform.Detector.ImageVision.Objects 
    



      
ImagePipe.Transform.Detector for general objects, backed by the optional
image_vision dependency (Image.Detection, RT-DETR, COCO-80). The dependency
is not declared by ImagePipe — hosts opt in. When absent, available?/1 is
false and callers fall back gracefully.
Objects with a confidence score below 0.5 are dropped before ImagePipe
sees them.
Class names use the URL-facing underscore spelling (traffic_light); the model
emits spaces ("traffic light"), which this adapter normalizes on both sides.

      




  

    
ImagePipe.Transform.Detector.Warmup 
    



      
One-shot worker that pre-loads a detector's models at boot.
An ImagePipe instance starts it with the instance's detector and the
classes from its :detector_warmup option. A configuration used without an instance,
such as a mount configured in the router, needs the worker in the host's
supervision tree:
{ImagePipe.Transform.Detector.Warmup, detector: :default}
:detector accepts :default (the bundled adapter, used when omitted), nil
(no work), or a custom detector module, matching the plug option.
Failed warmup results are logged and retried with bounded exponential backoff.
The worker then exits normally, so restart: :transient does not restart it.
Unavailable detectors are skipped. It does not trap exits; shutdown during a
download needs no cleanup.
Model loading runs in handle_continue/2, allowing start_link/1 to return
without waiting for the download.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
ImagePipe.Telemetry 
    



      
Attaches ImagePipe's optional Logger handler and span tracer.
ImagePipe emits :telemetry events and attaches no handlers itself.
attach_default_logger/1 logs them with Logger, and attach_tracer/1
turns them into trace spans. The events are listed in the
event reference.

      


      
        Summary


  
    Functions
  


    
      
        attach_default_logger(opts \\ [])

      


        Attaches a Logger handler that logs one line per ImagePipe event.



    


    
      
        attach_tracer(opts \\ [])

      


        Attaches the span tracer, which turns ImagePipe's telemetry events into
OpenTelemetry spans through the OpenTelemetry API.



    


    
      
        default_prefix()

      


    


    
      
        detach_default_logger()

      


        Detach the default Logger handler.



    


    
      
        detach_tracer()

      


        Remove the opt-in span tracer attached with attach_tracer/1.



    





      


      
        Functions


        


    

  
    
      
    
    
      attach_default_logger(opts \\ [])



        
          
        

    

  


  

      

          @spec attach_default_logger(keyword()) :: :ok


      


Attaches a Logger handler that logs one line per ImagePipe event.
ImagePipe.Telemetry.attach_default_logger(events: [:request, :source])
Call it once at application startup. Calling it again replaces the
handler's options. Remove it with detach_default_logger/0. Setting it up
is covered in Monitoring with telemetry.
Event groups
:events selects groups from the
event reference:
	:request: request, processing pool, send, deliver, and encode events,
except the encode-search probe cost spans, which aren't logged.
	:parse: parsing and preset lookup.
	:source: source events.
	:transform: transform and detection events.
	:cache: cache events.
	:output: output format negotiation, info and placeholder bodies, and
output clamping.
	:http_cache: HTTP cache header events.
	:debug: debug header collection errors.

Log levels
Lines log at :level. These log at :warning:
	Exceptions, and results such as :source_error, :cache_error,
:materialize_error, :parser_error, and :plan_error.
	Encode, color-management, output negotiation, info or placeholder, and
preset lookup failures.
	Processing pool rejections, timeouts, and worker failures.
	Detection that fell back to attention (:unavailable, :error, or no
detector configured).
	A quality search with outcome :best_effort.
	An output clamp, a debug collection error, and cache coordination
results :busy and :bypass.

Options
	:level - The level for ordinary lines. Failures and degraded results log at :warning. The default value is :info.

	:events - :all, or a list of the event groups to log. See the groups above. The default value is :all.

	:prefix - The telemetry prefix to subscribe to, a non-empty list of atoms. Must match the telemetry_prefix ImagePipe is configured with. The default value is [:image_pipe].

	:debug (boolean/0) - When true, also logs each event's raw measurements and metadata at :debug, including operation parameters. The default value is false.


Raises ArgumentError for invalid options.

  



    

  
    
      
    
    
      attach_tracer(opts \\ [])



        
          
        

    

  


  

      

          @spec attach_tracer(keyword()) :: :ok


      


Attaches the span tracer, which turns ImagePipe's telemetry events into
OpenTelemetry spans through the OpenTelemetry API.
ImagePipe.Telemetry.attach_tracer()
Your application provides and configures the OpenTelemetry SDK. ImagePipe
depends on :opentelemetry_api as an optional dependency.
Call it once at application startup. Calling it again replaces the whole
tracer configuration. Remove it with detach_tracer/0. How spans form a
trace is explained in Request tracing.
Options
	:prefix (list of atom/0) - The telemetry prefix to subscribe to. Must match the telemetry_prefix ImagePipe is configured with. The default value is [:image_pipe].

	:extract_inbound (boolean/0) - When true, a request with a valid W3C traceparent header continues the caller's trace, unless a span of your own is already current. Enable it only when a proxy you control sets the header or removes it from outside requests. See inbound trace context. The default value is false.

	:finch_spans (boolean/0) - Also records a span for each HTTP request a source makes through Finch, including connection setup. false records none. The default value is true.


Raises ArgumentError for invalid options, or when ImagePipe was compiled
without :opentelemetry_api. Add :opentelemetry to your dependencies and
recompile ImagePipe (mix deps.compile image_pipe --force).

  



  
    
      
    
    
      default_prefix()



        
          
        

    

  


  

      

          @spec default_prefix() :: [atom()]


      



  



  
    
      
    
    
      detach_default_logger()



        
          
        

    

  


  

      

          @spec detach_default_logger() :: :ok | {:error, :not_found}


      


Detach the default Logger handler.

  



  
    
      
    
    
      detach_tracer()



        
          
        

    

  


  

      

          @spec detach_tracer() :: :ok


      


Remove the opt-in span tracer attached with attach_tracer/1.
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